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Abstract

This comprehensive study delves into the distinctive characteristics of Identity and Access Management
services and their consequential impact on IT Service Management practices. Through a series of qual-
itative interviews with seasoned professionals from the consulting/audit and re-insurance sectors, the
research meticulously examines the unique demands IAM places on ITSM frameworks. The study be-
gins by exploring IAM's unparalleled flexibility in managing user lifecycles, highlighting the dynamic na-
ture of user onboarding and offboarding processes that set IAM apart from other IT services with more
static user populations.

A significant revelation from the interviews is the modular design of IAM services, which is paramount
for catering to the diverse needs of both internal and external customers. This modularity is not just a
feature but a necessity, allowing for tailored solutions that can adapt to the ever-evolving landscape of
user requirements. The integration of IAM with enterprise systems emerges as a critical theme, with the
study emphasizing the importance of standardized connectors and protocols that enable IAM solutions
to integrate seamlessly with a multitude of systems, a demand that is far more pressing than for other
IT services.

The implications for ITSM are profound, with the study uncovering the need for elastic resource alloca-
tion to accommodate IAM's scalability challenges. Automation, load balancing, and cloud services are
identified as essential components to meet these demands, ensuring that IAM services can maintain
near-100% availability. This requirement underscores the necessity for robust ITSM processes, includ-
ing disaster recovery and observability tools, to maintain reliability and prevent service disruptions.

While acknowledging limitations due to methodological choices, scope focus, and sample size, the re-
search paves the way for future work. It calls for a quantitative analysis to complement the qualitative
insights and inductive methods to unearth unanticipated relationships between IAM and ITSM. Such an
approach would deepen the understanding of IAM services and optimize their deployment within the IT
ecosystem, shaping ITSM strategies to meet the unique demands of IAM.

In essence, this thesis provides valuable insights into the distinct nature of IAM services, emphasizing
the need for specialized ITSM practices capable of managing their flexibility, modularity, integration,
scalability, and availability. It is a clarion call for ITSM frameworks to evolve, ensuring secure and unin-
terrupted business operations in an increasingly interconnected digital world.

Keywords: Identity and Access Management, IT Service Management, ITSM Framework Adaption, En-
terprise System Interoperability, System Integration
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1 Introduction

The rapid advancement of technology has ushered in an era where digital identities are not merely
supplementary but as significant as physical identities. This shift underscores the need for a robust and
comprehensive framework for managing these digital counterparts. Identity and Access Management
(IAM) services have emerged as essential components in the modern digital landscape, playing a critical
role in safeguarding and streamlining access to organizational resources. As organizations increasingly
rely on digital systems and data, the complexity and importance of managing these identities and their
associated permissions have grown exponentially.

This thesis embarks on an in-depth journey to dissect the nuanced distinctions between IAM services
and traditional IT services. The objective is to unravel the implications of these distinctions for IT Service
Management (ITSM). In an era where digital transformation is reshaping business operations and se-
curity paradigms, understanding the unique characteristics of IAM services is crucial. IAM services not
only facilitate access control and security but also address compliance and risk management in ways
that traditional IT services might not. This differentiation is not merely academic but has tangible impacts
on how organizations manage their IT environments and mitigate risks.

The motivation for this inquiry arises from the complex and often intricate web of user access and per-
missions that modern digital services have woven. Unlike traditional IT services that predominantly focus
on infrastructure and applications, IAM services are intrinsically linked to broader themes of security,
governance, and compliance. This link means that IAM services directly influence an organization’s risk
profile and its ability to adhere to regulatory requirements. As digital threats and compliance demands
become more sophisticated, the traditional ITSM frameworks may struggle to address the unique chal-
lenges posed by IAM.

The potential misalignment between 1AM services and established ITSM practices can result in signifi-
cant security vulnerabilities and operational inefficiencies. For example, traditional ITSM might not fully
account for the dynamic and high-stakes nature of identity management, leading to gaps in security or
inefficiencies in service delivery. Thus, there is a pressing need to explore how ITSM can evolve to
better accommodate the specific demands of IAM services. This thesis is driven by the urgency to shed
light on these differences and their broader consequences, aiming to enhance the management of IT
services by addressing the distinct and evolving requirements of IAM.

Guiding this exploration are two pivotal research questions: RQ1: How do IAM Services differ from other
IT Services? and RQ2: What do these differences imply for IT Service Management? To answer these
questions, the research adopts a comparative approach, meticulously examining the attributes of IAM
services in contrast to general IT services. This comparative lens helps identify key disparities and chal-
lenges.
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Figure 1: Overview flowchart

The structure of this thesis is meticulously designed to offer a comprehensive exploration of the research
topic, guiding the reader through each stage of the investigation from theoretical foundations to the
presentation of findings.

The journey begins with the Introduction, which establishes the research context by detailing the mo-
tivation behind the study. This chapter introduces the core research questions and underscores the
importance of understanding how 1AM services differ from traditional IT services, as well as the implica-
tions of these differences for ITSM By laying this foundational groundwork, the introduction aims to
highlight the relevance and urgency of the research.

Following this, the Relevant Theory chapter delves into the theoretical concepts crucial for grasping
the complexities of IAM and ITSM. It provides an in-depth review of IAM components, including Identity
Management, Access Management, Privileged Access Management, Customer Identity and Access
Management, IAM Federation, and IAM Characteristics. Each section meticulously covers these as-
pects, offering a comprehensive understanding of their roles within IAM. In parallel, the chapter explores
essential ITSM concepts such as Availability Management, ITSM Scalability, and Service Modularity.
This section reviews fundamental theories and practices of ITSM, examining their relevance to IAM
services. The chapter also identifies existing research gaps, framing the study by highlighting areas that
warrant further investigation.

The Research Framework chapter revisits the research questions and assumptions, outlining the
framework guiding the study. It features a detailed description of the research framework and includes
a diagram illustrating the presumed relationships between IAM and ITSM. This visual representation
aids in understanding the proposed assumptions and their connections.



In the Research Methodology chapter, the methodology for addressing the research questions is out-
lined. This chapter describes how the interviewees were selected, the design of the questionnaire, and
the data collection process. It provides a transparent account of the methods used to gather and analyze
data, including the rationale behind the selection of interviewees and the procedures followed during the
interviews.

The Findings chapter presents the results derived from the data analysis, examining how the insights
obtained from the interview transcripts relate to the research assumptions. This chapter offers a detailed
discussion of the evidence, highlighting how it supports or refutes the assumptions.

The Conclusion chapter synthesizes the key findings and provides answers to the research questions
based on the evaluated Assumptions. It summarizes the main results and their implications for IAM and
ITSM, offering a clear overview of the study's contributions.

Finally, the Discussion chapter reflects critically on the entire thesis, addressing the study's limitations
and proposing directions for future research. This chapter aims to deepen the understanding of the
interplay between IAM and ITSM and to suggest further areas for exploration.

Overall, this structure ensures a thorough and coherent examination of the research topic, guiding the
reader through the theoretical foundations, research methods, findings, and their implications in a clear
and systematic manner.



2 Relevant Theory

2.1 Introduction into |IAM

Identity and Access Management (IAM) is a framework of policies and technologies that ensures the
right individuals access the appropriate resources at the right times for the right reasons. IAM systems
provide secure and efficient management of user identities and access privileges within an organization
(Bertino, 2010).

IAM is critical in modern IT environments due to the increasing complexity and distributed nature of IT
infrastructures. It involves not only the management of individual user identities but also the processes
and technologies used to manage access to systems, applications, and data (ISO/IEC 27001, 2013).
IAM encompasses a wide range of functions, including user authentication, authorization, user lifecycle
management, and the monitoring and auditing of access activities (NIST, 2019).

Core components / services of IAM include:

Authentication

User Lifecycle
Management

Authorization

Maonitoring

and Auditing Governance

Figure 2: IAM Components

Authentication: This process verifies the identity of a user attempting to access a system. Authentica-
tion mechanisms include passwords, biometric scans, and multi-factor authentication (MFA), which



combines multiple verification methods to enhance security (O'Gorman, 2003). For instance, every
morning, an employee might log into their computer using a password and then receive a text message
with a one-time code to access the company's VPN, ensuring that their identity is securely confirmed
before starting work.

Authorization: Once a user's identity is authenticated, authorization determines what resources the
user can access and what actions they are permitted to perform. Role-Based Access Control (RBAC) is
a common authorization strategy that assigns permissions to users based on their roles within the or-
ganization (Ferraiolo & Kuhn, 1995). For example, a sales representative may be authorized to view
customer contact information and sales records, but not to access the company's financial reports, which
are restricted to the finance department's staff.

User Lifecycle Management: This involves the processes for creating, managing, and deleting user
accounts and access privileges throughout the lifecycle of a user’s relationship with the organization.
Effective lifecycle management ensures that access rights are appropriately granted and revoked in
response to changes in a user’s status (Bertino, 2010). When an employee is promoted, the IT depart-
ment updates their account to grant access to new systems and data relevant to their new role, while
revoking permissions that are no longer necessary.

Access Governance: This component involves policies and processes to ensure that access rights are
consistent with organizational policies and regulatory requirements. Access governance includes regu-
lar audits and reviews of user access rights to identify and mitigate risks (ISO/IEC 27001, 2013). An
annual audit might reveal that some employees still have access to a project management tool long
after their projects have concluded, prompting a review and adjustment of their access rights to align
with current needs and security policies.

Monitoring and Auditing: Continuous monitoring and periodic auditing of access activities help detect
and respond to security incidents. Monitoring tools track user activities in real-time, while audits provide
historical analysis to ensure compliance with security policies (NIST, 2019). For example, a security
team may receive an alert when a user attempts to access a restricted area of the company's intranet,
triggering an investigation to determine whether this was an innocent mistake or a potential security
breach.

IAM provides several benefits, including enhanced security by ensuring that only authorized individuals
access sensitive resources, reducing the risk of security breaches and insider threats (Bertino, 2010).
IAM also helps organizations comply with regulatory requirements by providing mechanisms to enforce
and demonstrate compliance with data protection and privacy regulations (ISO/IEC 27001, 2013). Ad-
ditionally, it increases operational efficiency by automating processes that reduce the administrative
burden of managing user identities and access rights, freeing up IT resources for other tasks (NIST,
2019). IAM solutions, such as Single Sign-On (SSO), also improve user experience by allowing users
to access multiple applications with a single set of credentials (O'Gorman, 2003).

Despite its benefits, IAM implementation can be challenging. Organizations may face difficulties inte-
grating 1AM solutions with existing systems, managing the complexity of access controls, and keeping
up with evolving security threats. Effective IAM requires a strategic approach that includes comprehen-
sive planning, stakeholder involvement, and continuous evaluation and improvement (Bertino, 2010).

In this chapter, we endeavor to provide a comprehensive introduction to IAM and its associated sub-
services, aiming to elucidate the distinct requirements that IAM imposes on an ITSM framework. Despite
the multifaceted diversity inherent in IAM, the discourse herein is designed to furnish a foundational
understanding of both IAM and ITSM. The topics delineated are intended to facilitate comprehension
for subsequent evaluation and to offer a general perspective on the intricate interplay between IAM and



ITSM. This foundational overview serves as a steppingstone for readers to gain a better understanding
of the critical role that IAM plays within the broader context of ITSM.

2.1.1 Identity Management

Identity Management (IdM) is a critical component of Information Technology security that focuses on
managing and securing user identities within an organization. It encompasses the processes, policies,
and technologies used to manage the lifecycle of digital identities, ensuring that the right individuals
have the appropriate access to resources and information (Bertino, 2010). In today's interconnected and
digitally driven world, the importance of Identity Management cannot be overstated. As organizations
adopt more complex IT infrastructures, including cloud services and remote work environments, the
need for robust identity management systems has become paramount (ISO/IEC 27001, 2013). Identity
Management is essential for maintaining the security of an organization’s data and systems by prevent-
ing unauthorized access and ensuring compliance with regulatory requirements (NIST, 2019).

Core components of Identity Management include user provisioning and de-provisioning, authentication,
authorization, directory services, SSO and Identity Governance and Administration (IGA) which can be
executed via IGA-Tools.

2.1.2 Access Management

Access Management is a fundamental component of IAM, focusing on regulating user access to sys-
tems, applications, and data within an organization. This process ensures that authenticated users re-
ceive the appropriate level of access needed to perform their roles, while simultaneously protecting
sensitive information from unauthorized access. Access Management involves implementing policies
and technologies that define and enforce access control mechanisms. Role-Based Access Control is a
widely adopted model that simplifies access management by assigning permissions to roles rather than
individuals, thereby streamlining the process and reducing administrative overhead. By leveraging these
techniques, organizations can enhance security, improve operational efficiency, and ensure compliance
with regulatory requirements. The dynamic nature of modern IT environments necessitates robust and
adaptive access control mechanisms to address evolving security challenges and safeguard organiza-
tional assets (Ferraiolo & Kuhn, 1992).

2.1.3 Role Based Access Control

Building upon the principles of Access Management, Role-Based Access Control (RBAC) is a pivotal
model that significantly enhances the efficiency and security of access control mechanisms within or-
ganizations. Introduced by Ferraiolo and Kuhn, RBAC operates by assigning access permissions based
on the roles within an organization rather than to individual users directly. This approach simplifies the
management of user permissions, as roles are typically aligned with job functions, ensuring that users
have access only to the resources necessary for their role. By centralizing permissions management
through roles, RBAC reduces the complexity and potential errors associated with individual access as-
signments. This model not only streamlines administrative processes but also strengthens security by
ensuring consistent enforcement of access policies across the organization. Consequently, RBAC has
become a widely adopted standard in modern IT environments, particularly in complex and large-scale
systems where managing individual access rights would be impractical (Ferraiolo & Kuhn, 1995).



2.1.4 Privileged Access Management

Privileged Access Management (PAM) is an essential security measure designed to protect an organi-
zation's critical assets from unauthorized access and potential security breaches. PAM solutions are
built to restrict and monitor the activities of users with elevated permissions, who have the ability to
significantly impact the IT environment. By implementing stringent access controls and continuous sur-
veillance of privileged operations, PAM systems ensure that only authorized personnel can access sen-
sitive systems and data. This is particularly crucial in mitigating risks stemming from both external threats
and insider vulnerabilities. The introduction of PAM into an organization's security strategy is a proactive
step towards maintaining the confidentiality, integrity, and availability of data, which are the foundational
principles of information security. This thesis will examine the fundamental aspects of PAM, its im-
portance in the modern security landscape, and the best practices for its implementation to safeguard
against the ever-present threat of cyber attacks (Tep,Martini,Hunt & Choo, 2015).

2.1.5 Customer Identity and Access Management

Customer Identity and Access Management (CIAM) has emerged as a critical area of focus in the realm
of digital interactions between individuals and organizations. This framework encompasses the pro-
cesses and technologies designed to facilitate secure and efficient interactions, particularly in the digital
space. With the increasing reliance on online platforms for a range of activities—from commercial trans-
actions to accessing social services—CIAM plays a pivotal role in managing how individuals identify
themselves and interact with digital services (Glazer, 2023).

CIAM is distinct from traditional workforce Identity and Access Management (IAM) in several key as-
pects. While both fields involve managing identities and access, CIAM focuses on the unique challenges
associated with customer interactions. This includes ensuring secure registration, authentication, and
authorization processes tailored to a diverse user base. The goal of CIAM is not only to protect sensitive
information but also to enhance user experience and support organizational objectives, such as expand-
ing reach and reducing service delivery costs (Glazer, 2023).

In the evolving digital landscape, CIAM is essential for organizations aiming to deliver personalized and
secure customer engagements. This chapter explores the fundamental concepts of CIAM, highlights its
differences from workforce IAM, and examines the implications of its implementation for both public and
private sector entities. By understanding CIAM, organizations can better navigate the complexities of
digital identity management and leverage its benefits to build trust and foster lasting customer relation-
ships (Glazer, 2023).

2.1.6 |AM Federation

In the context of IAM, federation refers to the linking of several distinct identity management systems.
Federated identity management allows a user's single authentication ticket, or token, to be trusted
across multiple IT systems or even organizations. This means that a user can authenticate once (SSO)
and gain access to the resources of multiple software systems. This is particularly useful in scenarios
where users need to interact with multiple services or websites that have trust relationships, allowing
them to sign in just once and use all the related services without needing to reauthenticate. (Jensen,
2012)



2.1.7 Segregation of Duties

Segregation of Duties (SoD) is a critical principle in organizational governance, aimed at preventing
fraud and ensuring the integrity of processes by requiring that no single individual has control over all
parts of a critical function. The innovative model proposed by Kobelsky (2014) underscores the neces-
sity of involving multiple individuals in IT processes to enhance security and operational effectiveness.
By differentiating specific duties and assigning them across a team, organizations can tighten security
controls and align with the demands of modern automated systems. The model advocates for a mini-
mum of three individuals to be involved in IT processes to maintain proper SoD, highlighting the signifi-
cance of secondary authorizations and account reconciliations in the framework. This comprehensive
approach seeks to reconcile the practical challenges of applying SoD with the theoretical underpinnings,
offering substantial improvements for organizations looking to optimize their systems without compro-
mising control quality or cost-efficiency (Kobelsky, 2014).

To illustrate the principle of SoD, consider the example of a sales cycle within an organization. SoD
dictates that the tasks of setting prices, authorizing transactions, and handling customer payments
should be performed by different individuals. For instance, if a salesperson sets the price for a sales
order, another employee should be responsible for authorizing that price, and a third should handle the
receipt of payment. This division of responsibilities helps to prevent any single person from having the
opportunity to both commit and conceal an error or fraudulent activity, thereby safeguarding the organ-
ization's assets and maintaining the integrity of its processes (Kobelsky, 2014).

2.1.8 |AM Characteristics

With a foundational understanding of IAM established, it is essential to delve into the specific character-
istics that define and differentiate IAM systems. These characteristics are crucial for comprehending
how IAM systems function and their importance in securing organizational environments. The following
sections will explore key aspects of IAM, including user number flexibility, resource requirements, criti-
cality, customer needs, and the level of integration required. Each of these characteristics plays a sig-
nificant role in shaping the effectiveness and efficiency of IAM solutions. By examining these elements,
we gain deeper insights into how IAM systems adapt to dynamic user environments, manage resources,
uphold critical security measures, cater to diverse customer requirements, and integrate seamlessly with
various applications and services. Understanding these aspects not only provides a comprehensive
view of the operational demands and strategic importance of IAM but also sets the stage for developing
key assumptions in the subsequent chapter.

User number flexibility

User number flexibility is essential in IAM as it allows organizations to efficiently manage access for
varying numbers of users, whether due to changes in workforce size or shifts in project demands. This
flexibility is particularly important in cloud environments, where the number of users may frequently
change. A flexible IAM system ensures that security is maintained without unnecessary complexity or
cost, as it can dynamically scale up or down. Additionally, this flexibility supports compliance efforts by
ensuring that access controls can be promptly adjusted to meet regulatory requirements (Jansen &
Grance, 2011)



Resource Requirements

Understanding resource requirements is crucial for effective IAM because it ensures that the system
can support the necessary security functions without overloading. Adequate resource allocation allows
IAM systems to handle the demands of user authentication, access controls, and monitoring, which are
essential for maintaining security in large or complex environments. For instance, NIST Special Publi-
cation 800-53 outlines the importance of ensuring that IAM systems have sufficient resources to imple-
ment security controls effectively, such as processing power and storage for maintaining access logs
and executing security protocols (NIST, 2020). Additionally, the NIST Cybersecurity Framework empha-
sizes the need for resource management within the "Protect” function, which includes access control
and identity management as key components, ensuring that these systems remain resilient against
threats (NIST, 2018).

Criticality:

IAM is critical to organizational security because it serves as the backbone for controlling and protecting
access to sensitive information and systems. Effective IAM ensures that only authorized users can ac-
cess specific resources, thereby mitigating risks associated with unauthorized access and data
breaches. This criticality is underscored by the need for robust IAM systems to enforce security policies,
manage user identities, and handle authentication and authorization processes effectively. According to
the National Institute of Standards and Technology (NIST), IAM systems are vital for maintaining security
and compliance, as they directly impact an organization’s ability to safeguard its assets and adhere to
regulatory requirements (NIST, 2020).

Customer Need:

IAM systems must address varying customer needs regarding authentication methods and integration
approaches. Applications and resources often require different types of authentication to balance secu-
rity and user convenience. For example, cloud applications frequently demand support for modern au-
thentication techniques such as SSO and MFA to enhance security and provide a seamless user expe-
rience across multiple services (Mell & Grance, 2011). In contrast, enterprise applications may need
IAM systems to integrate with existing directory services like Active Directory or LDAP, which is crucial
for managing user identities and permissions within established organizational frameworks (NIST,
2018). These differences underscore the need for IAM solutions that are adaptable to various authenti-
cation methods and integration requirements.

Higher Level of Integration:

To effectively onboard a variety of applications and services, IAM systems must have a high degree of
integration. This integration is crucial for enabling features such as SSO and MFA across diverse plat-
forms, which improves both security and user convenience. As organizations increasingly adopt com-
plex IT environments, including cloud and hybrid solutions, IAM systems must integrate seamlessly with
various applications to ensure centralized management of user identities and consistent security policy
enforcement (NIST, 2020).



2.2 Introduction into IT Service Management

Having established the foundational principles of 1AM, this thesis now turns its focus to ITSM. This shift
in attention is pivotal for comprehending the rationale behind the detailed exposition of certain aspects
of ITSM over others within the scope of this study, particularly those that exert a more significant impact
on the thematic areas under consideration. This approach is deliberately selective, addressing only the
most salient facets of ITSM to facilitate a better understanding of the subsequent content and to maintain
a concentrated examination of the most influential elements.

ITSM refers to the entirety of activities, processes, and policies used by an organization to design, de-
liver, manage, and improve IT services. ITSM emphasizes aligning IT services with the needs of the
business, ensuring that the right processes, people, and technology are in place to support organiza-
tional goals (Galup et al., 2009).

It is a strategic approach to designing, delivering, managing, and improving the way IT is used within an
organization. Unlike other IT management disciplines that focus on hardware, networks, or systems,
ITSM is primarily concerned with customer-facing services and ensuring that these services are pro-
vided in a quality-driven and cost-effective manner (Axelos, 2019). This approach ensures that IT ser-
vices support and enhance the business processes they are intended to facilitate (Office of Government
Commerce, 2007).

Core components of ITSM include well-defined processes and best practices, such as Incident Man-
agement, Problem Management, Change Management, Service Request Management, and Service
Level Management. These processes help maintain service quality and manage risk (Galup et al., 2009).
Additionally, several frameworks and standards guide ITSM practices, with the Information Technology
Infrastructure Library (ITIL) being the most widely recognized. Other notable frameworks include COBIT
(Control Objectives for Information and Related Technologies) and ISO/IEC 20000, an international
standard for ITSM (Office of Government Commerce, 2007; IT Governance Institute, 2007).

ITSM encompasses the entire lifecycle of IT services, from initial service strategy and design through to
transition, operation, and continual improvement. This lifecycle approach ensures that services are con-
tinuously aligned with business needs and can adapt to changing requirements (Axelos, 2019). Effective
ITSM relies on various tools and technologies that support the automation of processes, help manage
IT assets, and provide analytics and reporting, enhancing efficiency, transparency, and accountability
within the IT service delivery process (Galup et al., 2009).

The adoption of ITSM practices offers numerous benefits, including improved efficiency through stand-
ardized processes and automated workflows, enhanced service quality by following best practices and
frameworks like ITIL, increased agility in responding to changes in business requirements and techno-
logical advancements, cost savings through optimized IT operations and resource utilization, and better
risk management with structured processes for change and incident management (Galup et al., 2009;
Marrone & Kolbe, 2011).

However, implementing ITSM can present several challenges, such as resistance to change, the need
for significant upfront investment in tools and training, and the complexity of aligning ITSM processes
with existing business processes (Hochstein et al., 2005). Organizations must carefully plan their ITSM
strategy and foster a culture of continuous improvement to realize its full benefits (Hochstein et al., 2005;
Marrone & Kolbe, 2011).
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In conclusion, ITSM is a crucial component of modern IT operations, providing a structured approach to
managing and delivering IT services that align with business objectives. By implementing best practices
and frameworks like ITIL, organizations can enhance service quality, improve efficiency, and achieve
better alignment between IT and business goals (Axelos, 2019; Office of Government Commerce, 2007).

Following the overall introduction to this thesis, which establishes the foundational context for under-
standing IAM services and their significance, the focus will only be more detailed examined for specific
fields within ITSM. This is necessary because certain aspects of ITSM play a particularly pivotal role in
the management and operation of IAM services. In the upcoming sections, we will explore in greater
detail those ITSM domains that are especially relevant to IAM services such as availability management,
scalability, and modularity which have been chosen due to their impact from characteristics of IAM. By
delving into these areas, this thesis aims to elucidate how these ITSM practices are tailored to address
the unique challenges and requirements posed by IAM services, thereby offering an understanding of
their impact and implications for effective ITSM.

2.2.1 Availability Management

Avalilability management is a critical discipline within ITSM that focuses on ensuring the continuous and
reliable operation of IT services. Its primary objective is to minimize service downtime and maximize
service availability, which is essential for maintaining business continuity and meeting user expectations
(Limoncelli, Chalup, & Klein, 2007). In the realm of ITSM, availability management involves the imple-
mentation of strategies and practices to proactively manage and mitigate potential disruptions, ensuring
that services are consistently available as per agreed-upon service levels (Axelos, 2021).

2.2.2 ITSM Resource Management

ITSM Resource Management is a critical process within ITSM that focuses on the efficient and effective
management of IT resources to ensure that they are allocated and utilized in alignment with organiza-
tional goals and service requirements. This process involves the planning, coordination, and control of
resources such as personnel, hardware, software, and financial assets to support IT service delivery
and projects. Effective resource management ensures that the right resources are available at the right
time, reducing inefficiencies and optimizing resource usage to enhance service quality and operational
performance. It is integral to ensuring that IT services are delivered reliably and efficiently, meeting the
demands of the business and contributing to overall organizational success (Axelos, 2019).

2.2.3 ITSM Scalability

Scalability is a fundamental aspect of modern ITSM and IT services. It refers to the capability of a system
to handle a growing amount of work, or its potential to accommodate growth. In the context of ITSM and
IT services, scalability ensures that the services provided by an organization can grow and evolve in
response to increasing demands without compromising performance or quality.

Scalability within ITSM is crucial for several reasons. As businesses grow, their IT needs expand, and
scalable ITSM processes ensure that IT services can support this growth without requiring a complete
overhaul of existing systems (Galup, Dattero, Quan, & Conger, 2009). Efficient scalability helps in opti-
mizing resources by ensuring that IT services can handle increased loads with minimal waste, which is
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especially important in environments where resources are billed based on usage, such as cloud com-
puting (Marinescu, 2017). Additionally, scalable ITSM processes help maintain service continuity and
performance during peak loads or unexpected increases in demand, which is essential for maintaining
customer satisfaction and trust (Axelos, 2019). Implementing scalability in IT services can involve lev-
eraging the benefits of cloud computing, where services can automatically scale to meet demand,
providing additional resources as needed and scaling down when demand decreases (Armbrust et al.,
2010). However, it is important to note that cloud computing is an option and not a must; organizations
can also achieve scalability through other means such as on-premises infrastructure improvements and
hybrid solutions. To implement scalability effectively, continuous monitoring and performance manage-
ment are necessary, and tools and techniques such as load balancing, auto-scaling, and resource mon-
itoring play a vital role in ensuring that IT services can scale in response to real-time demand (Kavis,
2014). By leveraging these tools, organizations can detect potential bottlenecks and take proactive
measures to address them.

2.2.4 Service Modularity

Service Modularity is defined as the structuring of services into distinct components or modules that can
be independently created, modified, replaced, and reused. These modules can be combined in various
ways to create customized service offerings, allowing for greater flexibility and efficiency in service de-
sign and delivery. The concept is adapted from product design and applied to services, and it is associ-
ated with several key benefits, including the reduction of complexity, improved transparency, enhanced
improvement and reuse of modules, and the ability to structure individual services for configuration
(Doehrbecker & Boehmann, 2013)
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2.3 Research GAP

In this chapter, we have established a foundational understanding of IAM and ITSM. IAM is essential
for managing and securing user identities and access within organizations, focusing on core compo-
nents such as authentication, authorization, user lifecycle management, and access governance. Key
characteristics of 1AM, such as flexibility in managing user numbers, resource requirements, and the
necessity for high levels of integration, are vital for adapting to the dynamic needs of modern IT envi-
ronments. Conversely, ITSM involves the design, delivery, management, and improvement of IT ser-
vices to align with business needs. Core ITSM practices include resource management, availability
management, service delivery with a focus on scalability, and modularity. The key characteristics of IAM
outlined will help in formulating assumptions that will be tested to answer the thesis’s research ques-
tions.

Despite the extensive literature on IAM services and the well-established documentation on ITSM prac-
tices, a notable research gap exists in the integration of IAM services within the broader framework of
ITSM. While numerous studies have explored the specific requirements and challenges of IAM services
from the perspective of customer needs, and a substantial body of work details various ITSM practices
(Axelos, 2019), there is a lack of comprehensive research that bridges these two domains. Specifically,
there is insufficient exploration into how IAM services intersect with and impact ITSM practices, including
aspects such as availability management, scalability, and integration. This gap signifies a critical area
for investigation, as understanding how IAM services align with ITSM principles and processes is es-
sential for optimizing their management and operation. This thesis aims to address this gap by examin-
ing how IAM services differ from other IT services and what these differences imply for effective ITSM,
thereby contributing valuable insights to both fields.
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3 Research Framework

3.1 Research Question and Assumption

The research conducted in this thesis revolves around two primary questions aimed at exploring the
unique characteristics and implications of IAM services in comparison to other IT services. These re-
search questions are designed to guide the investigation and provide a structured approach to under-
standing the complexities of IAM services within the broader context of ITSM. The central research
questions are as follows:

RQ1: How do IAM Services differ from other IT Services?

RQ2: What do these differences imply for IT Service Management?

To address these research questions comprehensively, several assumptions have been formulated.
These assumptions are grounded in the premise that IAM services exhibit distinct characteristics com-
pared to other IT services and that these differences have significant implications for ITSM. The as-
sumptions were developed based on a detailed analysis of the unique characteristics of IAM services,
which include their flexibility, scalability, criticality, modularity, and integration requirements. The follow-
ing assumptions guide the investigation:

Assumption 1 (Al): 1AM services differ from other IT services due to their high user number flexibility,
which arises from frequent application onboarding and offboarding processes.

This assumption posits that the inherent flexibility of IAM services, necessitated by the frequent addition
and removal of applications and user access requirements, distinguishes them from other IT services.
This flexibility is crucial for adapting to the dynamic and evolving needs of both users and organizations,
highlighting the unique operational demands placed on IAM services.

Assumption 2 (A2): The resource scalability requirements of IAM services, due to variable user loads,
imply that IT service management must focus on elastic resource allocation.

According to this assumption, the need for IAM services to accommodate fluctuating user loads neces-
sitates a focus on scalable and elastic resource management. Effective ITSM for IAM services must
incorporate strategies for dynamic resource allocation to handle varying demands efficiently, ensuring
that resources are optimally distributed in response to changing usage patterns.

Assumption 3 (A3): The criticality of IAM services necessitates a highly effective availability manage-
ment that includes specific mechanisms to ensure service continuity.

This assumption suggests that due to the pivotal role IAM services play in maintaining secure access
and operations, they require stringent availability management practices. Effective management must
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include specific mechanisms to ensure uninterrupted service and continuity, reflecting the high stakes
involved in ensuring that IAM services are always reliably available.

Assumption 4 (A4): IAM services offer a variety of subservices, requiring a modular service design to
meet the diverse needs of both internal and external customers.

This assumption asserts that the diverse array of subservices provided by IAM solutions necessitates a
modular design approach. This modularity is essential for addressing the varied requirements of differ-
ent user groups and ensuring that both internal and external customer needs are effectively met, allow-
ing for tailored solutions within a unified framework.

Assumption 5 (A5): IAM services require a higher degree of integration with other enterprise systems
compared to other IT services, which implies that ITSM must prioritize interoperability and standardized
protocols.

This assumption highlights the need for IAM services to seamlessly integrate with other enterprise sys-
tems. It implies that effective ITSM for IAM services must prioritize interoperability and adhere to stand-
ardized protocols to ensure smooth integration and operational efficiency, addressing the complexities
of connecting diverse systems and applications within an organization.

A deductive approach has been chosen for this research, meaning that these assumptions will be sys-
tematically tested throughout the thesis. To validate or refute these assumptions, the research will em-
ploy interviews as the primary method of data collection. Through structured interviews with experts in
the field, the research aims to gather empirical evidence and insights that will either support or challenge
the formulated assumptions. This structured examination will help elucidate how the unique character-
istics of IAM services necessitate specific adaptations in ITSM practices and identify key areas where
ITSM frameworks may need to evolve to better support the distinctive requirements of IAM services.
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Figure 3: Assumption - Research Question Mapping

To provide a more comprehensive understanding of how the assumptions relate to the research ques-
tions, it is useful to refer to the accompanying figure, which visually maps out these connections. This
visual representation illustrates how each assumption interlinks with the broader research objectives,
offering a clearer picture of the relationships at play.

Assumption 1 (A1), Assumption 4 (A4), and Assumption 5 (A5) are particularly relevant to Research
Question 1 (RQ1). RQ1 seeks to explore the specific ways in which IAM services differ from other IT
services. Assumption 1 (Al) examines the high user flexibility inherent in IAM services due to their
frequent application onboarding and offboarding processes. This assumption underscores the distinctive
operational demands of IAM services compared to traditional IT services. Assumption 4 (A4) focuses
on the necessity of a modular service design within IAM services, which is driven by the diverse needs
of both internal and external customers. This modularity is a critical aspect of how IAM services stand
apart from other IT services. Assumption 5 (A5) also falls under RQ1 as it highlights the higher degree
of integration required by IAM services with other enterprise systems. This integration aspect differenti-
ates IAM services from other IT services by demonstrating the unique technical requirements of IAM
systems.

On the other hand, Assumptions 2 (A2), 3 (A3), and 5 (A5) are directly relevant to Research Question 2
(RQ2), which addresses the implications of these differences for ITSM. Assumption 2 (A2) explores the
scalability requirements of IAM services, emphasizing the need for elastic resource allocation to manage
variable user loads. This assumption reflects the broader implications for ITSM, as it points to the ne-
cessity for adaptable resource management strategies in response to IAM-specific demands. Assump-
tion 3 (A3) discusses the criticality of IAM services and the need for highly effective availability manage-
ment to ensure service continuity. This assumption highlights the importance of robust ITSM practices
to support the critical nature of IAM services. Notably, Assumption 5 (A5) also pertains to RQ2, as it not
only addresses the unigue integration needs of IAM services but also informs ITSM practices by under-
scoring the importance of interoperability and standardized protocols in managing these services effec-
tively.
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3.2 Research Framework Diagram
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Figure 4: Research Framework Diagram

The research framework is depicted in a diagram that illustrates the relationship between the unique
characteristics of IAM services and their corresponding implications for ITSM. The diagram is organized
into two primary sections: "Distinct Characteristics of IAM" and "Distinct ITSM Focus." This structure
visually represents how the specific attributes of IAM services influence and necessitate particular areas
of focus within ITSM.

On the left side of the diagram, the distinct characteristics of IAM services are presented. These include
the high scalability requirements, which are driven by the necessity to manage varying user loads due
to the dynamic nature of access needs within organizations. This characteristic implies that ITSM must
prioritize elastic resource management to ensure that resources can be adjusted according to fluctuating
demands. Additionally, IAM services require a high degree of reliability, making effective availability
management a critical focus for ITSM to guarantee continuous and secure service delivery. The modular
service design of 1AM, which often involves multiple subservices tailored to diverse customer needs,
necessitates that ITSM pays close attention to maintaining this modular architecture. This focus ensures
that the different components of IAM services work seamlessly within the broader IT infrastructure.
Moreover, IAM services demand a higher degree of integration with other enterprise systems, highlight-
ing the importance of standardization within ITSM to facilitate interoperability and consistent service
quality across various platforms.

On the right side of the diagram, the corresponding ITSM focus areas are illustrated. Resource man-
agement emerges as a key focus, driven by the scalability demands of IAM services. Similarly, the need
for high reliability in IAM services requires a strong emphasis on availability management within ITSM.
The modular nature of IAM services directly influences ITSM's focus on service architecture, ensuring
that the modularity of IAM systems is preserved and effectively managed. Finally, the necessity for tight
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integration with other services underscores the importance of standardization within ITSM, which is es-
sential for achieving interoperability and maintaining consistent service delivery across different sys-
tems.

The diagram uses labeled arrows to connect the unique characteristics of IAM with the corresponding
ITSM focus areas, with each arrow representing a specific assumption that links these aspects. This
visual representation highlights the intricate relationship between the distinct features of IAM services
and the ITSM practices needed to manage them effectively.
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4 Research Methodology

In addressing the research questions posed in this study a qualitative deductive approach has been
deemed most appropriate. This methodological choice is grounded in the recognition that the subject
matter requires an in-depth exploration of complex, context-dependent phenomena that quantitative
methods may not adequately capture.

Qualitative research is particularly well-suited to answering 'how' and 'what' questions, as it allows for a
deep understanding of human behavior, experiences, and the reasons that govern such behavior (Bry-
man, 2016). The nuanced differences between IAM services and other IT services, as well as their
implications for IT service management, are best explored through a method that can capture the sub-
tleties of these distinctions.

The deductive component of this approach involves developing a conceptual framework based on ex-
isting knowledge and theories, and then applying this framework to the empirical world (Bryman, 2016).
In this study, the deductive approach allows for the application of general theories of IT service man-
agement to the specific case of IAM services. This structured approach facilitates the examination of
whether the theoretical propositions hold true in the particular context of IAM services.

One of the key advantages of a deductive approach in qualitative research is its capacity to test and
potentially extend theoretical propositions within a new or specific context. By applying established the-
ories to the case of IAM services, this study can contribute to the broader literature on IT service man-
agement by confirming, refining, or challenging the existing theoretical framework.

Moreover, a qualitative deductive approach enables the researcher to gather rich, detailed data that can
provide insights into the perceptions and experiences of individuals involved with 1AM services. This
approach is particularly pertinent to the second research question, which seeks to understand the
broader implications of the differences identified. Through qualitative data collection methods such as
interviews, the study can delve into the complexities and practical considerations that shape the man-
agement of IAM services.

In conclusion, the qualitative deductive approach was selected for its alignment with the research ques-
tions and its ability to provide a thorough and nuanced understanding of the differences between IAM
services and other IT services, as well as their implications for IT service management. This approach,
supported by the literature on qualitative research methods (Bryman, 2016), ensures that the study is
both methodologically sound and rich in empirical content.

4.1 Selection of Interviewees

For the interviews conducted in this research, professionals were selected from two distinct companies
to ensure a comprehensive exploration of IAM services and their implications for ITSM. This approach
was designed to capture a broad range of perspectives and areas of expertise, facilitating a well-rounded
understanding of the unique characteristics and challenges associated with IAM services. The profes-
sionals selected represented a variety of roles and specializations, contributing to a nuanced analysis
of IAM in comparison to other IT services.
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Number of . Number of
Company Type Description )
Employees Interviews

The company is a global professional services firm that offers a
broad range of services including advisory, assurance, tax, and
transaction services. With a strong international presence, the firm
. . operates in numerous countries and serves a diverse clientele, in-
Consulting / Audit ~ 395.442 ) o . . ) 4
cluding multinational corporations, small and medium-sized enter-
prises, and governmental entities. The company's core competen-
cies lie in providing expert consulting on business strategy, financial

performance, risk management, and regulatory compliance.

The company is a leading global reinsurance provider with a strong

presence in the international insurance market. It specializes in of-

fering reinsurance solutions and risk management services to insur-
Re-Insurance 39.662 ance companies and other financial institutions worldwide. The 2

firm's expertise spans various areas, including property and casualty

reinsurance, life and health reinsurance, and specialty insurance so-

lutions.

Table 1: Company Overview

The first group of interviewees included four professionals with extensive experience in governance
consulting and auditing. Their backgrounds provided significant expertise in regulatory compliance, risk
management, and governance frameworks, which are crucial for the effective management of IAM ser-
vices. Insights from these experts were pivotal in understanding how IAM services are managed in
relation to regulatory requirements and organizational standards. This group's input highlighted the com-
plexities involved in ensuring IAM services adhere to compliance and governance expectations, thereby
elucidating the broader implications for ITSM. The expertise offered by these professionals contributed
to a detailed understanding of the distinct management practices required for IAM services, especially
concerning regulatory adherence and risk management.

The second group comprised two professionals with specialized experience in IAM from a different or-
ganization. One of these individuals, a Product Owner, was responsible for overseeing the development
and implementation of IAM solutions. This role provided detailed insights into the practical considera-
tions involved in designing IAM services, including aspects such as user flexibility and modularity. The
Product Owner's experience offered a perspective on how IAM services are structured to accommodate
diverse user needs and the challenges associated with their implementation and management.

The other professional in this group, a Service Lead, managed |IAM services for customers. This role
encompassed operational aspects of IAM service delivery, such as scalability, resource management,
and maintaining high performance standards. The Service Lead’s practical experience provided critical
insights into the day-to-day challenges of managing IAM services, including strategies for handling var-
ying demands and ensuring service reliability.

The combination of perspectives from these professionals, covering both governance and operational
aspects, ensured a comprehensive exploration of IAM services. The diverse backgrounds and expertise
of the interviewees contributed to a thorough analysis of the differences between IAM services and other
IT services, as well as the specific implications for ITSM. This selection of interviewees facilitated a
richer and more detailed analysis of IAM services, their distinct characteristics, and their impact on ITSM
practices.

20



In summary, the choice of professionals from two different companies with varied expertise in govern-
ance consulting, auditing, and IAM management provided a multifaceted understanding of IAM services.
This approach ensured a well-rounded examination of the topic, addressing both theoretical and practi-
cal dimensions of IAM and its implications for ITSM. The diverse perspectives contributed by the inter-
viewees enhanced the depth and breadth of the research findings.

Reference Interview Industrial Sector Role Years of Experience
Number

Interviewee | 1 Consulting / Audit ~ Senior Manager 10 Years

Interviewee |l 2 Consulting / Audit  Director 11 Years

Interviewee Il 3 Consulting / Audit  Manager 8 Years

Interviewee IV 4 Consulting / Audit ~ Consultant / Auditor 3 Years

Interviewee V 5 Insurance CIAM Service Manager 3 Years

Interviewee VI 6 Insurance CIAM Product Owner 3 Years

Table 2: Interviewee Overview

4.2 Design of Questionnaire

The design of the questionnaire for this thesis was meticulously crafted to address the assumptions
related to IAM services and to explore their distinctive characteristics in comparison to other IT services.
The questionnaire was structured to delve into the various dimensions outlined in the assumptions,
thereby ensuring a thorough and nuanced understanding of the subject matter.

To address Assumption 1, which asserts that IAM services exhibit high user flexibility due to the frequent
onboarding and offboarding of applications, the questionnaire incorporates questions designed to elicit
comprehensive insights into how these processes are managed. For instance, questions such as "Can
you provide detailed examples of how IAM services respond to frequent application onboarding and
offboarding processes?" and "In what ways does the management of user identities in IAM services
differ from that in other IT services?" are included. These questions are aimed at uncovering practical
experiences and understanding the operational differences in identity management approaches. The
goal is to capture how the dynamic nature of user and application management within 1AM services
influences their flexibility and adaptability.

Assumption 2 focuses on the scalability requirements inherent to IAM services, particularly the need for
elastic resource allocation. To investigate this, the questionnaire includes targeted questions such as
"What strategies and practices do you employ to ensure the scalability of IAM services?" and "How do
you manage variable user loads, and what role does elastic resource allocation play in this context?"
These questions are designed to explore the strategies and mechanisms used to effectively manage
scalability and address variable user demands. Insights gathered from these questions aim to highlight
the approaches and solutions employed to maintain optimal performance and resource allocation under
varying conditions.
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For Assumption 3, which emphasizes the criticality of IAM services and the necessity for effective avail-
ability management, the questionnaire poses questions intended to gather detailed information on these
aspects. Questions such as "How do you define 'high effectiveness' in the context of availability man-
agement for IAM services?" and "What specific mechanisms and practices do you implement to ensure
continuous service availability for IAM services?" are included. These inquiries seek to elucidate how
availability and service continuity are managed within IAM services, focusing on the practices and strat-
egies employed to maintain high service reliability and operational resilience.

To explore Assumption 4, which discusses the need for a modular service design in IAM services, the
guestionnaire features questions like "How is modularity incorporated into the service design of IAM
services to address the diverse needs of customers?" and "Can you provide an example of how modu-
larity in IAM services impacts service provision for both internal and external customers?" These ques-
tions are aimed at revealing how modular design principles are applied to meet the varied requirements
of different user groups. The responses to these questions help to understand how modularity facilitates
flexibility and customization in IAM services.

Finally, Assumption 5 addresses the integration of IAM services with other enterprise systems and high-
lights the importance of interoperability. To investigate this, the questionnaire includes questions such
as "To what extent do IAM services require integration with other enterprise systems?" and "How do
you prioritize and implement interoperability and standardized protocols in the context of IAM services?"
These questions are designed to gather insights on the challenges and practices related to integrating
IAM services with other systems. The aim is to explore how IAM services interact with broader IT infra-
structures and the strategies used to ensure seamless integration and interoperability.

Although this thesis is written in English, it is noteworthy that most interviews were conducted in German.
This approach was chosen to enable participants to articulate their experiences and insights more ef-
fectively in their native language. The transcripts of these interviews, along with the Interview Guide
used during the sessions, are included in the appendix. The Interview Guide provides a detailed over-
view of the questions and structure of the interviews, offering additional context and clarification for
understanding the responses and the research methodology. These resources collectively ensure a
thorough and well-documented exploration of IAM services and their management, facilitating a com-
prehensive analysis of the research questions posed.
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4.3 Data Collection

The qualitative data collection process for this research was meticulously designed and executed to
ensure that the insights gathered would provide a profound understanding of the differences between
IAM services and other IT services, as well as the implications of these differences for ITSM. This chap-
ter outlines the comprehensive methods employed to gather data through interviews, which were central
to addressing the research questions outlined in the preceding chapter.

The data collection process commenced with the development of a meticulously crafted interview guide.
This guide was more than a mere compilation of questions; it was a carefully constructed instrument
aimed at eliciting rich, descriptive narratives from the participants. The guide was designed to delve
deeply into the specific characteristics of IAM services and their contrasts with other IT services. The
inclusion of warm-up questions played a crucial role in this process. These initial questions were strate-
gically formulated to ease the participants into the conversation, helping them to feel comfortable and
open. This approach encouraged the interviewees to share their experiences candidly and facilitated a
smoother transition into the core topics of discussion. The warm-up questions also helped to establish
a context for the interview, guiding the conversation towards the nuances of IAM services and setting a
foundation for exploring their implications for ITSM.

The interview guide, which is detailed in the appendix, ensured that each interview was conducted with
a high degree of consistency and focus. This uniformity was essential for collecting comparable data
across different sessions, allowing for a coherent analysis of the responses. The guide's structure was
carefully designed to balance the need for consistency with the flexibility to explore emerging themes
and insights during the interviews.

Ensuring the privacy and trust of the participants was a fundamental aspect of the research. A compre-
hensive privacy consent form was developed to outline the procedures for anonymizing data and the
intended use of the collected information. This form was a critical element of the ethical framework of
the study, providing participants with clear assurances regarding the confidentiality of their responses.
The consent form outlined the measures taken to protect participants' identities and the steps involved
in data handling. Each participant was required to review and sign this consent form before the interview
commenced, thereby providing informed consent and reinforcing the ethical integrity of the research.

The interviews were conducted with a strong emphasis on respecting participants' privacy and comfort.
Each session was audio-recorded to capture the full depth and nuance of the participants' responses.
The use of audio recording was integral to ensuring the accuracy and reliability of the data collection
process. These recordings served as a verbatim record of the interviews, which was essential for precise
transcription and analysis.

Following the completion of the interviews, the transcription of the audio files was undertaken as a critical
phase in the data handling process. Advanced transcription software was utilized to convert the spoken
responses into written text. Each transcript was then meticulously reviewed to ensure accuracy and
completeness. During this review process, any identifying information was carefully removed to maintain
the anonymity of the participants. This step was crucial in safeguarding participant confidentiality and
preparing the data for subsequent analysis.

Once transcribed, the data were organized into a comprehensive results matrix. This matrix served as
an analytical tool that facilitated the systematic categorization and comparison of the interview data. It
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provided a visual framework for identifying themes and patterns that emerged from the interviews, thus
supporting a structured approach to qualitative analysis. The results matrix, which is presented in the
appendix, became a foundational element for the thematic exploration discussed in the following chap-
ter.

In conclusion, the qualitative interviews conducted for this research were a pivotal component in explor-
ing the distinctions between IAM services and other IT services, as well as the implications of these
differences for ITSM. The thorough preparation of the interview guide, the rigorous adherence to privacy
and consent protocols, and the detailed transcription and anonymization of the data all contributed to
the robustness and credibility of the research findings. The data collected through this meticulous pro-
cess not only enhanced the understanding of the research topic but also provided a solid foundation for
the analytical chapters that follow, ensuring a comprehensive exploration of IAM services within the
context of ITSM.
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5 Findings

In the initial analysis of responses to inquiries about the distinctive characteristics of IAM services com-
pared to traditional IT services, a thematic consensus emerged among the participants. Interviewees |
and IIl agreed that IAM services are primarily focused on mitigating organizational risks and ensuring
compliance with regulatory requirements. Interviewee | elaborated that IAM services are unique due to
their focus on the comprehensive lifecycle management of identities and access permissions. This view
was supported by Interviewee VI, who emphasized the heightened centralization within IAM services,
distinguishing them from other IT services that might adopt a more decentralized approach.

Interviewee 1l highlighted a different perspective, noting that IAM services are distinguished by their
stronger emphasis on business integration. They argued that IAM encompasses components beyond
traditional IT functions, thus integrating more deeply with business processes. Interviewee IV added
another layer by pointing out the universal engagement of employees with 1AM services across the
company. According to Interviewee IV, the ideal IAM service should operate unobtrusively, integrating
seamlessly into the work environment to maintain both security and user-friendliness without drawing
undue attention.

The examination of Assumption 1 (Al), which posits that IAM services are distinguished by their high
user flexibility due to frequent application onboarding and offboarding processes, revealed a range of
responses that highlight the complexity of these services. The variation in responses reflects the diverse
professional backgrounds of the interviewees. Those from the consulting sector emphasized process
optimization and compliance, while interviewees from the insurance industry focused on operational
challenges and practical implementation.

Interviewees | and VI underscored the significance of user numbers, particularly regarding onboarding.
Interviewee | indicated that the performance of an IAM service is influenced by factors such as applica-
tion size, user base, and technical integration. For example, Interviewee VI noted,

"I would say that until now we federated customers to us with multiple email domains, because, you
know, 10 to 15 email domains, and now we're working on 2,000s of email domains that we're federating,
which you can scale it up to a number" (Interviewee VI),

illustrating the substantial user flexibility due to onboarding processes. In the offboarding process, user
accounts are deactivated or deleted after a specified period, completing the account lifecycle. These
observations support A1 by demonstrating that IAM services offer greater flexibility compared to other
applications, due to their capacity to dynamically and adaptively manage user integration.

Additionally, Interviewees V and VI emphasized that a significant focus of IAM services is on facilitating
simple SSO integrations and developing automated onboarding and offboarding processes. This focus
on user-centricity and process efficiency further substantiates the assumption of increased user flexibil-

ity.

The evaluation of Assumption 2, which asserts that the scalability of IAM systems due to variable user
loads necessitates elastic resource allocation, showed a convergence in the perspectives of the inter-
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viewees. Interviewees Il and 1V identified process automation as crucial for scalability, implying an in-
crease in computational capacities. Interviewee | highlighted the critical role of load balancing for scala-
bility, especially within Customer Identity and Access Management (CIAM) systems, where continuous
permission verification leads to increased computational demands.

Interviewee VI advocated for the use of cloud services to achieve scalability, arguing that flexible re-
source allocation is necessary. He suggested that services should be decoupled and resources distrib-
uted to ensure optimal performance. Further discussions on Assumption 2 revealed that Interviewee llI
noted the complexity of control mechanisms as significantly impacting system performance, emphasiz-
ing the need for targeted planning during peak load times to ensure effective load balancing. Interviewee
Il supported this by stating,

"[...] these peaks must be managed through careful balancing and also by an appropriate allocation of
system resources to effectively absorb these peaks, particularly to ensure usability for the end-users™
(Interviewee II).

Interviewee |1V stressed the importance of elastic resource allocation for authentication services, given
that downtime can directly impact employee productivity. Although Interviewees | and 1l concurred that
resource allocation might be of lower priority for internal IGA, Interviewee V highlighted the significance
of cloud solutions and observability tools as proactive measures to ensure service continuity. Inter-
viewee VI underscored the necessity of separating various IAM services and their environments to dy-
namically manage traffic and establish automated traffic distribution.

Resource usage within 1AM systems can also be influenced by Segregation of Duties (SoD) require-
ments. Interviewee Il provided an example, explaining that complex calculations associated with SoD
methodologies can lead to higher and continuous computational demands. He stated,

"For example, in the context of SoD, if | develop a methodology that requires very complex calculations,
then | implement it once, and | may subsequently have a higher demand for computational power" (In-
terviewee llI).

In discussing how his organization handles variable user loads, he added,

"I don’t actually think there is a lot of variability in IAM. Where we do see fluctuations is in permission
structures. The only points where variability can arise are when a new system is added or removed, but
from my perspective, that’s not significant enough to play with elastic resource allocation"

(Interviewee llI).

He further elaborated, "If there is a significant fluctuation in IAM, it can only result from two factors: either
there is an organizational restructuring, like departments being relocated and tasks shifted, or there is a
mistake or incident” (Interviewee lII).

The assessment of Assumption 3, which contends that the critical nature of IAM services necessitates
highly effective availability management with specific mechanisms to ensure service continuity, reaf-
firmed the critical importance of these services. Interviewees Il and VI advocated for IAM Service-Level
Agreements (SLAs) with nearly 100% availability due to the critical nature of these services. Interviewee
IV provided a nuanced view, suggesting that while Identity Governance and Administration (IGA) within
the IAM spectrum might require lower availability of 80-90%, PAM, which connects to other critical as-
sets, demands higher availability, including for authentication services.
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Interviewee Il did not specify a particular availability figure but emphasized the importance of conducting
a needs analysis to define high effectiveness in availability management based on organizational re-
quirements and regulatory demands. Regarding mechanisms to ensure service continuity, Interviewees
I, 1V, V, and VI highlighted the importance of having Disaster Recovery plans to quickly restore services
in the event of an outage. Interviewee V added that the use of observability tools can serve as a pre-
ventive measure, ideally preventing outages before they occur. Interviewee V also emphasized the im-
portance of target systems having recovery plans to maintain continuity if the IAM service experiences
downtime.

The investigation of Assumption 4, which contends that the diversity of subservices offered by 1AM
necessitates a modular service design to meet the varied needs of internal and external customers,
elicited a range of opinions among experts. While some respondents, such as Interviewees V and VI,
supported a broad array of services, Interviewees I, Il, and Ill favored standardized solutions. Inter-
viewee |V expressed concerns about modular offerings, cautioning,

"If you construct a modular service portfolio and figuratively leave it to the customer to choose what they
use, you will never achieve true centrality and uniformity across everything, as individuals will select
what is easiest and perhaps cheapest for them" (Interviewee 1V).

This suggests that modularity may hinder centralization. Interviewee | echoed this concern, indicating
that a modular approach might compromise adherence to regulatory requirements: "I am actually not in
favor of not deploying the full scope, as these processes have likely been defined for a reason, often by
regulators such as BaFin, and are mandatory for the company to comply with" (Interviewee I).

Nevertheless, Interviewees | and Il agreed that a multitude of standard interfaces should be made avail-
able. Interviewee Il elaborated,

"If I have an SAP system, | need an SAP standard connector; for an Oracle system, an Oracle standard
connector; for a PostgreSQL database, a PostgreSQL standard connector, to keep the onboarding hur-
dle as low as possible and thus ensure the broadest possible coverage of IAM across the organization's
system landscape” (Interviewee II).

This approach aims to achieve comprehensive coverage of the system landscape by reducing entry
barriers through numerous standard connectors.

Interviewee Il also addressed the impact of Customer Identity and Access Management (CIAM), noting,

Particularly with the focus on Customer Identity and Access Management, it has fundamentally altered
the way customers interact with organization-specific services from the customer side. It has completely
changed the customer's role in using the services that an organization offers in the B2C sector, as they
are no longer just pure consumers of a service in terms of reading, using information provided by the
organization in the B2C environment. Instead, they are effectively like the traditional internal enterprise
user, an identity class that can actually make changes in the master data and customer master data
themselves" (Interviewee II).

This shift enhances data accuracy but presents challenges in maintaining data integrity and centraliza-
tion when integrating CIAM with other identity providers.

From an operational perspective, Interviewees V and VI argued for the importance of flexibility and
modularity to address complex customer requirements. Interviewee V provided an example, stating,

"A very good example here would be: We have a customer who is tackling risk assessments. They just
want to make sure that the customer who is coming in has another layer of authentication. | mean,
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there's MFA, definitely, but they do a role-based authentication as well. And this role-based authentica-
tion is done on their system, which would mean that the style of the solution doesn't encompass what
they need. Therefore, you see that this part, specifically the role-based access control that we have for
the customers, usually differs based on the usage. You cannot really generalize. You cannot standardize
in that way. You have to stay flexible" (Interviewee V).

Interviewee VI, as a Product Owner of a CIAM tool, added that their service provides the capability to
customize alongside a standard set of services to cater to diverse customer needs.

The investigation of Assumption 5, which suggests that IAM services require a higher degree of integra-
tion with other enterprise systems compared to other IT services, affirmed the necessity for prioritizing
interoperability and standardized protocols. Interviewee | highlighted the challenges posed by a hetero-
geneous system landscape for IAM solutions, stating,

"We all know how diverse the technology world is, at least from an integration perspective, and this is
naturally for IAM solutions as a central tool to which, in the best case, all applications should be con-
nectable” (Interviewee I).

This statement underscores the need for IAM solutions to integrate with diverse applications. Inter-
viewee | also emphasized the importance of standard connectors for integrating key or standardized
software solutions, such as ERP systems or Active Directories, into IAM services.

Interviewee Il added that standards are crucial for simplifying the enforcement of controls and minimizing
the risk of data integrity loss. This means that a higher degree of standardization and integration also
enhances the effectiveness of controls. Interviewees I, lll, IV, and V supported the importance of inte-
gration, with Interviewees IV and V advocating for compliance with industry standards. Interviewee |IlI
reinforced the necessity of standards for easy integration, advising,

"And if necessary, do not purchase software that cannot handle these standard protocols" (Interviewee

Iny.

Despite the emphasis on standards and integration, it is evident that achieving a balance between flex-
ibility, modularity, and standardization is crucial for the effective management and implementation of
IAM services.
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6 Conclusion

In response to the first research question, which sought to identify the distinct characteristics of IAM
services compared to other IT services, the analysis revealed several defining features that set IAM
apart. These characteristics not only highlight the unique aspects of IAM but also illuminate how these
services diverge fundamentally from other IT functions within an organization.

A primary distinguishing characteristic of IAM services is their exceptional user flexibility. This flexibility
arises from the frequent onboarding and offboarding of users, which is integral to the operation of IAM
systems. Unlike many IT services that might deal with more static user populations, IAM services are
tasked with dynamically managing the lifecycle of user accounts. This includes handling the creation,
modification, and deletion of user identities in response to organizational changes. The ability of IAM
services to adapt rapidly to fluctuations in user numbers and to accommodate a diverse array of appli-
cation scenarios underscores their unique role. This dynamic management capability ensures that IAM
services can efficiently handle the continuous flow of user access requests and changes, which is a
distinct feature compared to other IT services that may not require such frequent adjustments.

Another significant feature of IAM services is their modular service design, which is crucial for supporting
a broad range of subservices. IAM solutions often include various components such as authentication
mechanisms, access control systems, and identity governance tools. The modular nature of these ser-
vices allows for a tailored approach to meet the specific needs of both internal users and external clients.
While modularity introduces complexity, particularly concerning centralization and regulatory compli-
ance, it remains essential for adapting IAM services to a heterogeneous IT environment. The modular
approach enables IAM services to integrate effectively with different systems and applications, providing
flexibility in how they are deployed and managed within the organization.

Furthermore, IAM services are distinguished by their high level of integration with other enterprise sys-
tems. Given their central role in managing user access and ensuring security, IAM services must operate
seamlessly with a wide range of applications and IT infrastructure components. This necessitates the
use of standardized protocols and interfaces to ensure interoperability. Unlike other IT services that
might operate independently or with less frequent integration demands, IAM services require a cohesive
approach to integration. Effective interaction with various systems is critical for maintaining the overall
integrity and security of the IT environment. This integration capability highlights how IAM services must
be embedded within the broader IT landscape to function optimally.

Addressing the second research question, which explored the implications of these distinct characteris-
tics for IT Service Management, several key points emerged. The scalability requirements of IAM ser-
vices, driven by variable user loads and the need for flexible resource allocation, have significant impli-
cations for ITSM. Effective management of IAM services necessitates ITSM practices that can adapt to
changes in user demand and system performance. The interviews underscored the importance of im-
plementing process automation, load balancing, and cloud-based solutions to manage these demands
effectively. ITSM strategies must be designed to accommodate dynamic resource needs and ensure
that IAM services can scale appropriately during periods of high demand, maintaining performance and
availability.
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Moreover, the critical role of IAM services in ensuring secure access and operational continuity under-
scores the need for robust availability management within ITSM. The requirement for near-constant
availability of certain IAM components, such as Privileged Access Management (PAM) systems and
authentication services, was a key finding. To address this, ITSM practices must include comprehensive
disaster recovery plans and advanced observability tools. These measures are essential for preventing
service disruptions and maintaining the reliability of IAM services. The focus on availability highlights
the need for ITSM approaches that prioritize the uninterrupted operation of critical IAM components to
support overall business continuity.

Finally, the high degree of integration required by IAM services suggests that ITSM must prioritize in-
teroperability and the adoption of standardized protocols. Ensuring effective control enforcement and
maintaining data integrity across a diverse technological landscape depends on seamless integration of
IAM solutions with other IT systems. ITSM strategies must be crafted to support these integration needs,
ensuring that IAM services function as integral, reliable elements within the organization's IT infrastruc-
ture. This involves adopting and adhering to standardized interfaces and communication protocols that
facilitate smooth and secure interactions between IAM systems and other enterprise applications.

In conclusion, the unique characteristics of IAM services, such as their high user flexibility, modular
design, extensive integration needs, and critical role in security and operational continuity, highlight their
distinct nature compared to other IT services. These features necessitate specialized ITSM approaches
that focus on scalability, availability, and integration. The findings provide a detailed understanding of
how IAM services differ from other IT functions and outline the specific management strategies required
to optimize their deployment and operation within an organization. By addressing these unique aspects,
organizations can better manage their IAM services and ensure their effective integration into the
broader IT ecosystem.

To build on the analysis, it is crucial for IT service managers to emphasize a clear scope definition when
managing IAM services. Given the inherent flexibility and variability of these services, defining their
scope is more complex than with other IT services. IAM services involve frequent user onboarding and
offboarding, extensive integration with enterprise systems, and dynamically shifting access needs. As a
result, poorly defined scopes can lead to inefficiencies, misaligned resource allocation, and potential
security risks. A well-defined scope ensures that the boundaries of the IAM service are clear, making it
easier to manage its modular components and the integration with other systems. This clarity is espe-
cially important given the fluctuating user volumes and the need for seamless interoperability with a
variety of IT platforms. By focusing on scope during service definition, IT managers can prevent opera-
tional disruptions and ensure that the 1AM service supports the organization's evolving requirements
effectively. In addition to emphasizing the importance of scope definition, IT service managers should
also focus on continuous alignment with business objectives. As IAM services are highly dynamic and
integral to security and compliance, maintaining close collaboration with other business units is crucial.
Regularly revisiting the scope and adapting it as organizational needs evolve can help avoid misalign-
ments between the service provided and the business goals. Moreover, IT service managers should
consider investing in automation and monitoring tools to manage the scalability and integration com-
plexities of IAM services efficiently, ensuring both operational resilience and security.

By aligning IAM service management with these strategic considerations, IT service managers can bet-
ter navigate the complexities of IAM systems and ensure they are optimally managed within the broader
IT ecosystem. These recommendations are crucial for ensuring that IAM services not only meet tech-
nical requirements but also contribute to the broader goals of organizational security and operational
efficiency. Such an approach helps mitigate risks, enhances service reliability, and supports the sus-
tainable growth of the IT infrastructure in an increasingly interconnected environment.

30



Reflecting on these conclusions, the diagram that visually represents the relationship between IAM char-
acteristics and ITSM focus areas has been updated. The revised diagram now includes key elements
such as Centralized User Management and additional factors that emphasize the evolving nature of IAM
services and their implications for ITSM. This updated diagram, which is presented below, integrates
the new insights and recommendations derived from the research and offers a clearer visual represen-
tation of how IAM characteristics map to ITSM practices.

Destinct Specifics Destinct ITSM
of IAM Focus
A2 Resource management
requirements

High reliability A3 Availability
requirements management
A4 3 :
Modular service design Service architecture
Tightly integrated in A5 SR
other services
Centralized User . LI .
Maintenance & Identity
Management B
Synchronization

Security and Risk Management &

Compliance Compliance Auditing

Figure 5 Update Research Diagram

The revised diagram includes two new connections that enhance the depiction of how IAM characteris-
tics influence ITSM practices:

Centralized User Management is now linked to User Directory Maintenance & Identity Synchronization.
Centralized user management in IAM systems focuses on the streamlined administration of user identi-
ties across multiple platforms. This characteristic has direct implications for ITSM, particularly in main-
taining accurate user directories and ensuring identity synchronization. By emphasizing this link, the
diagram highlights the importance of effective ITSM practices in supporting the seamless operation of
centralized 1AM functions and ensuring that user data is consistently updated and aligned with organi-
zational changes.

Security and Compliance is connected to Risk Management & Compliance Auditing. IAM services play
a critical role in managing security and meeting compliance requirements. This characteristic influences
ITSM's approach to risk management and compliance auditing. The diagram now underscores the need
for ITSM strategies to address the security and compliance demands of IAM systems. This connection
emphasizes the importance of integrating risk management and compliance auditing into ITSM practices
to ensure robust security measures and regulatory adherence.

These additions provide a more nuanced view of the interplay between IAM characteristics and ITSM
focus areas, offering a comprehensive perspective on how specific IAM attributes drive targeted ITSM
practices.
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7 Discussion

7.1 Limitation

In conducting this research on IAM services and their implications for ITSM, several limitations must be
acknowledged. These limitations arise from the study's methodological choices, scope, and focus, which
shape the overall findings and their applicability.

Firstly, the research adopted a deductive approach, which was designed to test specific assumptions
derived from existing literature and theoretical frameworks. This approach provided a structured means
to evaluate predefined assumptions about IAM services. However, the deductive nature of the research
inherently constrained the exploration of broader aspects of ITSM that could be influenced by IAM ser-
vices. By focusing on particular assumptions, the study may have missed out on discovering new, un-
anticipated relationships between IAM and ITSM processes. This limitation implies that while the study
offers valuable insights into specific assumptions, it does not fully capture the complexity of how IAM
services might interact with ITSM in a more expansive or holistic manner.

Secondly, the research concentrated on certain areas within ITSM that were identified as most relevant
based on the initial assumptions. This selective focus allowed for a detailed examination of particular
aspects of IAM’s impact, such as user flexibility and scalability. However, this focus excluded other
potentially significant domains within ITSM, such as Incident Management, Problem Management,
Change Management, Service Request Management, and Service Level Management. These areas
are integral to ITSM and could be significantly impacted by IAM services. By not exploring these domains
in detail, the study may have provided an incomplete picture of IAM's influence on the broader ITSM
landscape. Consequently, the findings may not fully reflect the range of ways in which IAM services
affect different ITSM processes and practices.

Additionally, the research relied heavily on qualitative data collected from a relatively small number of
interviews. Although these interviews provided rich and detailed insights, the limited sample size and
specific selection of interviewees may have introduced bias into the findings. The perspectives gathered
were from a select group of professionals, which might not represent the broader ITSM community or
the diversity of IAM implementations across various industries. Different organizations may have unique
experiences and challenges related to IAM that were not captured in this study. The limited diversity in
the sample could affect the generalizability of the findings, making it difficult to apply the results univer-
sally across different contexts and organizational settings.

Moreover, the study's emphasis on particular characteristics of IAM services, such as user flexibility,
scalability, and integration, might have overshadowed other critical dimensions of IAM management.
For example, aspects such as security, user experience, and regulatory compliance are crucial to the
effective implementation and management of IAM services within ITSM frameworks. By focusing pri-
marily on specific characteristics, the study may have neglected these important factors, which could
also play a significant role in shaping the interaction between IAM and ITSM processes. This limited
focus means that the findings may not provide a comprehensive view of all the relevant aspects of IAM
services and their impact on ITSM.

Another important consideration is the temporal and contextual scope of the study. The research was
conducted within a specific timeframe and focused on the perspectives of professionals based on the
current state of IAM and ITSM practices. Given the rapidly evolving nature of technology and organiza-
tional practices, the findings may quickly become outdated or less relevant as new developments
emerge. The dynamic nature of ITSM and IAM means that ongoing changes in technology, regulations,
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and organizational needs could influence the applicability and relevance of the study's conclusions over
time.

Furthermore, the study's findings are also limited by the potential variability in how IAM services are
implemented and managed across different organizations. The study may not account for variations in
IAM practices, tools, and technologies used by different organizations, which could affect how IAM in-
teracts with ITSM processes. Variations in implementation strategies, organizational structures, and IT
environments could lead to different outcomes and experiences that were not captured in this research.
This variability further limits the ability to generalize the findings to all organizational contexts.

In summary, while this research provides valuable insights into specific aspects of IAM services and
their implications for ITSM, it is crucial to acknowledge the limitations arising from the deductive ap-
proach, selective focus on certain ITSM domains, reliance on a limited sample size, emphasis on spe-
cific IAM characteristics, and the dynamic nature of technology and organizational practices. These
limitations should be considered when interpreting the study's findings and understanding their scope.
Recognizing these constraints helps to frame the results within their appropriate context and highlights
areas where further research could provide a more comprehensive understanding of IAM's role in ITSM.

7.2 Future Work

Considering the limitations identified in this study, future research on IAM and its implications for ITSM-
presents several promising directions that could further enrich our understanding of these critical areas.
To build on the insights garnered from this research, it is essential to consider employing both quantita-
tive and inductive approaches. Each of these methodologies offers unique advantages that could con-
tribute to a more comprehensive and nuanced understanding of IAM’s distinctive characteristics and
their broader impact on ITSM.

A significant opportunity for future research lies in adopting a quantitative approach. This method in-
volves the systematic collection and analysis of numerical data from a diverse range of organizations.
By performing statistical tests on this data, researchers can evaluate and validate the assumptions pro-
posed in this study. For instance, gathering data on metrics such as the frequency and impact of IAM-
related incidents would allow researchers to quantify how often these incidents occur and their effect on
ITSM processes. Such analysis could provide empirical support for the qualitative insights presented in
this thesis and help generalize findings across various industries and organizational settings.

Furthermore, quantitative research could focus on key performance indicators related to scalability and
performance. By examining how IAM systems handle varying loads and the effectiveness of their inte-
gration protocols, researchers can offer concrete evidence on the operational efficiency of IAM services.
Metrics such as system responsiveness during peak times, the accuracy of user access management,
and the efficiency of integration with existing ITSM frameworks are critical for understanding IAM’s im-
pact. Exploring these aspects through quantitative analysis would provide a clearer picture of how IAM
systems influence ITSM practices and highlight areas for potential improvement.

Additionally, quantitative research could investigate correlations between IAM implementations and
measurable outcomes in ITSM. For example, analyzing the relationship between IAM practices and
service availability, incident response times, or compliance with regulatory standards could offer valua-
ble insights. Understanding these correlations would not only validate the findings of this study but also
help organizations optimize their IAM strategies to achieve better alignment with ITSM best practices.
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In conjunction with quantitative methods, an inductive approach offers a complementary avenue for
future research. This approach emphasizes exploratory investigation and allows researchers to identify
new areas of influence that may not be apparent through hypothesis/assumption-driven studies. By
examining real-world implementations of IAM services and observing emerging patterns and trends,
researchers can uncover additional domains within ITSM that are affected by IAM but were not initially
considered.

For instance, inductive research could reveal new insights into how 1AM interacts with ITSM processes
such as change management, incident management, and service level management. By starting with
detailed observations and patterns, researchers can identify previously overlooked aspects of IAM’s
impact. This approach allows for a more open-ended exploration of IAM’s role, providing a broader
understanding of how IAM services affect various ITSM functions and potentially uncovering new areas
of influence.

Combining quantitative and inductive approaches in future research could provide a more holistic and
in-depth view of IAM’s impact on ITSM. While quantitative methods offer empirical support and gener-
alizability, inductive research ensures that no significant areas of influence are missed. Together, these
approaches would contribute to a richer and more comprehensive understanding of how IAM services
interact with ITSM practices. This integrated methodology would not only validate and extend existing
knowledge but also offer specific, actionable recommendations for practitioners.

In summary, future research should focus on incorporating quantitative methods to strengthen the em-
pirical foundation of IAM studies and employing inductive methods to explore new areas of influence.
By leveraging these approaches, researchers can build on the findings of this thesis and contribute to a
deeper and more nuanced understanding of IAM’s role in IT Service Management. Such efforts will
provide valuable insights for both academic scholars and industry practitioners, guiding the optimization
of IAM strategies and the enhancement of ITSM practices. The integration of quantitative data with
exploratory research will ensure a comprehensive examination of IAM’s impact, ultimately leading to
more effective and aligned ITSM practices.
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Appendix

Appendix 1: Interview Guide

General Data:

Interview-Typ [TYP]
Interview-Number [Number]
Interview Date [DD.MM.YYYY]
Interview-Duration (in Minuten) [Time]

Demographic Data:

Industrial Sector [Sector]
Role [Role]
Experience in IAM /ITSM (in Years) [Years]

English Version
Introduction words:

Thank you for taking the time to conduct an interview with me as an expert today. Before we start the
interview, | would like to briefly introduce myself and give you some information about me. My name is
Manuel Yambao and | am in the final stages of my Business Information Technology bachelor's degree
at the University for applied Science Ulm and University for applied Science Neu-Ulm.

As part of the interview, | would like to ask you some guestions regarding ITSM and IAM services. If you
agree to this, please confirm briefly. If you have no questions, | would now like to start the interview.
Otherwise, we can clarify any open questions you may have beforehand.

Warm-up-Question:

At the beginning of the interview, please tell me about the general tasks you perform in your company.
What characteristics does an IAM service have that distinguishes it from other IT services?

Main Questions:

Can you provide examples of how IAM services respond to frequent application onboarding and off-
boarding processes?

How does the management of user identities in IAM services differ from that in other IT ser-vices?
What strategies do you employ to ensure the scalability of IAM services?

How do you handle variable user loads, and what role does elastic resource allocation play in this con-
text?

How do you define 'high effectiveness' in the context of availability management for IAM services?

What specific mechanisms do you implement to ensure service continuity for IAM services?



How is modularity implemented in the service design of IAM services to meet the diverse needs of
customers?

Can you give an example of how modularity in IAM services affects service provision for internal and
external customers?"

To what extent do IAM services require a higher level of integration with other enterprise systems?
How do you prioritize interoperability and standardized protocols in the context of IAM services?
Interview Closure:

Are there any points from your side that have not yet been addressed but that you would like to add?
Final Words:

| sincerely thank you for your willingness and time you have taken to conduct an interview with me.
Should you be interested in the results of my bachelor's thesis, | will approach you in September and
present them to you.

German Version

Einleitungsworte:

Vielen Dank, dass Sie sich heute die Zeit nehmen, ein Interview mit mir als Experten zu fihren. Bevor
wir mit dem Interview beginnen, mdchte ich mich kurz vorstellen und lhnen einige Informationen tber
mich geben. Mein Name ist Manuel Yambao und ich befinde mich in der Endphase meines Bachelor-
studiums der Wirtschaftsinformatik an der Hochschule Ulm und der Hochschule Neu-Ulm. Im Rahmen
des Interviews mdchte ich Ihnen einige Fragen zu ITSM- und IAM-Diensten stellen. Wenn Sie damit
einverstanden sind, bestatigen Sie bitte kurz. Wenn Sie keine Fragen haben, wirde ich jetzt gerne mit
dem Interview beginnen. Andernfalls kénnen wir vorher etwaige offene Fragen klaren.

Aufwarmfrage: Erzahlen Sie mir bitte zu Beginn des Interviews von den allgemeinen Aufgaben, die Sie
in lhrem Unternehmen ausfihren.

Welche Merkmale hat ein IAM-Service, der ihn von anderen IT-Services unterscheidet?
Hauptfragen:

Kdnnen Sie Beispiele daflir geben, wie IAM-Services auf haufige Applikations On- und -Offboardingpro-
zesse reagieren?

Wie unterscheidet sich die Verwaltung von Usern in IAM-Services von der in anderen IT-Services?
Welche Strategien wiirden Sie einsetzen, um die Skalierbarkeit von IAM-Diensten zu gewahrleisten?

Wie gehen Sie mit variablen Userlasten um und welche Rolle spielt die flexible Ressourcenzuweisung
in diesem Zusammenhang?

Wie definieren Sie 'hohe Effektivitat im Kontext des Availabilitymanagement fiir IAM-Services?

Welche spezifischen Mechanismen wirden Sie einsetzen, um die Kontinuitat fir IAM-Services zu ge-
wahrleisten?

Wie wird Modularitat im Servicedesign von IAM-Diensten implementiert, um den vielfaltigen Bedurfnis-
sen der Kunden gerecht zu werden?

Kdnnen Sie ein Beispiel dafiir geben, wie Modularitéat in IAM-Services die Dienstleistung fir interne und
externe Kunden beeinflusst?



Inwieweit erfordern IAM-Services eine héhere Integrationsebene mit anderen Unternehmenssystemen?

Wie priorisieren Sie Interoperabilitat und standardisierte Protokolle im Kontext von IAM-Services?

Interviewabschluss: Gibt es von lhrer Seite aus Punkte, die noch nicht angesprochen wurden, die Sie
aber hinzufiigen méchten?

Schlussworte:

Ich danke lhnen aufrichtig fur lhre Bereitschaft und die Zeit, die Sie sich genommen haben, um ein
Interview mit mir zu fuhren. Sollten Sie an den Ergebnissen meiner Bachelorarbeit interessiert sein,
werde ich Sie im September darauf ansprechen und sie lhnen prasentieren.
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Appendix 3: Interview Transcript |

General Data:

Interview-Type MS-Teams
Interview-Number 1
Interview Date 25.07.2024
Interview-Duration (in Minutes) 29min

Demographic Data:

Industrial Sector Consulting

Role

Senior Manager

Experience in IAM /ITSM (in Years) 10 Jahre

I: Vielen Dank, dass Sie sich heute die Zeit nehmen, ein Interview mit mir als Experten zu fitihren. Bevor
wir mit dem Interview beginnen, mdchte ich mich kurz vorstellen und lhnen einige Informationen utber
mich geben. Mein Name ist Manuel Yambao und ich befinde mich in der Endphase meines Bachelor-
studiums der Wirtschaftsinformatik an der Hochschule Ulm und der Hochschule Neu-Ulm. Im Rahmen
des Interviews mdochte ich Ihnen einige Fragen zu ITSM- und IAM-Diensten stellen. Wenn Sie damit
einverstanden sind, bestatigen Sie bitte kurz. Wenn Sie keine Fragen haben, wirde ich jetzt gerne mit
dem Interview beginnen. Andernfalls kénnen wir vorher etwaige offene Fragen klaren.

I: Erzahlen Sie mir bitte zu Beginn des Interviews von den allgemeinen Aufgaben, die Sie in Ihrem
Unternehmen ausfuhren.
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A: Als Senior Manager bei den Big Four zahlen zu meinen Kernaufgaben natirlich Projekte zu managen,
also als Engagementmanager unterwegs zu sein, das heif3t, angefangen von Projekte gewinnen, sprich,
bei den Kunden Pitches mitzumachen, Angebote zu erstellen, aber dann tiber das Delivery, sprich dafir
Zu sorgen, dass das richtig richtige Team zusammengestellt wird, dass die Aufgaben klar verteilt wer-
den, fur den Aufbau des Teams und Ausbildung des Teams zu sorgen, aber auch fur die Qualitat der
gelieferten Leistungen dann entsprechend zu sorgen.

I: Welche Merkmale hat ein IAM-Service, der ihn von anderen IT-Services unterscheidet?

A: Ich wirde es folgendermal3en beantworten: Ich wirde behaupten, dass im auch ein IT Service ist.
Das heil3t, ITSM steht aus meiner Sicht oben driiber weil IAM an sich ist ja auch eine IT-Dienstleistung
oder IT Tool ist, die den Service unterstitzt und aus technischer Sicht gelten da ja &hnliche Anforderun-
gen und Vorgaben die fir jeden anderen IT Service gelten, sei es Verfugbarkeit, sei es Tickets wenn
die Software nicht lauft, tber ITSM dessen Prozesse entsprechend steuern, was aber hier IAM spezi-
fisch ist, sind glaube ich die Ziele der Software oder der Lésung an sich, weil da geht es ja darum die
Identitaten und Berechtigung entsprechend entlang des gesamten Lebenszyklus zu begleiten. Ich
wurde mal sagen, dass die technische Seite einer IAM Losung die gehort oder wird vom ITSM entspre-
chend mit abgedeckt werden aber die Logik von IAM Lésung, die sind tatsachlich separat zu betrachten.

I: Kbnnen Sie Beispiele dafiir geben, wie IAM-Services auf haufige Applikations On- und -Offboarding-
prozesse reagieren?

A: Performance technisch mit Sicherheit wobei, das hangt dann meistens auch davon ab, wie grof3 die
Anwendung, die gerade angebunden wird, dann an sich ist, beziehungsweise wie grof3 der Nutzerkreis
der Anwendung ist. Weil das schon dann ein Unterschied macht, ob ich ein SAP System an eine beste-
hende Losung anbinde oder eine Anwendung bei vielleicht nur zwei User drauf sind. Da ist entspre-
chend auch die Last die auf IAM dann ankommt unterschiedlich. Die entscheidende Frage ist aber aus
meiner Sicht auch die Art der Anbindung an das IAM, denn es gibt im Fach-Jargon sogenannte Bi-
Direktionale-Schnittstellen oder auch nur lesende Schnittstellen, und das hat nattrlich ganz grof3e Aus-
wirkungen darauf, wie sich das auf die Performance der Software auswirkt. Das heif3t, wenn ich die IAM
Lésung Ubertrieben gesagt nur als ein Beantragungstool, als Workflow nutze und dann gar keine richtige
Schnittstelle Richtung Anwendung brauche, dann ist naturlich die Auslastung bzw. die Belastung der
Software an sich auch nicht so stark. Zusatzlich kommt noch der Punkt zum Tragen, ob es immer eine
live Uberpriifung der Berechnung erfolgt, sprich die Performance von IAM immer beansprucht wird oder
wird die Berechnung einmal eingerichtet und dann gibt es keine Kommunikation mehr dazwischen, bis
dann irgendwann unter gewissen Umstanden oder Abstanden die Daten abgeglichen werden.

I: Wie unterscheidet sich die Verwaltung von Usern in IAM-Services von der in anderen IT-Services?

A: Ich glaub hier wiederum ist dann ein IAM Tool oder ein Idm Tool quasi fihrend und wirde auch uber
allen anderen Services driiber stehen. Ahnlich wie ich generell ITSM zu IAM beschrieben habe, gilt es
genauso, wenn es um die Identitatsverwaltung geht. Da Ubernimmt dann aus meiner Sicht das IAM-
Tool.

I: Welche Strategien wiirden Sie einsetzen, um die Skalierbarkeit von IAM-Diensten zu gewahrleisten?

A: Richtig skalieren kann man es wahrscheinlich nur durch Performance, also genug Performance zu
haben durch Verteilung der Last. Also klassische Themen wie Load-Balancing und so weiter wobei da
muss man fairerweise sagen, das IAM ist jetzt kein Tool ist wo 20 000 User gleichzeitig darauf zugreifen,
aul3er wie gesagt die Sonderfalle, die ich anfangs auch schon angesprochen habe. Es gibt gewisse
Losungsansatze, wo diese Berechtigungsprifung in Echtzeit Uberprift wird. Da ist es natirlich ein biss-
chen anspruchsvoller, aber im Normalfall hast du ja keine standige Interaktion zwischen dem User oder
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der Applikation und dem IAM-Tool, deswegen ist es nicht ganz anwendbar, anders ist es aber tatsach-
lich, was seit Jahren ja, jetzt immer mehr eingesetzt wird, sind sogenannte Customer Identity and Ac-
cess Management Tools, die beispielsweise bei den Banken oder Onlineshops oder solchen Unterneh-
men eingesetzt werden, wo tatsachlich ganz viele User gleichzeitig auch die Software zugreifen wollen
oder auf Webshop, sei es Amazon oder dhnliche Themen. Da ist es naturlich wichtig, weil da werden
die Rechte auch immer sobald du die Seite aufgemacht hast, Uberpruft und dann ist nattrlich die Last
auf die Server deutlich gréRRer, im Vergleich wie sie in einem klassischen Unternehmen sein wird.

I: Wie gehen Sie mit variablen Userlasten um und welche Rolle spielt die flexible Ressourcenzuweisung
in diesem Zusammenhang?

A: Wie eben angesprochen, in einem klassischen Unternehmen spielt es aus meiner Sicht keine we-
sentliche Rolle, weil die Anfragen einfach nicht so oft vorkommen. Es gibt auch vermehrt oder jetzt
immer ofter die Anséatze des sogenannten Rollbase Access Management, wo es darum geht, dass die
Rollen nicht einzeln beantragt werden oder die Berechnung auf einzelne Applikationen, sondern man
sogenannte Business rollen baut, welche dann alle Zugriffe, die ein Mitarbeiter fiir seine Tatigkeit bend-
tigen zusammenfasst. Das bedeutet dann auch am Ende des Tages, dass du einen Antrag stellst, die
Rechte einmal zugewiesen werden und dann gibt es keine Interaktion mehr. Deswegen ist diese echte
Last ist eigentlich nicht da, mit Ausnahmen, die ich eben auch schon besprochen habe. Nichtsdestotrotz
gibt es nattrlich einige kritische Applikationen, wo es gewahrleistet soll, dass die Rechte schnell zuge-
wiesen werden, wenn wir an Themen wie Sicherheitskontrollen oder sowas denken, also bei Zutritt auf
ein Gelénde oder so, da muss natirlich sichergestellt werden, dass die Rechte schnell zugewiesen
werden, das heil3t, da ist trotzdem die Anforderung da, natirlich die Verfligbarkeit zu haben ob unter-
schiedliche Unternehmen hier jetzt die Cloud Service oder eigene Serverraume immer noch nutzen,
sorgen naturlich dafir, dass da entsprechende, Verflugbarkeit gegeben ist.

I: Wie definieren Sie 'hohe Effektivitat im Kontext des Availabilitymanagement fir IAM-Services?

A: Das ist interessante Frage. Jeder User will schnell an seine Rechte rankommen, sprich Antrag ab-
schicken und im Best Case hast du in der gleichen Sekunde dein Recht bekommen, in Wirklichkeit sieht
es aber tatsachlich so aus, dass es zu Verzégerung kommen kann und dafiir sprechen ja unterschied-
lichste Griinde, sei es der Genehmigungsworkflow an sich, also sprich beispielsweise beim Vorgesetz-
ten, wie schnell er das Ticket Uberhaupt bearbeitet und eine Genehmigung gegeben hat. Schwer zu
definieren. Da gibt es keine richtige Losung, jedes Unternehmen definiert es fir sich und vor allem eine
mit einer Einstufung von Kritikalitét der Applikation. Im Zweifel gibt es dann fiir jede kritische Anwendung
auch Notlésungen im Sinne von manueller Provisionierung, die man bei Bedarf dann auch noch durch-
fuhren kdnnte.

I: Welche spezifischen Mechanismen wirden Sie einsetzen, um die Kontinuitat fir IAM-Services zu
gewahrleisten?

A: [Keine Antwort]

I: Wie wird Modularitét im Servicedesign von IAM-Diensten implementiert, um den vielfaltigen Bedurf-
nissen der Kunden gerecht zu werden?

A: Aktuellen gibt es ja schon recht viele unterschiedliche Anbieter fur IAM. Das ist in der Tat so, dass je
nachdem wie grof3 das Unternehmen an sich ist oder also der Kunde an der Stelle greift, man dann
meistens auch auf unterschiedliche Anbieter auch zu. Insbesondere fir die kleinere Unternehmen gibt
es viele Cloud Anbieter, die recht pragmatische und einfache Lésungen gebaut haben. Es gibt aber
auch einige gréfRere Anbieter, die sagt man auch bei den grél3eren Unternehmen eher dann zur An-
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wendung kommen. Die haben meistens auch ein sag mal Standard, den sie mit ausliefern. Diese Soft-
ware ist dann meistens auch sehr anpassbar, so dass man noch vieles fir sich selbst zuschneiden kann
wie man will. Aber dieses ich nehme dieses Modul und dieses Modul nehme ich nicht, kenne ich tat-
sachlich aus der Praxis selten und die L6sung sind meistens schon auch relativ gut zugeschnitten, dass
die meisten Unternehmen, auch die meisten Teile davon brauchen. Da ist jetzt nicht viel dabei, was du
nicht benétigen wirst. Da ist es eher andersrum, dass fir spezielle Anwendungen, die sogar noch Zu-
satzmodule hinzunehmen musst. Wenn ich in Richtung Funktionstrennungskonflikte denke, die meisten
IAM Lésungen kdnnen im Standard dies nicht wirklich tief fir spezielle Software wie zum Beispiel SAP
und da braucht man einfach Unterstiitzungslosungen. Also in der Praxis gibt alles. Ich bin aber der
Uberzeugung, dass man ja eigentlich immer Richtung Standardisierung der Prozesse gehen sollte und
damit auch Standards ausrollen sollte. Das heif3t, wenn ich fiir mich als Unternehmen, ich biete ja den
im Service nicht an, weil ich das machen will, sondern es gibt ja gewisse Vorgaben und Standards im
Unternehmen, die das Unternehmen auch einhalten will und wenn ich schon ein zentraler Service also
einen IAM Service aufbaue, dann ist die Idee dahinter, auch die Standardvorgaben entsprechend kom-
plett anzuwenden. Das heif3t im Normalfall, um die eigenen oder gesetzliche Vorgaben als Applikation
zu erflllen, musste ich theoretisch auch den Service im vollen Umfang auch entsprechend nutzen. Aber
in Wirklichkeit ist es in der Tat so, dass man im Zweifel nicht alles nutzen kann. Es kann daflr unter-
schiedliche Griinde geben. Angefangen von Schnittstellen, die es vielleicht so einfach nicht gibt und die
Umsatze der Schnittstelle zu teuer wére, bis hin, dass das technisch im Zweifel nicht méglich ist, dass
ich automatisiert die Accounts aus dem IAM Tool heraus anlegen muss oder darf, dann muss man so
eine Lésung gehen. Aber wie gesagt, eigentlich bin ich eher davon Uiberzeugt, dass man es vermeiden
sollte.

I: Konnen Sie ein Beispiel dafiir geben, wie Modularitat in IAM-Services die Dienstleistung fur interne
und externe Kunden beeinflusst?

A: Zum Teil, habe ich ja die Frage schon beantwortet. Also ich bin eigentlich kein Freund davon nicht
den vollen Scope auszurollen, denn man hat ja nicht umsonst diese Prozesse so definiert, weil die
wahrscheinlich dann auch durch Regulierer wie die Bafin und Co. ja erst mal auf das Unternehmen
auferlegt sind und vom Unternehmen einzuhalten sind. Aber ansonsten ist es wie gesagt auch aus
besagten Griinden, da wo es nicht geht, muss man ja trotzdem irgendwie versuchen, die in die Vorga-
ben einzuhalten und da wére es an sich schlecht sich nur Teile des Services fir die Applikation nutzbar
zu machen. Das ist aber vor allem, wenn ich an grol3e Anbieter denke, ist nicht einfach. Vor allem in der
Praxis, dann ein nur Teile davon verfigbar zu machen. Vor allem kann ich mir in der Tat nur schwer
vorstellen, welchen Teil des klassischen IAM Services man dann abschneiden wiirde. Wenn man ein
bisschen tiefer Richtung PAM vielleicht schaut, dann kann man dies innerhalb des IAM-Tools trennen,
das meistens dann auch anderes Stiick Software. Sobald du eigentlich an die Lé6sung angebunden bist,
dann wiusste ich kénnte ich mir schwer vorstellen, warum du eine der Kernfunktionalitaten oder Kern-
services einer IAM-L6sung nicht nutzen solltest.

I: Inwieweit erfordern IAM-Services eine hdhere Integrationsebene mit anderen Unternehmenssyste-
men?

A: Das ist super wichtig. Wir wissen alle, wie divers die Technologiewelt ist, aus Integrationsperspektive
zumindest und das ist natirlich fur die IAM Lésungen als zentrales Tool an dem im Best Case alle
Applikationen anbindbar sein sollen, einfach kaum managebar in der Praxis ist es so, dass die grof3en
Anbieter oder die bekanntesten, die haben ich sag mal klassischerweise drei, vier oder fiinf Konnektoren
oder Anwendungsmadéglichkeiten im Standard schon implementiert. Naturlich klassische Sachen Rich-
tung SAP sind meistens schon vorhanden, weil zumindest jetzt im deutschen Raum, gibt es wenig gro3e
Unternehmen, die kein SAP im Einsatz haben. Bzgl. Personaldate aber auch als ERP Lésungen. Was
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auch klassisch immer oder meistens vorhanden ist, ist die Mdglichkeit Gber Active Directory eine
Connection aufzubauen. Dadurch dass wir uns immer stéarker im Web bewegen, bitten die meisten dann
auch die ein oder andere Schnittstelle fir potenzielle Webapplikationen. Das heif3t aber, dass die dann
auch ein Standardkonnektor als Protokoll anbieten und die Software muss dann daflr sorgen, also
sprich die Anwendung, die sich kann, anbinden lassen will, muss dafiir sorgen, dass die damit entweder
umgehen kann.

I: Wie priorisieren Sie Interoperabilitéat und standardisierte Protokolle im Kontext von IAM-Services?

A: Also ich bin Freund von Standard. Und zwar aus zwei Perspektiven die erste, sag mal die pragmati-
sche servicegetriebene Perspektive ist, es machte es natirlich fiir Servicebetreiber einfacher einen Pro-
zess zu haben, einen Standard zu haben, den man auf alle anwenden kann. Das ist von der Handha-
bung her natirlich deutlich einfacher. Wir haben auch einige Kunden von uns, die den IAM Service an
ein IT-Tochter oder IT-Teams auslagern und die bieten es tatsachlich auch als Service an und durch
den hohen Grad der Standardisierung gewisser Services oder Anbindungsmadglichkeiten sind die Auf-
wande tatsachlich sehr gering. Es macht es deutlich pragmatischer und auf der anderen Seite finde ich
Standards auch deswegen wichtig, weil diese Prozesse, die wir mit IAM Einflhren die sind meistens
nur durch die Software nicht getan. Es gibt ja trotzdem noch im Hintergrund irgendeine interne Revision
oder ein Information Security Management Team, die sich zusétzlich Kontrollaktivitdten auferlegt haben,
um die Qualitdten auch sicherzustellen und gegeniber einem Dritten auch Aussagefahig zu sein und
bei jeder Abweichung vom Standard missen die Kollegen was zusatzlich machen. Die missen fir sich
neue Kontrollen Gberlegen, die missen schauen, wie die trotzdem einen gewissen Standard erreichen
oder sich Uberlegen, wie sie Vorgaben erflllen kénnen. Das macht es fur die zuséatzlich noch schwieri-
ger. Das heil3t, wir haben eigentlich den die Betreiber des Services, der davon profitiert, nach Standards
zu arbeiten, aber auch die die dann am Ende als 3rd Line of Defence die Kontrollen nochmal validieren,
haben entsprechend auch ein einfacheres Leben. Nichtsdestotrotz, wie gesagt, lasst es sich leider nicht
immer umsetzen.

I: Gibt es von lhrer Seite aus Punkte, die noch nicht angesprochen wurden, die Sie aber hinzufligen
mdchten?

A: Insgesamt muss man sagen und es gibt tatséchlich Anséatze beispielsweise Service-Now auch als
IAM-Tool zu nutzen. Die Herausforderungen ist es zu schauen welche Mdglichkeiten diese Software mit
sich bring. Einiges musste man in einem klassischen ITSM-Tool vorerst nachbauen. Ich bin aber sehr
gespannt auf deine Ergebnisse

I: Ich danke Ihnen aufrichtig fur Ihre Bereitschaft und die Zeit, die Sie sich genommen haben, um ein
Interview mit mir zu fihren. Ich werde meine Ergebnisse voraussichtlich im September prasentieren.

Appendix 4: Interview Transcript Il

General Data:

Interview-Type MS-Teams
Interview-Number 2
Interview Date 26.07.2024
Interview-Duration (in Minutes) 40min
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Demographic Data:

Industrial Sector Consulting
Role Director
Experience in IAM / ITSM (in Years) 12 Jahre

I: Vielen Dank, dass Sie sich heute die Zeit nehmen, ein Interview mit mir als Experten zu fihren. Bevor
wir mit dem Interview beginnen, méchte ich mich kurz vorstellen und Ihnen einige Informationen tber
mich geben. Mein Name ist Manuel Yambao und ich befinde mich in der Endphase meines Bachelor-
studiums der Wirtschaftsinformatik an der Hochschule Ulm und der Hochschule Neu-Ulm. Im Rahmen
des Interviews mdchte ich Ihnen einige Fragen zu ITSM- und IAM-Diensten stellen. Wenn Sie damit
einverstanden sind, bestéatigen Sie bitte kurz. Wenn Sie keine Fragen haben, wiirde ich jetzt gerne mit
dem Interview beginnen. Andernfalls kénnen wir vorher etwaige offene Fragen klaren.

I: Erzahlen Sie mir bitte zu Beginn des Interviews von den allgemeinen Aufgaben, die Sie in Ihrem
Unternehmen ausfihren.

A: Ich bin seit insgesamt 3 Jahren Im Bereich Identity and Access Management fir den DACH-Bereich
primar und jetzt seit dem 1.7.2023 der leitende Director fir das Thema ldentity and Access Manage-
ment, Assurance and Advisory. Soll heil3en: Das ist die Kompetenz oder besser gesagt die Solution bei
EY in der Serviceline Assurance und in der Sub Service Line Technology Risk, die sich mit dem Thema
Identity and Access Management befasst, mit dem Fokus auf Governance Assurance. Hierbei werden
unsere Kunden unterschiedlichster Sektoren beraten, gerade mit Blick auf Compliance, Risiko und Kon-
trollthemen im Bereich Identity und Access Management sowie artverwandten Disziplinen. Mit dem Blick
auf Compliance, Risikoorientierung und Prifungssicherheit nachhaltig in den Organisationen zu etab-
lieren. Kundengrof3en erstrecken sich von KMU-Bereich bis hin zu, und das ist unser Fokus, DAX 40
Mandate.

I: Welche Merkmale hat ein IAM-Service, der ihn von anderen IT-Services unterscheidet?

A: Ja, insbesondere hier nimmt man sich immer grundséatzlich als Enabler wahr und gerade mit dem
Fokus auf Automatisierung, mit dem Fokus auf Effizienzsteigerung und mit dem Fokus auf wirkliche
tatsachliche Unterstiitzung der primar wertschopfenden Prozesse. IAM auf der anderen Seite tut dies
auch, wenn es gut etabliert ist. Das bedeutet, durch eine héhere Automatisierung schnellere Prozess-
durchlaufzeiten zu erwirken, Mitarbeiter schnell arbeitsfahig zu bekommen und Mitarbeiter auch tat-
sachlich zielgerichtet auf die Systeme entsprechend zuzulassen. Der Fokus von IAM ist primar aller-
dings der auf der Risikomitigierungen Seite. Das bedeutet, wir konzentrieren uns und IAM konzentriert
sich insbesondere auf die Vermeidung von potenziellen Risiken im Kontext des Zugriffs auf Daten und
Informationen einer Organisation. Soll heiRen, der Fokus von IAM liegt dahin zu kontrollieren und zu
regeln, dass im Umgang mit Informationen und Daten eine Kontrolleffektivitat gewéhrleistet wird und
eine saubere Governance eingehalten wird. Diese tragt dazu bei, dass Informationssicherheit gewahr-
leistet werden kann und stellt somit einen wesentlichen Bestandteil bzw. eine wesentliche Saule der
Informationssicherheit dar. Neben den performancesteigernden Aspekten, wobei primér das Thema der
Risikomitigation im Vordergrund steht, gibt es unterschiedliche Arten von Risiken, also von den finanzi-
ellen Risiken bis hin zur Ausfallrisiken, bis hin zu Reputationsrisiken, die alle ein Stlick weit durch ein
effektives Identity and Access Management bedient werden. Soll heiRen, wenn ich ein hohes Compli-
ance Niveau habe, habe ich im Kontext ein geringeres Risiko von Compliance-Risiken. Wenn ich die
Informationen sauber im Griff habe und auch nur den Mitarbeitenden oder auch technischen ldentitéten
der Zugriff auf Informationen gewéhre, die sie haben sollen, ist das Risiko von einem missbrauchlichen
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Umgang mit diesen Informationen, auch im Kontext einer eines Reputationsrisikos geringer. Und am
Ende ist sowieso alles eine Art finanzielles Risiko, weil auch Risiken, wie die, die mir bewusst sind und
die ich auch entsprechend berichte, gebundenes Kapital sind. Somit habe ich bei einem Missbrauch
von Systemzugriffen durchaus auch das Risiko von Kapitalabfluss. Somit sehe ich folgenden Unter-
schied: Zu einem signifikanten Teil ist es ein performancesteigerndes und prozessunterstiitzendes Me-
dium, was wir mit IAM bedienen. Der Hauptunterschied ist glaube ich, dass der Fokus auf der Risikomi-
tigation und auf der Vereinheitlichung von Kontrollprozessen liegt.

I: Kbnnen Sie Beispiele dafiir geben, wie IAM-Services auf haufige Applikations On- und -Offboarding-
prozesse reagieren?

A: Die grundsétzliche Maf3gabe im Sinne eines sogenannten Einheitlichkeitsprinzips, was auch tatséch-
lich durch viele regulatorische Vorgaben, aber auch durch Risikomanagement und interne Governance
Anforderungen passiert, ist grundsatzlich, dass man tberhaupt auf einen zentralen IAM-Service wech-
selt. Hierzu gehort auch die Erreichung eines moglichst hohen Abdeckungsgrad von IT-Assets und dazu
gehoren zum einen Business Applikationen wie auch IT-Komponenten und Infrastruktur-Kkomponenten
und zum anderen auch die klassischen Microservices und Webservices. Soll hei3en, je mehr Services
an diesem zentralen IAM-Prozess angebunden sind, desto effektiver und desto abdeckungsreicher ist
das IAM. Somit kann ich die Effektivitat von Identity und Access Management zu einem signifikanten
Teil durch die Abdeckung der IT-Asset-Landschaft einer Organisation messen. Diese Messung kann
dann durch den Abdeckungsgrad in der Breite und durch die Kontroll-Effektivitat innerhalb der Prozesse
erfolgen. Das Wesentliche ist, dass gerade durch Onboardings die Effektivitat eines IAM-Services sig-
nifikant jedes Mal verbessert wird, weil der Abdeckungsgrad grof3er ist.

I: Wie unterscheidet sich die Verwaltung von Usern in IAM-Services von der in anderen IT-Services?

A: Es gibt Unterschiede, weil wir, insbesondere mit dem Abbild von Personen und digitalen, sowie tech-
nischen Identitaten, uns in einem anderen Lifecycle bewegen. Gerade wir im ldentity Management,
konzentrieren uns nicht unbedingt auf den Lifecycle von betrieblichen Anwendungen, Systemen, Ser-
vices, Infrastruktur-Komponenten, sondern im Umgang mit sogenannten digitalen Identitaten. Wir fo-
kussieren uns auf das digitale Abbild von Personen oder technischen Usern entlang ihres eigenen Le-
benszyklus, das ist der sogenannte Joiner-Mover-Leaver Prozess. Der Joiner Prozess beschreibt den
Eintritt einer Person in die Organisation oder die initiale Anlage einer technischen Identitat, eines tech-
nischen Users dazu kénnen zum Beispiel auch Robotik User zéhlen, um das Ganze vielleicht noch mal
zu konkretisieren. Der Mover-Prozess beschreibt die Pflege von Identitéaten, beispielsweise bei einem
Abbild von natirlichen Identitdten ware das eine Struktureinheit oder ein Abteilungswechsel innerhalb
der Organisation bis hin zum Leaver-Prozess, welcher den Eintritt beispielsweise in die Rente oder das
Verlassen einer Firma im Rahmen einer Kiindigung oder den Eintritt in eine Altersteilzeit oder in eine
temporare Abwesenheit im Rahmen von Sabbaticals oder einer Elternzeit beschreibt. Also der Fokus
ist im Identity Management im Gegensatz zu anderen IT-Services nicht auf den Asset selbst, sondern
eher auf den Nutzen, den Identitten, die diese IT-Services selbst nutzen.

I: Welche Strategien wirden Sie einsetzen, um die Skalierbarkeit von IAM-Diensten zu gewéhrleisten?

A: Die grundsétzliche Strategie, die ich einsetzen wirde, wéare der Fokus auf Themen, die sowieso
gerade in aller Munde sind, wie zum Beispiel Themen wie Machine Learning und Atrtificial Intelligence.
Weil viele Themen, die wir momentan als kontrolleffektive Basis ansehen, und zwar das Wissen von
Mitarbeiter Kompetenzen innerhalb einer Organisation, erfolgt nach wie vor immer noch rein manuell
und manchmal sogar auf Basis von Experten. Das bedeutet nicht, dass die Kontrolleffektivitat darunter
unbedingt leiden muss, aber es muss sich auf die Verantwortlichkeit von Personen im Unternehmen
verlassen werden, was korrekt und richtig ist, aber es hat damit immer noch einen erhéhten Bedarf an
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manuellen Eingriffen, somit auch ein Verlassen auf Wissen und Kompetenzen von Personen innerhalb
der Organisation. Wenn wir das ganze Thema uns strategisch anschauen, sage ich oft, dass Identity
and Access Management dann am besten ist, wenn man es nicht merkt. Ein héheres Automatisierungs-
potential und eine héhere Effektivitat und Effizienz in den Prozessdurchlaufzeiten durch einen Abgleich
von Informationen und dementsprechend auch einer Kontrollentscheidung, beispielsweise in der
Vergabe von Zugriffen von Mitarbeitern aus Systemen, durchaus auch durch Attribute und dementspre-
chend auch tUber Machine Learning kinftig abbilden. Das hat meines Erachtens 2 Effekte: Es hat den
positiven Effekt des schnelleren Herstellens der Arbeitsfahigkeit der Mitarbeitenden oder grundsatzlich
der Identitaten. Das hat aber auch den Effekt, dass anhand von klaren Interpretationen von Attributen
und Daten der Zugriff anhand von Regeln immer einheitlich getroffen werden kann. Die Einheitlichkeit
und Standardisierung anhand von Regeln im Identity and Access Management stiitzt die Effektivitat und
die Kontrolleffektivitat des Identity und Access Management erheblich. Es gibt auch Einschréankungen,
so kann ich zum Beispiel nicht ein Identity and Access Management auf einer grinen Wiese aufbauen,
indem ich nur rein attributbasiert den Zugriff auf Systeme ermdgliche. Das hat man mal probiert, im
Rahmen des sogenannten Attribute Based Exit Control oder Policy based access controls. Das funkti-
oniert meines Erachtens nur ab einem gewissen Reifegrad eines Identity and Access Management, wie
wir es den traditionellen kennen. Soll hei3en, die Strategie ist nicht eine initiale Neuausrichtung auf
Artificial Intelligence Policies oder Attribut basierten Zugriffen, sondern ist meines Erachtens eine Wei-
terentwicklung eines Identity and Access Managements im traditionellen Sinne auf Basis beispielsweise
von einem Role Based Access Control gerade in der Richtung, die uns beispielsweise durch Al geboten
wird.

I: Wie gehen Sie mit variablen Userlasten um und welche Rolle spielt die flexible Ressourcenzuweisung
in diesem Zusammenhang?

A: Meines Erachtens gehen die unterschiedlichen Losungen auseinander und es verbietet mir leider
aus Independence Grinden zu sagen, welche Losung das besser und welche das schlechter kann.
Aber es gibt durchaus Unterschiede von proprietaren Lésungen am Markt, die dann mit unterschiedli-
chen Datenstrukturen und mit unterschiedlichem Load balancing, anders mit Dingen umgehen. Aber
grundsatzlich ist immer das Thema, je komplexer ein Kontrollset innerhalb einer IAM L&sung aufgesetzt
ist, desto Signifikanter sind die Einflisse auf die Tool Performance, plus die klare MalRgabe fir eine
Ldsung sollte sein, gerade mit solchen Peaks balancieren sauber umzugehen, weil der Zugriff und vor
allen Dingen auch die Anzahl von Prozessen, die Uber eine IAM Lésung lauft, nicht stetig ist, sondern
insbesondere gerade, liegt in der Natur der Sache, bei Jahreswechseln, Monatswechseln, tendenziell
auch an den Wochentagen, meistens entweder Anfang der Woche oder Ende der Woche, meistens dort
Peaks entstehen und mit diesen Peaks muss durch ein sauberes Balancing und auch durch eine ent-
sprechende variable Zuordnung von Systemressourcen missen diese Peak sauber abgefangen wer-
den, inshesondere auch um die Usability fur die Endanwender sicherzustellen.

I: Wie definieren Sie 'hohe Effektivitat im Kontext des Availabilitymanagement fir IAM-Services?

A: Eine Effektivitat im Sinne der Availability wirde ich klassisch auch auf Basis der Availability, namlich
auf der Hochverfugbarkeit eines IAM Systems sehen, und zwar du hattest vorhin das Thema mit Flexi-
bilitat angesprochen und ein IAM Service muss auch auf Ad hoc Anfragen reagieren kénnen, soll hei-
Ben, ich brauche zum Beispiel auch mal am Wochenende einen ad hoc Zugriff auf eine Systemres-
source, das ist meines Erachtens dann nur Bewerkstelligbar, wenn ich eine Hochverfiigbarkeit im Sinne
von einer 99% Availability habe. Im Bezug auf die Effektivitat: Wenn der IAM Service Uber die Standard-
kontroll-Prozesse nicht verfugbar ist, sucht sich derjenige, der auf diese Systemressource Zugriff haben
muss, Analog vom Wasser immer den geringsten Widerstand und den einfachsten Weg, und das be-
deutet verlassen von standardisierten Kontrollprozessen, was wiederum zu Lasten der Effektivitét eines
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Identity und Access Managements geht, weil eine Effektivitat von Identity und Access Mensch lebt da-
von, dass im Idealfall jeglicher Zugriff iber die Standardkontrollprozesse erfolgt.

I: Welche spezifischen Mechanismen wirden Sie einsetzen, um die Kontinuitat fir IAM-Services zu
gewabhrleisten?

A: Es gibt Mechanismen im Sinne dessen, dass wir grundsatzlich ja fiir alle Systeme und wir haben hier
ein System, was durchaus auch eine kritische Saule auf der gesamten IT-Infrastruktur darstellt. Somit
gibt es klassische Backup und Recovery Mechanismen analog anderer sensibler und signifikant und
kritischer IT-Systeme, nattrlich auch fiir das IAM-System. Folglich sind viele neue und jetzt gerade auch
proprietare Lésung am Markt, die als Webservice angeboten werden, die mit virtuellen Backup und
Recovery Mechanismen arbeiten, die nahezu hundertprozentige Verfiigbarkeit eines IAM-Services
nachhaltig sicherstellen sollen.

I: Wie wird Modularitéat im Servicedesign von IAM-Diensten implementiert, um den vielfaltigen Bedrf-
nissen der Kunden gerecht zu werden?

A: Ich nehme die Perspektive eines IAM Services ein und ich mach ein narrow-down wirklich auf das
Thema des Onboardings. Und ich nehme die Perspektive jetzt mal der Kundenseite, also der Applikati-
onsseite an. Ich hatte vorhin schon von den unterschiedlichen Anbindungsvarianten oder Onboarding
Varianten von Applikationen und Services gesprochen. Das Ziel ist und sollte sein, moglichst Uiber stan-
dardisierte Konnektoren die Anbindung und auch Abbildung von Services und Anwendungen auf der
IAM-L6sung sicherzustellen. Ich denke das bekannteste Thema ist glaube ich das AD first, das auch
meistens in vielen IT-Organisationen oder in vielen IT-Bereichen der Organisation, eine klare strategi-
sche MaRRgabe ist, ndmlich die Anbindung von Business Applikationen und Services uber ein Verzeich-
nis Dienst Active Directory oder Azure AD etc. zu gewahrleisten. Das bedeutet, das ist das, was die
Anwendung von ihrer Perspektive tun und dementsprechend muss IAM auch darauf reagieren und diese
Konnektoren auf der IAM Seite selbst analog ebenso zur Verfligung stellen. Also je gréRer und hetero-
gener die Systemlandschatft ist, desto wichtiger ist es, dass sich IAM auf der Art und Weise auf dieser
Heterogenitat der Systemlandschaft auch aufstellt und das entsprechend zu bedienen. Habe ich ein
SAP-System, brauche ich ein SAP Standard Connector, habe ich ein Oracle System, brauche ich einen
Oracle Standard Connector, habe ich eine Postgresdatenbank, brauche ich einen Postgres Standard
Connector, um einfach die Hirde des Onboardings moglichst niedrig zu halten und darum wieder eine
mdoglichst hohe Abdeckung von IAM Uber die Systemlandschaft der Organisation sicherzustellen.

I: Kénnen Sie ein Beispiel dafir geben, wie Modularitat in IAM-Services die Dienstleistung fur interne
und externe Kunden beeinflusst?

A: Insbesondere mit dem Fokus auf Customer Identity und Access Management hat es meines Erach-
tens die Nutzung von der Kundenseite fiir organisationsspezifische Services grundsatzlich verandert,
weil es hat die Rolle des Kunden in der Nutzung der Services, die eine Organisation im B2C Bereich
den Kunden anbietet in einer grundsatzlichen Art und Weise vollig verandert, weil er ist jetzt nicht mehr
der reine Konsument eines Services im Sinne von er liest, er nutzt Informationen, die in die Organisation
im B 2 C Umfeld bereitstellt, sondern er ist im Endeffekt wie damals der klassische interne Enterprise
User auch eine Identitatsklasse, die tatsachlich auch Anderungen in den Informationen in Stammdaten
und Kundenstammdaten selber vornehmen kann. Das hat 2 Effekte, das hat einmal den Effekt, dass
mitunter eine groRere Aktualitét der jeweiligen Daten gewdhrleistet werden kann. Auf der anderen Seite
natiirlich aber auch das Risiko des Missbrauchs und gegebenenfalls auch das Risiko im Sinne der
schwindenden Daten und Informationsintegritét, die natirlich halt auch groRer ist. Soll hei3en Vorteile
durch CIAM andere, beziehungsweise aktivere Rolle der Kunden auf den Systemen der Organisation
und damit verbunden aber auch eine hdhere Kontrollanforderung, um eine Datenintegritat und auch
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Vertraulichkeit im Sinne der klassischen Schutzziele entsprechend auch sicherzustellen, weil es sind
eben gerade nicht nur die Personenkreise der internen Mitarbeiter, der externen Dienstleister, der Part-
ner, sondern es kommt noch eine weitere, und zwar eine signifikant gré3ere Gruppe dazu, namlich die
der Kunden an sich.

Das Thema mit der Modularitat in dem Moment zielt natirlich ab auf entweder ein zentrales, individuel-
les Identity und Access Management, was organisatorisch spezifisch ist. Aber, und da gab es auch in
der Vergangenheit mehrere Anséatze, das nannte sich dann Unified ID und die Mdglichkeit, Uber eine
zentrale ldentitatenplattform eigentlich das fiir Personen auf3erhalb einer Organisation sicherzustellen,
was man schon fir interne Mitarbeiter hat. Eine Identitat ist ja nichts anderes als die Sammlung von
Attributen, die eine Person, wie es schon sagt, identifiziert das meistens fiir interne Mitarbeiter ist das
das HR-System, flir externe Mitarbeiter ist es ein Identity Hub, beispielsweise im Sinne eines SAP Field
Class, beispielsweise fiir externe Kunden gab es das bislang in der Art und Weise noch nicht. Und diese
Idee einer Unified ID ist im Grunde genommen genau das, eine Plattform sicherzustellen, um beispiels-
weise Uber eine dedizierte Plattform oder beispielsweise Themen wie Google wie Facebook, Apple, etc.
wo diese Informationen bereits ja schon gesammelt sind und verschlisselt halt fir Authentisierungsme-
chanismen dem jeweiligen Service zur Verfigung gestellt werden, um dem User es moglichst einfach
zu machen mit seinen Identitéatsattributen den jeweiligen Service zu kénnen.

I: Inwieweit erfordern 1AM-Services eine hdhere Integrationsebene mit anderen Unternehmenssyste-
men?

A: Je hoher die Integration, desto effektiver ist das System. Ich gebe Beispiele: Wenn Ich eine Provisi-
onierung, also die Umsetzung von Systemzugriffen auf eine Anwendung rein manuell habe. Beispiels-
weise es werden sogenannte Provisionierung oder Deprovisionierungsauftrdge an ein manuelles User
Management Ubermittelt, beispielsweise im Sinne von Tickets Service-Now Und ein Mitarbeiter, ein U-
ser Manager oder ein Benutzeradministrator setzt dies manuell um, sowohl in Zuge als auch vergaben,
sowohl Sperrungen als auch Accountanlagen. ist das nattrlich mit jedem Handgriff, der manuell erfolgt,
fehleranfalliger. Nachste Integrationsstufe ware beispielsweise ein lesender Konnektor, soll heiRen ich
lese die Zugriffe aus einem System aus und habe dariber einen Soll-Ist-Abgleich, eine Reconciliation
Funktion bis zum gewissen Grad schon mal sichergestellt. Eine Vollintegration ist zum Beispiel eine
synchrone Anwendung, wo es heil3t sowohl der IAM Service schreibt aktiv Provisionierung rein und liest
sie gleichzeitig aus und balanciert sie zwischen SOLL und IST mit einem fiilhrenden IAM Service als
SOLL so aus, dass das, was im Zielsystem in der Ziel Anwendung drin ist, denen genehmigten SOLL,
gemanl des IAM Services entspricht, soll hei3en, je hdher die Integration, desto hdher die Mdglichkeit
der Prozesseffizienz und desto hoher die Mdglichkeit auch der Kontrolleffektivitat.

I: Wie priorisieren Sie Interoperabilitédt und standardisierte Protokolle im Kontext von IAM-Services?

A: Einheitlichkeit, Standardisierung sind dadurch gekennzeichnet, dass es verprobte technische Me-
chanismen sind, die, wenn sie standardisiert und fokussiert sind, soll hei3en, je weniger Wege ich habe,
wie Informationen von Zielsystemen in den IAM Service reinkommen beziehungsweise aus dem 1AM
Service in die jeweiligen Um-Systeme kommen. Je standardisierter und vor allen Dingen weniger diese
Themen sind, desto einfacher ist es zu kontrollieren, desto geringer ist die Fehleranfalligkeit und desto
geringer ist das Risiko von Verlusten im Sinne der Datenintegritat. Und dementsprechend halt auch die
Effektivitat des IAM-System als Ganzes. Somit wére die Priorisierung Standardisiert vor Individuell vor
Manuell. Also standardisiert vor individuell und das vor manuell.

I: Interviewabschluss: Gibt es von lhrer Seite aus Punkte, die noch nicht angesprochen wurden, die Sie
aber hinzufiigen mdchten?
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A: Ich wirde gerne noch erwahnen, da ich das Thema zum Backup und Recovery interessant fande,
dass viele GroRRorganisationen, gerade aus Performance Griinden, noch on Prem L&sungen nutzen, da
diese davon Uberzeugt sind, dass die Performance hoéher sein soll. Dies liegt daran da eine grofReren
Anpassungspotenzial vorhanden ist. Die On-Prem L&sungen waren in der Vergangenheit dadurch ge-
kennzeichnet, dass ,IT Follows Business* als MalRgabe vorhanden war, das bedeutet man hat die Pro-
zesse der Organisation bzw. den IAM Service den Prozessen der Organisation angepasst. Das was wir
gerade angefihrt haben bzgl. Availability und Loadbalancing etc. und alles was als Cloud Service ge-
rade neu in den Markt stromt, bringt dies alles mit, gerade weil Cloud individuell und je nach Bedarf
Ressourcen zur Verfligung stellt und durch ein Loadbalancing, Backup und Recovery viele der Themen
abdeckt. Ein signifikanter Nachteil, Stand heute, ist dass es in der Regel eine sehr standardisierte L6-
sung ist, wo nun die Malkgabe ist ,Business follows IT*. Das Business muss sich quasi nun an das IAM
angleichen. Das zu balancieren wird glaube ich sehr spannend in der Zukunft, weil viele Organisationen
dies nicht ,gewohnt” sind. Aber um Usability zu haben muss es irgendwo zum Konsens laufenm dass
Organisationen die gesamten Vorteile von IAM Cloud Services nutzen kénnen.

I: Ich danke Ihnen aufrichtig fur Ihre Bereitschaft und die Zeit, die Sie sich genommen haben, um ein
Interview mit mir zu fuhren. Sollten Sie an den Ergebnissen meiner Bachelorarbeit interessiert sein,
werde ich Sie im September darauf ansprechen und sie lhnen présentieren.

Appendix 5: Interview Transcript Il

General Data:

Interview-Type MS-Teams
Interview-Number 3
Interview Date 29.07.2024
Interview-Duration (in Minutes) 20min

Demographic Data:

Industrial Sector Consulting
Role Consultant / Auditor
Experience in IAM /ITSM (in Years) 3 Jahre

I: Vielen Dank, dass Sie sich heute die Zeit nehmen, ein Interview mit mir als Experten zu fihren. Bevor
wir mit dem Interview beginnen, mochte ich mich kurz vorstellen und lhnen einige Informationen tber
mich geben. Mein Name ist Manuel Yambao und ich befinde mich in der Endphase meines Bachelor-
studiums der Wirtschaftsinformatik an der Hochschule Ulm und der Hochschule Neu-Ulm. Im Rahmen
des Interviews mdchte ich lhnen einige Fragen zu ITSM- und IAM-Diensten stellen. Wenn Sie damit
einverstanden sind, bestatigen Sie bitte kurz. Wenn Sie keine Fragen haben, wirde ich jetzt gerne mit
dem Interview beginnen. Andernfalls kbnnen wir vorher etwaige offene Fragen klaren.

Erzéhlen Sie mir bitte zu Beginn des Interviews von den allgemeinen Aufgaben, die Sie in lhrem Unter-
nehmen ausfuhren.
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A: Genau, ich bin Berater bei im Bereich Technology, Risk und bin da sowohl in der Priifung als auch
in der Beratung von Informationssicherheitspriifung und anderen Beratungsprojekten tétig, vor allem mit
regulatorischem Hintergrund. Das heil3t, primar konzentriere ich mich darauf, dass wir in Deutschland
und der EU betroffene Unternehmen durch Regularien dabei unterstiitzen, eben compliant zu werden,
das heil3t im weitesten Sinne sind wir dabei beschaftigt, ein ISMS mit aufzubauen, ein ISMS zu verbes-
sern, ISMS zu prifen, um eben festzustellen, wo sich gegebenenfalls strukturell etwas andern oder
verbessern lasst. Allgemein weniger auf der technischen Ebene und primér auf Governance Ebene.

I: Welche Merkmale hat ein IAM-Service, der ihn von anderen IT-Services unterscheidet?

A: Also ich glaube, dass dem | am im weitesten Sinne dann doch besondere Aufgaben zukommen und
ein spezieller Need das sich eine Organisation an sich selbst. Das heif3t, IAM adressiert ganz spezifi-
sche Risiken fir sich selbst das genau nur den Abschnitt bearbeitet, dass sich um die Berechtigungs-
vergabe und ldentitats- und Berechtigungsverwaltung kiimmert. Andere IT-Services kénnen natirlich
viel umfangreicher oder auch teilweise genauso ,nischig” sein. Ich wirde sagen es ist ein sehr zentraler
und sehr wichtiger Service innerhalb eines Unternehmens, da es Ebene sehr wichtige ist oder zentrale
Aufgabe Gbernommen werden, um tberhaupt andere Services auch zu ermdglichen.

I: Kénnen Sie Beispiele dafir geben, wie IAM-Services auf haufige Applikations On- und -Offboarding-
prozesse reagieren?

A: Grundsatzlich kénnte der IAM Service so gestaltet sein, dass er eben sehr universell ist und dann
auch gut anwendbar ist. Das gleich im Umkehrschluss kann das auch auf die Anwendung zutreffen, die
angebunden werden soll. Das heif3t, wir missen prufen, inwiefern bestimmte Schnittstellen und die
Kompatibilitat eben mdglich ist zwischen. Man muss sich im Klaren sein, was migriert werden muss
oder was nicht migriert werden muss. Wenn es jetzt aber generell ums Onboarding oder Ankntpfung
an IAM geht, ist die Frage, inwiefern kbnnen bestimmte Vorgaben, die sich ein Unternehmen an An-
wendungen stellt, tatsachlich umgesetzt werden und inwiefern kann der IAM Service tatsachlich mit der
Anwendung zusammen arbeiten? Also wie sieht es aus mit dem Incident Management Prozess oder
Emergency User aus? Wie sieht es aus bei den Zugriffen? Wie wird die Authentifizierung gestaltet,
vielleicht auch mit Protokollierung etc. und das muss dann entsprechend fiir jede Anwendung neu eva-
luiert werden.

I: Wie unterscheidet sich die Verwaltung von Usern in IAM-Services von der in anderen IT-Services?

A: Grundsatzlich wirde ich sagen, wirde ich das immer von der Risiko- oder von der Kontrollperspektive
betrachten. Dementsprechend entstehen eigene Anforderungen, welche Zielsetzungen erfillt werden
sollen. Danach richten sich dann eben Prozesse wie z.B. Verwaltung von Usern, nachdem sich am
Ende auch angebundene Applikationen halten missen. Wenn man jetzt zum Beispiel irgendwelche
konkreten gesetzlichen Anforderungen oder Sicherheitsanforderungen erfilllen mochte, kann dies der
Zielsteuerung helfen, was der IAM Service am Ende leisten muss und das unterscheidet sich natirlich
auch von anderen IT Services, die dann vielleicht auch wieder andere Anforderungen und andere Trei-
ber haben, warum es diese gibt oder warum diese so oder so umgesetzt sein missen.

I: Welche Strategien wiirden Sie einsetzen, um die Skalierbarkeit von IAM-Diensten zu gewahrleisten?

A: Ich wirde erstmal sagen, grundsatzlich ist es sinnvoll, einen zentralen Ansatz zu haben. Das heil3t,
dass man grundsatzlich versucht, ein zentrales Benutzermanagement aufzubauen und eine zentrale
Benutzerverwaltung und dabei auch, vor allem dann von der Governance Perspektive einen guten zent-
ralen Rahmen schafft, nachdem sich alles am Ende des Tages richten muss.

I: Wie gehen Sie mit variablen Userlasten um und welche Rolle spielt die flexible Ressourcenzuweisung
in diesem Zusammenhang?
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A: Da fehlt mir aus Governance Beratung und Audit Sicht leider das technische Wissen.
I: Wie definieren Sie 'hohe Effektivitat im Kontext des Availabilitymanagement fir IAM-Services?

A: Da denke ich, ist es wichtig, dass man sich einmal tberlegt, was vielleicht eine Mindestbaseline ist,
die getroffen werden muss. Das heil3t, wir miissen einmal schauen, welcher die Demand denn eigentlich
erfiillt sein muss und jetzt gerade aus Auditbrille ist eben der Teil abzudecken. Dass wir fiir uns identi-
fizieren missen, welche Risiken vorhanden sind und welche Risiken zutreffen kénnten und anhand
welchen Maf3stabes bestimmte Dinge umgesetzt sein sollten oder missten, um eben mindestens diese
Risiken gewissermafen zu mindern oder abzudecken. Das heil3 die Effektivitat oder auch die Wirksam-
keit des IAM Services nicht quasi per se einfach festzulegen, sondern das immer entsprechend indivi-
duell und richtet sich nach der entsprechenden Nachfrage beziehungsweise den entsprechenden Risi-
ken oder auch zum Beispiel bei der Verfugbarkeit eben nach dem, was tatsachlich eigentlich abgedeckt
sein soll oder vorhanden sein soll. Entsprechend ist anhand dieser Nachfrage oder an diesen Anforde-
rungen, dann eben auch zu definieren, was eben vorliegend sein muss, um eben eine gewisse Effekti-
vitat oder Wirksamkeit feststellen zu kénnen.

I: Welche spezifischen Mechanismen wirden Sie einsetzen, um die Kontinuitat fir IAM-Services zu
gewahrleisten?

A: Da ich viel mit Standards gearbeitet habe, ist denke ich ein wichtiger Punkt, dass eben ausreichend
Ressourcen vorhanden sind. Das heil3t, wir miissen zum einen Geld zur Verfigung haben, um eben
etwas sicherzustellen und umzusetzen, aber auch Humanressourcen, das heif3t, wir missen geniigend
Mitarbeitende haben, die eben das Ganze am Ende mit umsetzen kénnen und grundséatzlich auch noch
andere organisatorische Ressourcen, ob es jetzt irgendwelche Rechenzentren, Verfugbarkeiten oder
ahnliches sind. Je nachdem, was eben bendétigt wird. Dann als nachsten Punkt brauchten wir ausrei-
chend Kompetenzen. Das heif3t, wir miissen auch entsprechende Skillsets im Personal haben, um das
Ganze umsetzen zu kénnen. Es muss eine gewisse Kommunikationseben sichergestellt sein, um ein
IAM Service am Ende zu erbringen und eben auch das Ganze aufrechtzuerhalten. Das Ganze muss
ausreichend dokumentiert sein. Das heil3t wir miissen entsprechende Vorgaben haben. Wir missen
entsprechende Prozesse auch dokumentieren, damit nicht jeder irgendwas macht, sondern das einheit-
lich gelebt werden kann und zum Schluss auch eine gewisse Awareness, dass fir die gesamte Organi-
sation diese Prozesse und Anforderungen auch kommuniziert werden kénnen.

I: Wie wird Modularitat im Servicedesign von IAM-Diensten implementiert, um den vielféaltigen Bedurf-
nissen der Kunden gerecht zu werden?

A: Grundsatzlich ist fur IAM mich ja nur in Anflihrungsstrichen eine Teildisziplin von ISMS, aber ich
denke wirde das Ganze anhand eines konkreten Prozesses beziehungsweise Lifecycles aufzeigen.
Das heilt, ich wiirde es festmachen an beispielsweise einem Joiner Prozess, an einem Leaver Prozess
oder einem Mover Prozess, an dem ich dann eben bestimmte Module aufbaue, dort wirde ich es nicht
nur nach 1AM Disziplinen aufteilen, sondern vielmehr danach welche Use Cases sich in dem Unterneh-
men eben stellen oder in der Organisation, die eben nutzen von dem IAM Service hat.

I: Kénnen Sie ein Beispiel dafiir geben, wie Modularitat in IAM-Services die Dienstleistung fur interne
und externe Kunden beeinflusst?

A: Erneut kann ich dazu leider keine konkrete Antwort geben.

I: Inwieweit erfordern IAM-Services eine hdhere Integrationsebene mit anderen Unternehmenssyste-
men?

A: Deutlich héren, weil wir jetzt bei einem normalen System naturlich immer nur den Fall haben, dass
es eben nur da ist, um seinen bestimmten Anwendungszweck zu erfullen und auch zum Beispiel nur

XXIV



einer bestimmten Business Unit vielleicht angewendet werden muss oder eben einem bestimmten Kreis
und bei dem IAM Service ist natirlich deutlich allgemeiner, weil es ein zentraler oder ein Prozess fiir die
gesamte Organisation in jeder Hinsicht sein muss und auch nicht anders eigentlich sein kann, weil die
entsprechenden Risiken oder auch die Zielsetzung, die eben ein IAM Service fir sich selbst hat nicht
ein Teil einer Business Unit adressieren, sondern eigentlich die gesamte Organisation. Entsprechend
sind die Anforderungen an die Integration viel hoher, weil immer die Schnittstelle zu jeder anderen An-
wendung mit betrachtet werden muss und eben aber auch immer die ganzen Anforderungen, die sich
das IAM zum Beispiel durch eine Richtlinie oder durch einen bestimmten Standard etc. setzen sich das
in jeder Hinsicht gefragt werden muss und dann gegebenenfalls, weil die Wahrscheinlichkeit, dass das
bei bestimmten anderen Services nicht der Fall ist, dass diese Anforderungen erfullt werden kdnnen,
dass da eben nach einem Workaround gesucht werden muss und gepriift werden muss, wie bestimmte
Sachen am Ende doch umgesetzt werden kénnen und ich denke gerade diese Workarounds oder diese
Sonderfalle, bei denen vielleicht ein Prozess oder die Umsetzung nicht nach Schema laufen kann, ist
eben eine besondere Herausforderung dann auch bei der Integration. Aber grundsatzlich hat es natir-
lich einen sehr hohen Aufwand, weil eben die Integration tUberall in der gesamten Organisation erfolgen
muss und falls das zu aufwéandig ist, dann entsprechend halt risikobasiert, aber am Ende sollte Zielset-
zung immer sein, den gesamten Roll out zu haben.

I: Wie priorisieren Sie Interoperabilitat und standardisierte Protokolle im Kontext von IAM-Services?

A: Ja, also zum einen missen die Anforderungen eben, wie ich vorhin meinte, genauso liegen, dass sie
das Notigste sicherstellen und gleichzeitig missen sie aber auch so prazise sein, dass die Varianz der
Sachen, die am Ende umgesetzt werden oder der Malinahmen nicht hoch wird, sondern es muss eben
eine Baseline umgesetzt sein, die auch einheitlich ist und dabei hilft dann zum Beispiel ja gerade so ein
Governance Rahmen den man sich selber setzt, um den dann am Ende umzusetzen und die Priorisie-
rung muss dann am Ende zwangslaufig irgendwie risikogesteuert sein.

I: Interviewabschluss: Gibt es von lhrer Seite aus Punkte, die noch nicht angesprochen wurden, die Sie
aber hinzufigen méchten?

A: Von meiner Seite aus ware ich fertig.

I: Ich danke Ihnen aufrichtig fur Ihre Bereitschaft und die Zeit, die Sie sich genommen haben, um ein
Interview mit mir zu fuhren. Sollten Sie an den Ergebnissen meiner Bachelorarbeit interessiert sein,
werde ich Sie im September darauf ansprechen und sie Ihnen prasentieren.
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Appendix 6: Interview Transcript IV

General Data:

Interview-Type MS-Teams
Interview-Number 4
Interview Date 30.07.2024
Interview-Duration (in Minutes) 33min

Demographic Data:

Industrial Sector Consulting
Role Manager
Experience in IAM /ITSM (in Years) 7 Jahre

I: Vielen Dank, dass Sie sich heute die Zeit nehmen, ein Interview mit mir als Experten zu fihren. Bevor
wir mit dem Interview beginnen, mdchte ich mich kurz vorstellen und lhnen einige Informationen tber
mich geben. Mein Name ist Manuel Yambao und ich befinde mich in der Endphase meines Bachelor-
studiums der Wirtschaftsinformatik an der Hochschule Ulm und der Hochschule Neu-Ulm. Im Rahmen
des Interviews mdchte ich Ihnen einige Fragen zu ITSM- und IAM-Diensten stellen. Wenn Sie damit
einverstanden sind, bestatigen Sie bitte kurz. Wenn Sie keine Fragen haben, wirde ich jetzt gerne mit
dem Interview beginnen. Andernfalls kdnnen wir vorher etwaige offene Fragen klaren. Erzahlen Sie mir
bitte zu Beginn des Interviews von den allgemeinen Aufgaben, die Sie in Ihrem Unternehmen ausfihren.

A: Mein Arbeitsalltag setzt sich aus meiner Sicht zusammen aus drei gro3en Saulen. Saule eins ist
Project Delivery im Bereich 1AM bei den Kunden. Saule zwei ist internes Engagement Management.
Damit meine ich das Pflegen und Verwalten der Financials, also Rechnungsstellung, Weiterbeauftra-
gung, Jobpflege, Planung, Ressourcenplanung auch und Saule drei ist Mitarbeiterentwicklung. Dann
kénnte man noch eine vierte Saule hinzunehmen, die hatte ich jetzt in der ersten integriert, da kénnte
man noch das Thema Accountentwicklung und Marktbearbeitung hinzufligen. Je nachdem, wo du das
ein kategorisieren mochtest, sind das die grof3en vier Dinge, die wir, glaube ich, ab Manager fangt das
an, haben.

I: Welche Merkmale hat ein IAM-Service, der ihn von anderen IT-Services unterscheidet?

A: Ich glaube, dass IAM einer der wenigen Services ist, wenn man den vergleicht gegeniiber anderen
Services nimmt, egal ob jetzt aus Dienstleister oder Mitarbeiter Sicht eines Unternehmens sieht in ir-
gendeiner Art und Weise diesen Prozessen, die von einem IAM vorgegeben werden leben muss, weil
jeder Mitarbeiter in jedem Unternehmen in der heutigen Zeit braucht IT-Unterstiitzung bzw. jedes Un-
ternehmen braucht fir das Managen der wertschépfenden Prozesse IT-Unterstlitzung und daftir mis-
sen Mitarbeiter mit Berechtigung versehen werden, auf welchem Weg auch immer. Das heif3t, im Nor-
malfall wird jeder Mitarbeiter involviert, im Optimalfall merkt er es nicht. Das ist auch die Downside an
dem Thema. Ein optimales IAM verlauft lautlos und der Mitarbeiter, der nicht primar mit dem Thema
IAM in Berihrung kommt, merkt es erst, wenn etwas nicht funktioniert. Deswegen werden wir mit IAM
nie einen richtigen Preis gewinnen. Ein zweiter Teil, der sich auf das Thema IAM anwenden lasst, das
geht auch so ein bisschen in das Thema Risikomanagement, aber bei IAM ist der Mehrwert, den wir

XXVI



dem Unternehmen gegeniiber schaffen oder der Mehrwert, den die Leute innerhalb eines Unterneh-
mens, die IAM betreiben, gegeniber ihrem eigenen Unternehmen schaffen, schwer messbar ist. Es ist
sehr schwierig, einen monetéren Nutzen an das Thema IAM zu hangen. Warum? Weil wenn dein IAM
gut funktioniert, hat man eigentlich keine Incidents, es gibt wenig Missbrauch, es ist smooth, du hast
einen effizienten Weg, aber es ist extrem schwierig, bis unméglich das mit einem monetaren Wert zu
beziffern. Das heif3t, die Belohnung ist eigentlich, dass du Incidents minimierst, die du gar nicht hast,
und die Schaden, wenn du einen Incident hast, mdglichst gering bleiben. Das heif3t, auch da das Thema
IAM wird genau dann so richtig hei3, wenn es mal schief gegangen ist und es vorher nicht in Place war.
Das ist leider so ein bisschen die Ode, die wir alle, die im Bereich IAM arbeiten tragen und da muss
man, einfach Awareness erzeugen, dass das Thema durchaus eine Berechtigung hat.

I: Kbnnen Sie Beispiele dafiir geben, wie IAM-Services auf haufige Applikations On- und -Offboarding-
prozesse reagieren?

A: Es sind drei Themen, die wir oder die auch ich bei den Kunden befiirworte und versuche zu bewer-
ben. Punkt eins ist, wir brauchen einen Standard-Prozess zum schnellen On-Boarding. Das haben viele
Unternehmen schon nicht. Was meine ich damit? Eigentlich miisste man das Thema IAM-On-Boarding
in den allgemeinen Application-Life-Cycle-Prozess der IT von Unternehmen integrieren. Heil3t, wenn ein
Unternehmen eine neue Software einfuhrt, dann gibt es im Normalfall Prozesse, wo Konzepte abgelegt
werden. Es werden vorher Analysen gefahren, gegebenenfalls gegen das Enterprise Architecture Ma-
nagement, wo man sich die Gesamt-IT-Landschaft anschaut. Es werden dort gewisse Dinge abgefragt
vor Go-Live einer Anwendung oder eines Services. Eigentlich muss das Thema IAM dort schon mit
eingeflochten werden. Beispiel, das Schonste, was ich bisher gesehen habe, ist dass ein Unternehmen,
die hatten ein sogenanntes Change Advisory Board. Das heil3t, wenn ich als Service oder Anwendungs-
verantwortlicher mit einem neuen Service live gehen mdchte, dann muss ich mir einen Slot in diesem
Boardtermin buchen welcher periodisch stattfindet. Dann habe ich ca. zehn Minuten Zeit zu erklaren,
warum ich live gehen mdchte und was ich da tue. Dieses Change Advisory Board setzt sich zusammen
aus Leuten, aus Enterprise Architecture, aus Risk Management, aus Governance, also einfach eine
Auswahl an ausgewadhlten Leuten, die die IT-Infrastruktur des gesamten Unternehmens aus unter-
schiedlichem Blickwinkel betrachten. Das Unternehmen, das das gemacht hat, hatten eine Person aus
dem IAM-Team mit dabei in diesem Change Advisory Board. Das heif3t, das IAM-Team hat zu jeder Zeit
mitbekommen, wenn es neue Services oder neue Anwendungen gab. Diese Person hat sich dann An-
wendungsverantwortlichen in Verbindung gesetzt und gesagt, okay, bevor du live gehst, brauchst du
ein Berechtigungskonzept, weil das Berechtigungskonzept fur uns ist die Grundlage, um im Optimalfall
automatisiert zu onboarden. Ein Onboarding von Anwendungen ist aus meiner Sicht relativ einfach,
wenn man eine saubere Datenstruktur oder Berechtigungskonzept hat, was maschinell auslesbar ist.
Weil dann kann man relativ einfach Uber eine CSV-Schnittstelle Berechtigungselemente in einem I1AM-
System erzeugen. Die Personaldaten kommen sowieso seitens HR. Dann ist man erstmal im I1AM-
System. Dann ist die Frage der Strategie, wollen wir ein manuelles Provisioning oder Deprovisioning
oder wollen wir ein automatisches? Eigentlich will man immer automatisch, aber oft ist das Thema mit
Kosten nutzen nicht gegeben, dass wir immer automatische Schnittstellen implementieren. Deswegen
kann es auch sein, dass man dabei bleibt und sagt, wir haben einen Benutzeradministrator, der selbst
Auftrage vom IAM-System im Zielsystem umsetzt. Offboarding aus meiner Sicht ist auch relativ simpel.
Da reicht ein periodischer Abgleich gegen das IT-Asset-Management-System, welches auch immer es
ist. Die meisten Unternehmen haben irgendeine Art ein System, wo IT-Assets gepflegt werden, eine
CMDB oder &hnliches. Wenn dort zum Beispiel irgendwas steht mit End of Life oder Deprovision, dann
kann man entweder manuell oder automatisiert abgleichen und sagen, diese Anwendung geht End of
Life bis X. Bis zu diesem Zeitpunkt, vielleicht mdchte ich noch eine grace period definieren, aber nach
diesem Zeitpunkt schmeil3e ich alle meine Berechtigungselemente inklusive der Information Gber die

XXVII



Anwendung aus meinem IAM-System raus. Das heif3t, schnelle standardisierte Prozesse fiirs Onboar-
ding, namlich zum Beispiel ich habe ein Template, in dem ich hochlade, dann das Einbetten der Pro-
zesse oder der IAM-Trigger in das Application Life-Cycle des Unternehmens und periodische Abgleiche
mit dem IT-Asset-Management-System des Offboarding. Fir mich, das Incident Management und das
IAM greift nur bedingt ineinander.

Wo man eine groRe Uberschneidung hat, das ist beim Thema Privilege Access Management und Inci-
dent Management, das ist eng verknlpft. Wenn du Privilege Access Management als Teil des IAM
verstehst, dann hat die Auswirkungen. Das hat weniger mit den Userzahlen zu tun oder dem On- und
Offboarding von Personen, sondern eher Uiber den Fall, wie identifiziere ich ein Incident? Das ist zum
Teil PAM. Incidents werden h&ufig dadurch erzielt oder geférdert, dass Leute zu viele Rechte haben
und mit ihren Rechten kritische oder privilegierte Handlungen vornehmen kénnen, die schadlich sind fir
das Unternehmen. Im Bereich Privilege Access Management machst du diese Handlungen erst mal
sichtbar. Wenn du jetzt den IAM-Kosmos nicht verlassen mdchtest, dann bist du hier am Ende. Dann
hast du gesagt, ich habe Privilege Access Management, das hat funktioniert oder das hat nicht funktio-
niert. Mein Privilege Access Management Tool, was meistens in Nutzung ist, sagt mir sogar, hier ist ein
potenzieller Incident oder es gibt Daten, aus denen ich potenzielle Incidents herauslesen kénnte. Wenn
wir dann keine fachliche, funktionale und organisatorische Schnittstelle ins Incident Management haben,
passiert nichts. Das heil3t, das Thema IAM kommt dann ins Spiel und das ist flr mich Teil des Incident
Managements. Aber aus meiner Sicht hat das On- und Offboarding von Anwendungen bezlglich Inci-
dent Management noch keine groRen Zusammenhéange, aufRer du gibst mir einen.

I: Wie unterscheidet sich die Verwaltung von Usern in IAM-Services von der in anderen IT-Services?

A: Dass wir die Services und die Userverwaltung und die Prozesse hinter der Userverwaltung wirklich
so gestalten, dass es der User am Ende nichts mitbekommt. Also ich glaube, IAM ist einer der wenigen
Services, wo wir nicht wollen, dass Leute groR3artig mitbekommen, was im Hintergrund passiert. Wie
gesagt, also das beste IAM funktioniert lautlos. Eine Sache vielleicht, die Schwierigkeit bei dem Thema
IAM zusétzlich ist noch und auch das hebt sich ab von vielen anderen Services. Wir haben immer, wenn
du zum Beispiel einen Application Verantwortlichen nimmst, der verantwortet eine Applikation, dann ist
diese Person fur das Unternehmen eingestellt worden, um diese Anwendung zu verwalten. Mit dem
IAM-Thema kommen wir jetzt um die Ecke und erklaren dieser Person, dass er Uber seine normale
Tatigkeit hinaus noch ganz viel fir uns machen muss auch,das heifdt, , viele Mitarbeiter, die auch viel-
leicht gar nicht so technisch versiert sind, sind auf einmal mit technischen Themen konfrontiert, mit
denen sie gar nicht konfrontiert sein wollen. Daftir wurden sie auch nie eingestellt. Aber sie missen sich
aufgrund meistens irgendwelchen Governance-Vorgaben dem unterwerfen. Das heil3t, wir haben auch
sehr viel aufgrund der Natur oder der Sache mit sehr viel Ablehnung zu tun innerhalb des Unternehmens
beziglich dem Service IAM. Und das muss man adressieren auf unterschiedlichste Art und Weise.

I: Welche Strategien wirden Sie einsetzen, um die Skalierbarkeit von IAM-Diensten zu gewahrleisten?

A: Ehrlicherweise hatten wir auf allen Projekten bisher die Schwierigkeit der Skalierbarkeit. Das eine ist
einfach die technische Schwierigkeit der Skalierbarkeit der eingesetzten Tools. Auch Tools haben Gren-
zen in ihrer Schnelligkeit von Berechnungen. Je mehr Daten ich da reinwerfe, desto langsamer wird es.
Ich weil3 nicht, ob das in der Zwischenzeit besser geworden ist. Wir sind auch bei sehr groRen Unter-
nehmen unterwegs, fairerweise, aber auch je groBer das Unternehmen, je umfangreicher die IT-
Landschaft und desto umfangreicher auch die Berechtigungsstruktur, desto schwerer wird es fir ein
System auch beispielsweise in Echtzeit zu handeln. Das muss teilweise passieren. Im Kontext SOD
zum Beispiel, dort Ergebnisse zu reduzieren. Was ich aber pladiere, was jetzt nicht technisch ist, ist das
Thema, wir wollen die Prozesse so einfach halten wie maglich. Weil, wenn du dich auf die Kernprozesse
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im IAM konzentrierst, miissen die nicht komplex sein. Die werden immer erst dann komplex, wenn wir
anfangen, oder auch wenn der Kunde anfangt, Sonderlocken mit einzuweben. Jeden Fall, also auch
jede Abweichung, die kommen kénnte, prozessual schon abzufangen. Da bin ich gar kein Fan von. Die
Prozesse sollten so einfach wie moglich sein. Wenn Sachverhalte in diesen einfachen Prozessen nicht
handelbar sind, dann ist es aber auch eine Abweichung des Standardprozesses. Da muss man sich
eher Uberlegen, was passiert mit dem Rest. Aber im Standard wollen wir so einfach wie mdglich sein.
Das heif3t, kein Abbilden von Befindlichkeiten einzelner Personen oder von politischen Konstrukten.
Auch kein Abbilden irgendwelcher Sonderlocken. Der letzte Punkt ist, so viel automatisieren wie nur
mdglich. Das heil3t, weg von der manuellen Benutzeradministration hin zu automatisierten Schnittstellen
und die mussen einfach technisch gebaut werden.

I: Wie gehen Sie mit variablen Userlasten um und welche Rolle spielt die flexible Ressourcenzuweisung
in diesem Zusammenhang?

A: Ich weil3 aber nicht, ob dir meine Antwort geféllt jetzt. Ich bin aber der Meinung, dass wir gar keine
so hohe Varianz in dem IAM-Thema haben. Weil die Berechtigung, es gibt unterschiedliche Orte, wo
Varianzen auftreten kdnnen, oder wo Dynamik reinkommt. Der eine Punkt ist Berechtigungsstruktur.
Das Einzige, was du hast, es kommt mal ein System dazu, es kommt mal ein System weg, ist das aber
von der Menge, aus meiner Sicht, nicht ausreichend, um jetzt hier grof3 mit, wie hast du es genannt,
elastic resource allocation zu spielen. Ich glaube, das was da an Varianz da ist, kann jedes System
mehr oder weniger berechnen. Wir haben eigentlich auch keine grol3e Varianz beim Thema der User-
zuweisung. Wer darf was? Du hast natirlich an Stichtagen , Abteilungswechsenl, mehr Anfragen fur
neue Rechte oder dem Ldschen von alten Rechtenzuweisungen als an anderen Tagen. Aber auch da
solltest du eigentlich keine grof3e Varianz haben. Fir mich personlich, wenn du eine grof3e Varianz hast
im Bereich IAM, dann kénnen das nur zwei Themen sein. Entweder du hast eine organizationstechni-
sche Reorganisierung, also dass sich das Unternehmen reorganisiert, Abteilungen werden umgezogen
und inhaltliche Aufgaben werden umgezogen. Dann hast du eine Varianz, die ist auch erklarbar und der
zweite Teil ist entweder ein Fehler oder ein Incident. Wir haben in der Vergangenheit auch solche Vari-
anzen so behandelt. Wir haben Prozesse gebaut, wo wir Thresholds angelegt haben, wo wir gesagt
haben, wenn wir von HR mehr als x Datensatze bekommen oder zum Beispiel fur die Anlage von Usern,
aber noch viel schlimmer fur die L6schung von Usern, dann verarbeiten wir die erstmal nicht weil diese
sind untypisch und muissen wir uns erstmal genauer anschauen. Das heil3t, wir haben eigentlich zum
Thema Varianz eher damit gearbeitet, wenn wir eine zu hohe Varianz haben, stimmt hier irgendwas
nicht. Auf der anderen Seite habe ich ja zuvor gesagt, und das passt aus meiner Sicht dennoch zusam-
men, dass wir eine sehr hohe Rechenlast haben kénnen. Das stimmt schon, aber die ist tendenziell
sehr hoch und die ist immer sehr hoch. Das muss man sich nur vorher bewusst machen. Zum Beispiel
im Kontext SOD, wenn ich dort eine Methologie baue, die sehr komplexe Berechnungen erfordert, dann
fige ich die einmal ein, dann habe ich gegebenenfalls einen hoheren Bedarf an Rechenleistung, aber
den habe ich immer. Also ich bin der Meinung, wir haben eigentlich keine groR3e Varianz, und wenn wir
eine haben, dann deutet das darauf hin, dass es entweder organisatorische Veranderungen gibt, Fehler
oder tatséachlich auch Incidents.

I: Wie definieren Sie 'hohe Effektivitat im Kontext des Availabilitymanagement fir IAM-Services?

A: Da wurde ich getrennt antworten, weil da gibt es fir mich einen Riesenunterschied zwischen 1AM
und PAM. Bei IAM muss aus meiner Sicht die Availability nicht wirklich hoch sein. Da reichen mir 90
Prozent, 80 Prozent. Wenn dein IAM-System down ist, kdnnen trotzdem alle arbeiten. Das Einzige, was
in der Zeit nicht passieren kann, ist, dass ein Mitarbeiter ein neues Recht bekommt, was er vorher nicht
hatte. Und selbst das kann er im Zweifel, wenn das IAM-System down ist, sich direkt im Zielsystem
holen, Uber einen Sonderprozess, Gber manuelle Menschen, die sagen, okay, wir verstehen, hier gibt

XXIX



es irgendwas, du musst da unbedingt dran. Ganz anders als bei einem PAM-System. PAM-Systeme
missen hoch verfiigbar sein. Zum Beispiel CyberArk und so ist auch die Losung von CyberArk. Cyber-
Ark ist Marktfiihrer im Bereich PAM. Die Losung von CyberArk ist so aufgebaut, dass es auch geogra-
fisches Mirroring gibt der relevanten Komponenten, sage ich jetzt mal. Warum? Weil an CyberArk oder
an ein PAM-Tool binden wir all die Assets an, die superkritisch sind firs Unternehmen sind. Das heif3t,
wenn die down sind, hat das Unternehmen echt ein Problem. Wenn mein PAM down ist, ist das auch
noch nicht so schlimm, weil ich kann normalerweise auf anderen Wegen noch in meinem Asset arbeiten.
Schlimm ist, wenn beides down ist. Mein Asset, was ich bearbeiten mochte, ist down. Ich méchte es
Uber PAM fixen. Kann ich aber nicht, weil PAM auch down ist. Das ging schon so weit bei einem Kunden.
Die hatten so ein schlechtes Bauchgefihl beziiglich der Availability ihnres PAM-Systems, dass wir einen
manuellen organisatorischen Prozess gebaut haben, der physische Tresore beinhaltete und Menschen,
die angerufen werden, wenn etwas passiert. Einfach nur fiir den Fall, dass die Systeme nicht erreichbar
sind. Dann haben wir einen Pen-and-Paper-Prozess designt, um dies sicherzustellen und mit Personen,
die auch 24-7 erreichbar sind. Das ist dann das néchste. Um sicherzustellen, dass zu jeder Zeit, viel-
leicht mit ein bisschen Verzug, egal ob die IT da ist oder nicht, jemand privilegiert handeln kann in deren
wichtigsten Kernbanksystem, das war eine Bank. Wenn du Authentifizierung mit reinzéhlst, wirde ich
meine Antwort revidieren und sagen, da muss ebenfalls eine hohe Availability hergestellt werden, weil
sonst kann keiner arbeiten. Wenn du jetzt von einem zentralen IGA-Tool, so nennen die sich ja meis-
tens, also Identity Governance and Administration Tool, wenn du nur davon ausgehst, weil ein Authen-
tication Provider, der macht nichts anderes, aul3er zu sagen, Manuel ist Manuel, der kann da rein. Und
der kann aber dann nur da rein, wenn vorher ein IGA-Tool nicht geregelt hat, was Manuel da drin darf.
Also Authentication Services Availability sehr hoch, IGA-Tool nicht so hoch, PAM-Tool sehr hoch.

I: Welche spezifischen Mechanismen wirden Sie einsetzen, um die Kontinuitét fir IAM-Services zu
gewabhrleisten?

A: Ehrlicherweise, um die Kontinuitat von IAM-Services sicherzustellen, da unterscheidet sich IAM nicht
von anderen wichtigen Services in Unternehmen. Was meine ich damit? Es gibt wieder Ablaufpléne im
Sinne von Disaster Recovery, die vorher definiert werden miissen. Es missen regelmafig Backups
definiert werden. Es muss sich dariiber Gedanken gemacht werden, wie wird geléscht oder wird tber-
haupt geldscht. Also die klassischen BCM-Themen und IT SCM-Themen, die unterscheiden sich nicht
von anderen wichtigen Services, nur weil es in IAM-Services aus meiner Sicht. Es gibt im IT-Asset-
Management ja meistens IT-Assets die gemaR Kritikalitéat eingestuft werdenuUnd wenn der I1AM-
Service, das machen nicht alle Unternehmen, aber wenn der hoch eingestuft ist, dann gelten fur den
genau dieselben Anforderungen im Sinne von Disaster Recovery und Backup und Incidence Response
wie fur alle anderen wichtigen Assets auch, was auch immer dein Unternehmen ist. Wenn es eine Bank
ist, machen wir das Gleiche, was ein Kernbanksystem auch machen muss. Ich glaube, da gibt es keine
grolRe Unterscheidung. Da ist eher die Frage, da misstest du jemanden fragen, aus dem sein Kernge-
biet BCM und IT SCM oder Incidence Response ist, was er der Meinung ist, was High Critical Assets
fur ihn erfullen missen im Sinne der Kontinuitat.

I: Wie wird Modularitét im Servicedesign von IAM-Diensten implementiert, um den vielfaltigen Bedurf-
nissen der Kunden gerecht zu werden?

A: Ich wirde das Thema IAM sachlich schneiden. Und zwar in einzelne Pakete tatséchlich. Und wirde
dann, und so machen wir es ehrlicherweise auch, nicht nur, wenn die Applikation Kunde des Services
ist, sondern auch wenn der Kunde uns anfragt. Ehrlicherweise, ich wiirde es gleich behandeln. Ich
wirde sagen, wir haben einen IAM Service, der beinhaltet erstmal alles. Und du kannst jetzt einzelne
Pakete auswahlen, die du von uns unterstiitzt haben mdchtest. Beispiel, Authentifizierung, also hast du
es vorhin selber ja schon gesagt, Authentication ist ein Teil. Fir mich einigermal3en ein kleiner Teil, weil
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dafir gibt es Losungen. Das ist nicht wahnsinnig schwer zu implementieren. Da musst du nur einheitlich
Uber das Unternehmen sein. Viel schwieriger ist alles rund ums Access Management. Weil da gehort
Role Management dazu, die Vergabeprozesse dazu. Dann kann man sich dem Thema Account Ma-
nagement widmen. Ich kann dir gleich die Sachen mal definieren, wie ich es machen wiirde. Ich wiirde
ein Service Portfolio bauen und wiirde sagen, wir liefern dir Identity Management, wir liefern dir Access
Management, wir liefern dir Account Management, wir liefern dir Kontrollen. Mit Kontrollen meine ich
SOD Methodiken, Prozesse, wie das anzuwenden ist, Reconciliation, also SOD Listabgleich zwischen
IAM-System und Zielsystem, Access Reviews, brauchst du Hilfe bei Access Reviews, brauchst du Hilfe
bei Privilege Access Management, brauchst du vielleicht sogar Ersthilfe in deinem Bereich IT Service
Management, kennst du Uberhaupt deinen Scope als Kunde. Dann wirde ich, fur all diese Themen
einen Standardprozess bauen und wirde den auch implementieren und wirde dann den Anwendungen
und den Anwendungsverantwortlichen anbieten, zu sagen, wenn du diesen Service nutzt, so wie wir ihn
dir vorgeben, dafur musst du dich vielleicht verbiegen, aber wenn du das machst, dann bist du auf einen
schlag Compliant und wir haben sie super effizient gebaut. Langfristig gewinnst du damit. So wirde ich
es machen.

I: Konnen Sie ein Beispiel dafiir geben, wie Modularitat in IAM-Services die Dienstleistung fur interne
und externe Kunden beeinflusst?

A: Ich glaube, wenn du ein modulares Service Portfolio baust und dem Kunden in Anfiihrungszeichen
die Wahl lasst, was er nutzt, dann kriegst du nie eine richtige Zentralitat hin und eine Einheitlichkeit Gber
alles, weil sich dann jeder das rauspickt, was fir ihn am einfachsten und im Zweifel auch am glnstigsten
ist. Das heif3t, du musstest, wenn du den Weg, weil das fehlt eigentlich in der Frage aus meiner Sicht,
damit das funktioniert, wenn du den Weg des Service-Pakete gehst, dann brauchst du auf der einen
Seite aber eine Governance, die relativ viel vorgibt zu diesen einzelnen Service-Paketen, weil sonst
baust du dir durch das Schneiden des Services eine sehr dezentrale und ungleiche Welt und das méch-
test du im Normalfall im Bereich IAM nicht haben. Die Unterscheidung zwischen intern und extern, ver-
stehe ich zwar, macht aber fur mich keinen Unterschied im Prozess und in der Technik.

I: Inwieweit erfordern IAM-Services eine hdhere Integrationsebene mit anderen Unternehmenssyste-
men?

A: Auf meinem Zettel steht wesentlich, als ich mir das vorlberlegt habe. Warum? Weil das IAM-System
aus meiner Sicht nimmt eine zentrale Rolle ein im steuern des Unternehmens. In der Effizienzsteuerung,
wenn Leute immer Monate, Wochen auf ihre Rechte warten, das beeinflusst die Effizienz des Unter-
nehmens im negativen Sinne. Aber das IAM-System ist nicht immer fihrend fur alle Informationen. Zum
Beispiel das IAM-System ist im gro3en Stil darauf angewiesen, dass die Daten, die aus HR kommen
richtig sind. Das IAM-System ist nicht fuhrend fur Personaldaten. Personaldaten kommen aus einem
oder mehreren HR-System immer und wenn die schlecht sind, kann ich auch nie ein gutes IAM-System
bauen. Auf der anderen Seite ist es wichtig, dass wir eine hohe Automatisierung in unsere Zielsysteme
haben und es ist auch wichtig, dass wir aus IAM-Seite Daten so bereitstellen kénnen, dass wir als Pro-
vider fur andere Services dienen kdnnen, wenn notwendig. Zum Beispiel fir ein Azure Active Directory
oder fur irgendwelche Group Directories, die es meistens gibt. Das heif3t, auch wir kénnen Informationen
weiterleiten die wir bekommen. Beispielsweise das IAM-HR-System werden bei uns angereichert, fur
Zuweisungen von Berechtigungen, fur weitere Metadaten, die gegebenenfalls vorher nicht erfasst wur-
den und es kann sein, dass Anwendungen oder weitere Services diese Daten von unsererseits brau-
chen. Dann miissen wir naturlich versuchen, Endpoints bereitzustellen, sodass man die mdglichst stan-
dardisiert auch abgreifen kann Uber REST APIs oder sonstiges.

I: Wie priorisieren Sie Interoperabilitédt und standardisierte Protokolle im Kontext von IAM-Services?
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A: Ich kann dir sagen, dass wir bei diversen Kunden auch schon ein Problem hatten bei der Interopera-
bilitat innerhalb des IAM-Systems, weil du hast zum Beispiel auf der einen Seite ein Provisioning Engine,
auf der anderen Seite hast du eine Datenbank. Dann hast du so eine Art Ticketing-Komponente oder
Modul innerhalb des IAM-Systems, wo du jedenfalls Prozesse abbildest und wenn das nicht funktioniert,
das Zusammenspiel dieser Komponenten, dann hast du sowieso schon verloren und an sich bin ich
groRer Fan von Standardisieren, wo es nur mdglich ist. Und zur Not auch Software, die mit diesen
Standardprotokollen nicht umgehen kénnen, nicht einkaufen, das wirde ich knallhart so machen.

I: Interviewabschluss: Gibt es von lhrer Seite aus Punkte, die noch nicht angesprochen wurden, die Sie
aber hinzufiigen méchten?

A: Von meiner Seite passt alle.

I: Ich danke Ihnen aufrichtig fur Ihre Bereitschaft und die Zeit, die Sie sich genommen haben, um ein
Interview mit mir zu fihren. Sollten Sie an den Ergebnissen meiner Bachelorarbeit interessiert sein,
werde ich Sie im September darauf ansprechen und sie lhnen présentieren.

Appendix 7: Interview Transcript V

General Data:

Interview-Type MS-Teams
Interview-Number 5
Interview Date 01.08.2024

Interview-Duration (in Minutes)

Demographic Data:

Industrial Sector Insurance
Role Service Manager/Lead
Experience in IAM /ITSM (in Years) 3

I: Thank you for taking the time to conduct an interview with me as an expert today. Before we start the
interview, | would like to briefly introduce myself and give you some information about me. My name is
Manuel Yambao and | am in the final stages of my Business Information Technology bachelor's degree
at the University for applied Science Ulm and University for applied Science Neu-Ulm.

As part of the interview, | would like to ask you some questions regarding ITSM and IAM services. If you
agree to this, please confirm briefly. If you have no questions, | would now like to start the interview.
Otherwise, we can clarify any open questions you may have beforehand.

I: At the beginning of the interview, please tell me about the general tasks you perform in your company.
A: I'm currently Service Lead for the CIAM Product of a reinsurance company.

| would say in CIAM, specifically my roles include managing customers who have basically their feet
and hands dug deep into CIAM, which is the identity provider for end customers, which is a global
product that is being used technically for authorization of clients to reach the reinsurance platforms or
company associated platforms.
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Short about also what I've done in the past, | was also the service lead for APIM, which is the API
management platform used by a lot of company associates and company internal products.

There | was also a service lead and | was responsible for managing similar aspects like managing the
operations, including the publishers of APIM and also the demands from the publishers, translating them
to the APIM team so that these demands could be then implemented in the productions. Coming back
to CIAM, this is what | do as well. | take over the demands from different associates and partners. Major
partners are basically all over the globe, but they are majorly in the US and the UK, where we take in
the requests.

But these requests are also in the Southeast Asia region. Recently we've seen a spike in the Southeast
Asia region and US region where we're doing a lot of federation requests. We're doing the user lifecycle
management for CIAM.

We're doing the access controls. We're doing the authentication and authorization through multiple ways
and the centralized management. | would say there are two platforms that our company uses. One is
IAM, which is the identity and access management, which is technically for all the accesses related to
the internal customers, the initial accesses that one might need. So, let's say a cloud account. The
credentials related to the cloud account; the accreditations related to the cloud account are managed
over IAM. CIAM is technically just for authorization concepts for external customers. This would not
mean that we do not do anything for the internal customers. We do provide them accesses, but for that
they have to go through a layer of IAM, which is internal to the company usually.

I: What characteristics does an IAM service have that distinguishes it from other IT services?

A: CIAM could be just the authorization layer. Obviously it has to be compliant. It has to incorporate all
the risks and make sure that the risks are tackled.

This is just an authorization concept. For other risk assessments, for other compliance related software,
for other tools that people might use, there are different aspects to it.

For example, for a risk assessment software, you might have to give a risk score to it, which CIAM
doesn't provide.

Or for compliance related software, you might have to tell at the end of the day, what are the different
assessments that you did for compliance?

So different levels of assessments that you did probably relate to the services, descriptions, also related
to the access identified.

So CIAM becomes a part of it inherently. CIAM just plays a role in technically all of this software of just
providing an authentication and authorization mechanism for end users.

So CIAM has to make sure that if the external users are logged in to a company domain, that they do it
in a compliant way and in a non-risky way specifically.

So that is what CIAM plays as a role. It plays a part of it. It necessarily doesn't have to stay your way.
Some customers might incorporate so it’s an optional tool that the customers might incorporate. Some
do not. Some use Microsoft 365 tools for doing that.

CIAM uses Azure B2C, for example, in that case. So that is the major differentiation, | would say. So
there are different other ways of doing the authentication and authorization.

CIAM just provides a platform to do that through Azure B2C.
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I: Can you provide examples of how IAM services respond to frequent application onboarding and off-
boarding processes?

A: Okay, so | mean as a part of on boarding, | would say the customers usually ask for self-service as
the central aspect. They should be able to manage their user base. | would say CIAM, in context of
CIAM, keeping it in context of CIAM itself, there are a couple of self services portals that we offer to the
customers or internal customers or external customers which we use. But obviously self service portals
doesn't necessarily mean that the backend is sorted. So, for the backend on boardings, obviously based
on the use case, there might be different requirements from the customers that might come in. 1 would
say example here would be a customer from the US who has currently their portal for onboarding a
customer, but they would like to integrate CIAM because they want to move away from one type of
solution or they want to have a hybridized solution. In that case, we have to develop different policy
based access management. In case of policy based access management, what we do is we just create
a policy for them saying how the access flow would look like, how the role authentication would look like
in that access flow, and if that would be a single sign on or if that would be a local login.

Based on these logins, we have auditing scenarios. We provide last login timestamps that we make
sure that the customers are able to see we perform an account lifecycle for a user, making sure that the
user is deregistered from that application or from CIAM after a specific amount of time.

Moving towards, you know, that would pave our path to the offboarding scenarios, users usually are
deregistered or deactivated from CIAM platforms after a specific amount of time as a part of account
lifecycle, but the application offboarding for us would mean that we go ahead and we deregister the
user, deregister the roles that the user has.

Make sure that if the application is using a CIAM API endpoint, we deregister that. And based on that,
we finish off all the offboarding scenarios. We've got like 10 to 15 controls that we have for offboarding,
which we have to complete before we finish off the complete off.

You know, we say that the offboarding is done.

Regarding the amount of users this could mean, if you're talking about quantitatively, you know, what
CIAM technically has to offer in that case, the possibility is technically limitless. We do not set any limit
on the amount of users that needs to be onboarded.

Since it's a self-service mechanism, the users can be onboarded, you know, through a bulk invitation
mechanism, or they could just automatically federate to our or just use an automatic onboarding mech-
anism. | wouldn't put a number to it. | would say that until now we federated customers to us with multiple
email domains, because, you know, 10 to 15 email domains, and now we're working on 2,000s of email
domains that we're federating, which means you can scale it up to a number, like yourself, saying that
if there is a domain, and there are thousands of users to a domain, it would add up to millions and then
also to billions at the end.

I: How does the management of user identities in IAM services differ from that in other IT ser-vices?

A: There are different scenarios that you should consider in this aspect, according to me. One would be
an SSO scenario and one would be a local login scenario, right?

In terms of SSO, | would consider this as some kind of advanced authentication, | would say, where we
use SSO, but we make sure that there is a multifactor authentication associated to it.

There is another aspect to it that the users, | mean, for a user who's logging into SIAM or into a SIAM
portal, associated portal, would see usually an option based on how the application is set up.
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If the application allows them an SSO, they would be able to use an SSO, otherwise they would have
to create a local login which basically asks them to create a password for themselves.

A user can identify in both ways or in a hybridized way, however the user would like it to be.

CIAM in terms of that would be a flexible tool, | would say, which provides users both or all the three
options and a glance.

You have to also understand that this is as granular as it can go. This is the most granular form.

User can reset a password, user can reset their MFAs, nowadays the user can also have a centralized
mechanism, so the admins can manage the users.

Attaching to the fact that users also have a specific user lifecycle that is running in the background,
which makes sure that the user who's logging in has a timestamp to it and this is being recorded.

For a user, usually, what matters is to make it easy and accessible, everything that we're doing.

An IAM service, in that case, according to me, should incorporate all the three that CIAM is also providing
and above and beyond be compliant and make sure that there are,

that the user information is bundled and the user feels secure while logging in. That is what | would see
as IAM service from a user perspective.

If comparing the differences and the nuances, | would say would be too big.
Every product nowadays uses MFA, for example, so CIAM uses MFA as well.
The nuance here would be CIAM currently is not an app-based MFA.

It is just a feature which we will be using in the future, but currently not.

The others are already using an app-based MFA. That would be one difference that | can think on top
of my head. The other difference is an SSO integration that CIAM provides, which is, | would say, a
unique proposition that we have in terms of CIAM that we do SSOs. The other customers really don't do
the SSOs in that way.

I: What strategies do you employ to ensure the scalability of IAM services?

A: We are lacking on the rapid recovery part. | mean, obviously, we have the failover Plan in general.
We have a failover mechanism but it is a switch based mechanism. It is not automated. A lot of things
in CIAM really are not yet automated. For example, the effective also includes how quick the users are
boarded or how quick these things are happening. We are not that quick. The Operations team, which |
am leading right now, does that really manually. We are missing that automation right now in a way of
the onboarding, for example, the app registrations would be done automatically. The self service portals
will then be more usable. Third would be then making sure that the customers are also aware about the
rapid recovery. Let’s say if the customer requires that the traffic moves from one region to the other, we
provide them the rapid recovery, which is an automated scenario. Currently, this is a very manually done
scenario. That would be the next steps that science has to tackle.

I: How do you handle variable user loads, and what role does elastic resource allocation play in this
context?"

A: For variable user loads, there are different parts to it. From the hardware context, obviously you do
some kind of load balancing. The instance that we're using in Azure B2C is some kind of load balancing
in terms of regions. If a region fails, there is a turnover that the traffic can be diverted to another region.
Similarly, to make it a bit more live, you know, there are admins who are using the user management
tools. For them as well, it is important to make sure that this is live and the best way to make it live is
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using a cloud mechanism. Because cloud provides you the scalability, cloud provides you the live ability,
the computing power needed for it and also the associated mechanisms, for example, something like
the last load logon would be a caching mechanism. A cloud system would provide you a best use case
for it and reduces the latency as well. That is what | think we provide as a USP to the customer saying
that we are live. You can check the information at all times. If the system is down, there is some kind of
load balancing that kicks in and beyond, above and beyond that. | mean, we are not there yet, but we're
using some kind of observability tools, for example, data dog. In that case, it manages the alerts and
also monitors the whole scenario for us. We can see how, let's say, a CIAM API is performing at a given
point of time. If the performance is optimal or if it is not.

| give you a very concrete example. We had an outage recently where we found out that we're using an
endpoint from | mean, which is a redirected endpoint, APl endpoint. We then decided, | mean, we al-
ready had a fall over of Azure website based endpoint, which is a direct Azure endpoint and we could
directly within like one hour or two hours, we could get the users back online. | think it was just less than
one hour that we got the users online based on the fall over that we had. We just had to click on a switch
and that would fall over. We are now making sure that these endpoints are scalable as well. Because
the problems that we had in the past were also shown to us by the monitoring and alerts that we had in
science. We are making sure that we tackle those issues. We have tackled them now and we're making
sure that this is resolved in the future. This is also the scaling mechanism that comes with it.

I: How do you define 'high effectiveness' in the context of availability management for IAM services?

A: So for me, load balancing, | would start with the stability, right? Stability incorporates load balancing,
rapid recovery scenarios, reliability, in terms of, you know, the Ul as well. At the end of the day, making
sure that it is a consistent Ul. The Ul is up all the time. We don't have any failovers there or problems
there. All these things account to the effectiveness, | would say, of a system and in terms of availability
management, so coming to an ITIL perspective, availability management in ITIL is technically, you see,
if all the systems are up, how long has it been up? If there has been a downtime, how long was the
downtime?This would give you a matrix, how long can you keep your systems up and you can provide
an SLA at the end of the day saying it's a 99.9%, 98% or 90%. You can put a number or a label to it.
How much availability can we provide you? Keeping that aspect into mind, | think you have to make
sure that your monitoring and alerts mechanism is also working. The best case, | would say, would be
to have an observability, which ITIL, for example, doesn't incorporate right now. But observability is, |
think, where the users or the systems want to head to. The systems engineers and everybody wants
some kind of observability. They want a proactive mechanism instead of a reactive mechanism in that
case. This is what | think what matters to the availability management and effectiveness. You should be
proactive in finding out what could lead to a fallback and you should be able to manage before time
rather than just in time.

I: What specific mechanisms do you implement to ensure service continuity for IAM services?

A: So, | mean, observability is good to have. | mean, it's something that is developing in the past. But
what's not developed right now is, for example, a lot of the customers that we see don't have a disaster
recovery plan and they're really reliable on us and for our disaster recovery. So that is the reactive part
of it. The security measures that we take in place with the disaster recovery. We do a disaster recovery
every year. We check what would happen in case, you know, everything is down. But | mean, we're
good in that aspect. But what's missing, according to me, is people forget that there is, with disaster
recovery, with the security measures in place, they have to keep something on their end as well that
they have as a hybrid isolation. There should be an alternative mechanism on the application end as
well, which would be good to have, | think, for the customers. | mean, it costs a lot, but still, you never
know. You might take that.
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I: How is modularity implemented in the service design of IAM services to meet the diverse needs of
customers?

A: The best case, | would say, is | would take an example of a federation request. A federation request
is the most complicated request that a customer provides to us because this has approximately, if I'm
not wrong, 15 to 20 fields minimum that the customer should provide us, where we have to show the
flexibility or the modularity in our situation. Now to tackle those requests, we have different scenarios.
Obviously, we do provide a standard scenario to the customer saying, hey, probably you don't have
experience with the field. We review a standard scenario. You can use the standard SSO and use it the
way it is, which incorporates both federated SSO login, hybrid login, local login, all of it. But then again,
there are customers who want it to be optimized to their application, to their product. A good example
would be an American client right now who wants to manage with both Microsoft 365 and Azure B2C,
making sure that there is some kind of redundancy. Now this includes some kind of extensions that we
have to incorporate in our system. And a best example would be that we have to then create a policy, a
custom policy for them. We have currently about four to five customers who have these needs, these
necessities, where we develop custom policies for these customers. Above and beyond, we do have a
positioning of a custom API. We do provide customers an API endpoint, which they might use to manage
the database inside, but just have it done through an API, which gives them the possibility to use all the
same functionalities, to leverage all of them on their platform with having their own faces but having sign
in the background doing all the services for them. Similarly, the custom policies in that way also do the
same thing. But in that case as well, we do provide some kind of sign in branding. The user interface in
that case would see some kind of sign branding or something which is file specific and the look and feel
of it is also playing a rather massive role because the customers want to see, for example, | had a
meeting with the customer yesterday. They came to us asking for situations where they don't want to
even validate the customer's first name and last name because they're sure that what the customer is
providing is correct. We have to say in that case, yeah, all right, this is possible, or this is not possible.
Obviously, we stay flexible. But this is something that falls under the whole scope of policies. We change
that in the policies. We do the deployments accordingly. We make sure that there are hybridized de-
ployments, right? As | said, because the customer has a different user base, and we use a different
backend. Customer uses Microsoft 365 Dynamics. We use the OVTC provider. A customer might use
Entra, another might use Octa and so on. We make sure we incorporate it through the policies that we
have. We provide them custom policies. We provide them APl endpoints. We provide them different
types of plugins. We make sure that there is a MFA. We make sure that we adapt it to the customer
needs. If the customer just needs a phone-based MFA, SMS-based MFA, app-based, the customer
should be able to select what they need and similarly, in terms of the user interface as well. All these
parameters, | would say, would account to the modularity.

I: Can you give an example of how modularity in IAM services affects service provision for internal and
external customers?"

A: So technically, a person would expect that the standard policy or the standard solution that we provide
to the customers, would suffice at least if not all the internal customers. So that would mean that we see
a lot of customers saying internally as well that you cannot fix to a standard. We hear this a couple of
times. We expect this from an external customer, definitely. At any given day, we expect this from an
external customer because they are not part of this organization. But a customer or a product coming
from internal to the organization, we somehow inherently expect that the standard solution would suffice.
Which is not the case. We see deviations from the standard solution also to the internal customers. A
very good example here would be: We have a customer who is tackling risk assessments. They just
want to make sure that the customer who is coming in has another layer of authentication. | mean,
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there's MFA, definitely, but they do a role-based authentication as well. And this role-based authentica-
tion is done on their system, which would mean that the style of the solution doesn't encompass what
they need. Therefore you see that this part, specifically the role-based access control that we have for
the customers, usually differs based on the usage. You cannot really generalize. You cannot standardize
in that way. You have to stay flexible. You have to propose this modularity concept to all the customers,
be it on the internal or on the external. Now, talking about an external customer, | want to give you a
concrete example. For an external customer, they deviate from the standard solution by providing them
even with the social IDPs. You have Google, Facebook, LinkedIn for them, which we don't use for the
internal customers. We don't even propose to the internal customers because the compliance comes
into play for those decisions. Now, the organization for these internal modularities, we can make sure
that we educate the customer. We tell the customer that this is not compliant. The security policies don't
allow us to do that. Thereby, we don't propose that to the customers internally as a solution. But for the
external customers, we make sure that we can add a security layer to it because they are obviously
managed majorly on the external. And we're the ones who are just creating like a small piece of i,
providing them the back end to it. But that's just one token that we provide to the customer saying, hey,
that's the authorization. Take it or leave it. So that is the difference that you see at the end of the day
within the internal and external.

I: To what extent do IAM services require a higher level of integration with other enterprise systems?

A: Basically, an IAM system should provide according to me in terms of higher level of integration. One
thing is, let's say we need to facilitate SSO. There is a key ecosystem where the customer comes and
wants to have a login and doesn't want to enter multiple passwords. Doesn't have to remember multiple
passwords. Doesn't have to have that role authorization. Doesn't have to provide his role to it. | would
say the SSO integration plays a very big role in that case, in those levels of integrations. The other part
would be to have a very reliable database at the back end. Now this database, what we use is based
on the Azure B2C services. We use that as we consider that to be really reliable. Where we are ensuring
a consistent enforcement of our policies. Basically, security policies, we make sure that every security
policy that the customer expects from us is provided through these databases. Can | name it a central-
ized platform? This shouldn't be that segregated. | mean, the customer can have some kind of fallback
scenario for themselves, but we should be the centralized platform. Providing both the options that the
customer needs and also the security policies that we need to implement. There are controls that we
should be able to present. | would say it is a centralized control that we can set at the end of the day.
Above and beyond, it is very important to be compliant. To have user lifecycle being done on a regular
basis. To make sure that there is some kind of account provisioning and deprovisioning system that
adapts to the changing mechanism. If a user leaves the organization, the user should not be entitled for
that role as well. Therefore, the deprovisioning in that case plays a big role. Then at the end of the day,
there is office of the, not CIAM, but SIEM system. You know the SIEM system. The Security Information
and Event Management, it is called. All these, we should make sure that this is in place. This SIEM
system is in place and definitely for each user, including incorporating it into the security mechanism.
That would also mean the multi-factor authentication. Making sure that there is not just one layer, but
multiple layers checking that the user is authorized. And which currently lacks, | would say, coming back
to the observability point, would be understanding the risks and making sure that there is some kind of
intelligence in that way as well. Making sure that there are some kind of, | would say, risk intelligence
platforms being incorporated. That would be something that an integration, higher level of integration
should incorporate, if not now, in future at least. And to sum it up, they should provide everything that
we've suggested. You know, the logging of the customers, when did the customer onboard, deboard,
what was the last log on timestamp. All these things help the regulatory domain, so auditing, compliance
at the end of the day. If we are able to provide the customer what they need, making sure that we are
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compliant to all the systems, to all the regulations. All these systems, we should make sure that no user
information falls out of place. So there's no leak in that way, that the user information doesn't leak. There
were some kind of centralized platform controls that we would need to give. We need to make sure that
there is all kinds of science, IAM, multifactor, risk intelligence, compliance, and user lifecycle at the end
of the day that comes into place.

I: How do you prioritize interoperability and standardized protocols in the context of IAM services?

A: Basically to answer your interoperability question and standardization, there are a few things that we
have incorporated. For example, we use all the protocols that are there in the industry, including open
ID connect, make sure that we use all these protocols, we make them kind of a seamless integration.
We allow the customers to use them. That is what the interoperability is all about, making sure that if
the customer comes also with the custom configuration through any of the protocols, we use them. We
don't say no, we don't hide ourselves from that, we just adopt it. And we go with the flow, right? How the
industry develops. Additionally, | probably said this in the past as well, some of our customers use fed-
erations, for example, and on the other hand, they have the option to use APIs. If they might not want
to use our own solution, they could, | mean, our own solution would incorporate federations, local
plugins, and, you know, incorporating other identity providers. They could also use our API to make sure
that they use our robust backend. The customizations are also possible based on their necessities. We
just buy them API endpoints so that they can incorporate in their own solution. As | said, for all the
industry standards, for example, the OpenlD Connect and the SAML and OAuth part, we also make
sure that we don't stop the customers to create their own solutions. They have their own IDP configured
completely, a solution hosted on their own, you know, on their own environment and stuff. We don't say
no to those things. We kind of the neutral people. We say as long as these are industry accepted stand-
ards, we are going to use it and they should anyways be compliant to our own standards as well. But |
mean, we usually wouldn't say no. We would go with the flow, as | said. And then again, we provide the
customers, | would say, | don't know if this is valid, but we provide the customers enhanced testing,
right? We don't say that we directly implement in production environment, and you can use it because
we are testing them as well. We provide the customer a transparent testing mechanism, making sure
that everything that is going into production or into an IP landscape, | would say, is tested, well tested,
and maintains the interoperability of the solution at the end of the day.

I: Are there any points from your side that have not yet been addressed but that you would like to add?

A: Yes, there's nothing much. | think | covered almost everything related to it. My points were specifically
having to make sure that you're flexible but also making sure that you're future safe in terms of having
that observability context in your being more proactive and being reactive. That's the industry, that's the
current move to the industry and my only suggestion that | would say to the industry would be to make
sure that you are not based on one solution, you use two different solutions at least and make sure that
you are future safe in that aspect. So that's the only advice | would have.

I: 1 sincerely thank you for your willingness and time you have taken to conduct an interview with me.
Should you be interested in the results of my bachelor's thesis, | will approach you in September and
present them to you.

Appendix 8: Interview Transcript VI

General Data:
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I: Thank you for taking the time to conduct an interview with me as an expert today. Before we start the
interview, | would like to briefly introduce myself and give you some information about me. My name is
Manuel Yambao and | am in the final stages of my Business Information Technology bachelor's degree
at the University for applied Science Ulm and University for applied Science Neu-Ulm.

As part of the interview, | would like to ask you some questions regarding ITSM and 1AM services. If you
agree to this, please confirm briefly. If you have no questions, | would now like to start the interview.
Otherwise, we can clarify any open questions you may have beforehand.

At the beginning of the interview, please tell me about the general tasks you perform in your company.

A: | perform the role as a product owner of the identity and access management tool. Okay so yeah I'm
the proxy product owner of a customer identity and access management service for a bigger reinsurance
company and my role is to manage the product backlog or the product backlog management of the
product and service to ensure that the development continues and we work on developing and providing
more services and features around our custom identity and access management service and I'm re-
sponsible for product ownership and product development. So, I'm not developing but I'm managing the
product backlog and the product development team.

I: What characteristics does an IAM service have that distinguishes it from other IT services?

A: So, there's certain capabilities to enable on and off-boarding to applications or for applications such
as automated onboarding or automated provisioning. So, whenever there's like a federation in place
with another identity provider or internal other directories, it enables the users to automatically onboard
or off-board to internal connected identity and access management system to create necessary roles
and permissions via role mapping that we also use. There's also self-service options or capabilities
available through certain portals where administrative users can manage user on and off-boarding by
themselves through easy user interfaces. And there's also role-based access controls where users get
automatically roles or permissions assigned based on groups or roles they are associated with in the
system.

I: Can you provide examples of how IAM services respond to frequent application onboarding and off-
boarding processes?

A: So well first of all in an identity and access management you have a centralized user management
or identity management and access management whereas other IT services might have that more de-
centralized and user information or identity stored over multiple systems. So, it's easier to manage user
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identities and access controls for example. Also, | think the access control level is or capabilities are
more granular compared to other IT services or systems so we can provide permissions or user roles
via role-based access control for example automatically and just have it more granular and easier to
onboard and off-board users automatically for example rather than other IT services where you have to
manually interfere or invite users. What else? Yeah you have well | just said that it's centralized so you
have a better transparency and overview of the user pool or directory where user identities are stored
and have yeah rather than in other services where only a group of or part of the users of the company
are stored or have permissions. So yeah, it's more centralized.

I: How does the management of user identities in IAM services differ from that in other IT ser-vices?

A: So well first of all in an identity and access management you have a centralized user management
or identity management and access management whereas other IT services might have that more de-
centralized and user information or identity stored over multiple systems. So it's easier to manage user
identities and access controls for example. Also | think the access control level is or capabilities are
more granular compared to other IT services or systems so we can provide permissions or user roles
via role-based access control for example automatically and just have it more granular and easier to
onboard and off-board users automatically for example rather than other IT services where you have to
manually interfere or invite users. What else? Yeah you have well | just said that it's centralized so you
have a better transparency and overview of the user pool or directory where user identities are stored
and have yeah rather than in other services where only a group of or part of the users of the company
are stored or have permissions. So yeah it's more centralized.

I: What strategies do you employ to ensure the scalability of IAM services?

A: Yeah so first of all or most important | think is a cloud-based solution using that as our base architec-
ture or infrastructure so to always ensure availability of all resources and ensure that you're scalable
because cloud services yeah in themselves offer scalable scalability then having kind of a micro service
architecture so you don't have one service or one big infrastructure bank so to say but smaller services
in your architecture that are not entangled and detached so you can individually scale those services
based on the customer demand or needs in example the self-service capabilities are an own kind of
architecture infrastructure set like these portals that we offer based to the base user policies user flow
policies that are yeah just in a separate repository than these customer self-service portals so whenever
we need to touch one we don't need to touch the other we can scale them independently separate
resources for different environments that you can scale individually so yeah.

I: How do you handle variable user loads, and what role does elastic resource allocation play in this
context?"

A: so variable user loads first of all we handle first of all by dividing our architecture in multiple environ-
ments to really split up the usage of our service for different purposes for testing an example which can
deliver a high load of traffic to our services and that can be distinguished or separated from a production
environment where real users are signing in so you distinguish or separate those user loads by purpose
or by needs and environment and then elastic resource allocation we are using a service that is also
offered by another company's IT services which does help us automatically or dynamically allocate re-
source traffic or traffic by a different infrastructure regions or infrastructure resources based on the traffic
and where it's coming from so where the origin is of that traffic and wherever the load is on the highest
to divide or to yeah efficiently reroute the traffic through the most performant or least used resource
regions.

I: How do you define 'high effectiveness' in the context of availability management for IAM services?
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A: So high effectiveness is uptime first of all so the time that the service is up and running and reliability
of the service and well you should all most identity next management service aim for 100% availability
there and you could measure those performance metrics by response times latency times error rates
for example to you to measure the the reliability of the service or bugs reported.

I: What specific mechanisms do you implement to ensure service continuity for IAM services?

A: So we have a redundancy and failover architecture so we have different or we have multiple replicas
of our architecture and resources in different regions or different cloud instances all around the world
and we have a failover mechanism implemented that automatically fails over in the scenario of a disaster
to one of the other regions or cloud regions, cloud infrastructure resources in the scenario of a disaster
so we have a disaster recovery plan also in place that handles these failovers automatic failovers.

I: How is modularity implemented in the service design of IAM services to meet the diverse needs of
customers?

A: Well as i said earlier it's important for scalability to have like a micro service architecture so we have
a architecture based on different components. Most of these components are basically part of our stand-
ard service offering but they don't have to be used they can be used a lot of it available by our self-
service portal and more markets out or included to that self-service capability we have also kind of an
replica of our capabilities or features via an api connectors or API connectors that can offer them also
to customers so it's really flexible and yeah plug and play so to say whatever capability or feature you
want to use you can implement that however you want as well via our API connectors which basically
replicates or represent the same capabilities we offer or components we offer to our customers using
our services as well. we we do have also the capability so we have a standard set of services as well
that we offer but we have the capability also to tailor custom tailor diff certain user flow so so the core
service that we offer to our customers to have it really customizable in case none of our standard com-
ponents and services meet the demands of a customer so can also customize highly whatever the
customer needs.

I: Can you give an example of how modularity in IAM services affects service provision for internal and
external customers?"

A: for example for internal customers the modularity or the modularity of our service offers provides
deeper integration with their own systems so for example they can be deeper integrated with the other
it services that use our access management. It can be deeper integrated with their own systems and
applications for internal customers to use our services and component based or modularity so they might
be using our role and access management this also authorization concept we offer or they integrate just
our user directory with their application and use their own authorization and user and role management
and for external customers an example we offer flexibility by our API to integrate capabilities into their
own systems as well so same applies for them yeah cool then

I: To what extent do IAM services require a higher level of integration with other enterprise systems?

A: So usually it requires a high integration with enterprise systems such as HR or enterprise resource
planning system or the CRM systems because they need to manage and synchronize the user identities
usually. So other enterprise systems need to have access to the user identities in the IAM systems and
also the access policies or the roles and permissions of those users to other systems.

I: How do you prioritize interoperability and standardized protocols in the context of IAM services?

A: So it's it's hard you cannot prioritize one over the other so and where interoperability often comes
with standardization so we do offer a basic set of our service more highly standardized which makes it
easier to include, integrate that to multiple or a wide range of services internally and externally so we're
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trying to focus on that to offer standards authentication protocols for example, to everyone like SAML or
OpenlID Connect to make it interoperable with all other systems.

I: Are there any points from your side that have not yet been addressed but that you would like to add?

A: Nothing to add | guess.

I: 1 sincerely thank you for your willingness and time you have taken to conduct an interview with me.
Should you be interested in the results of my bachelor's thesis, | will approach you in September and
present them to you.
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