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ABSTRACT

The rapid digitalization of universities has instigated the increased adoption of e-Assessment
platforms for universities' online admission and academic evaluations. However, cybersecurity
vulnerabilities, particularly those related to unpatched software during the process of upgrades
and installations, considerably endanger such platforms. This case study investigates the
contribution of unpatched software to the cybersecurity vulnerabilities of the Campus Ready e-
Assessment platform during software installation and upgrades. Using a case study design, the
research utilized quantitative methods such as vulnerability scanning, penetration testing and
statistical analysis in order to measure security vulnerabilities resulting from unpatched software

modules.

Research shows that there are higher chances of cyber-attacks like data breaches, malware and
unauthorized access if software is unpatched. Some of the most critical vulnerabilities discovered
include misconfigurations, weak authentication mechanisms and exposure of sensitive
information because of outdated security patches. Against these threats, the research suggests
a formalized cybersecurity framework based on the ISO/IEC 27001:2022 standards
specifications, this framework highlights proactive patch management and vulnerability and
configuration management controls to enhance security with actionable suggestions to education
institutions, enterprises and digital platform providers on how to enhance cybersecurity controls,

safeguard sensitive information and preserve stakeholder trust.

Keywords: Cybersecurity, e-Assessment, unpatched software, vulnerability management, patch

management, ISO/IEC 27001, digital transformation, educational technology, software security.
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1.INTRODUCTION

This introduction section provides background and context to the research topic which is focusing
on the security vulnerabilities in Campus Ready e-Assessment platform during its (Software
upgrades/installations), specifically related to unpatched software. The research problem
identifies the critical issues associated with cybersecurity risks in this platform. Additionally, the
study's objectives and research questions clarify the focus of the research. The significance of
the study emphasizes the importance of addressing cybersecurity challenges for Campus Ready
also for other parties like educational institutions and platforms. Lastly, the structure of the thesis
outlines the roadmap for the research to guide readers through the study's methodology, findings,
implementation, validation of research questions & hypothesis, limitations & further research and

conclusions.
1.1 Background and Context

Digital platforms like e-Assessment platforms are essential in today's business and
education/universities as they significantly enhance user engagement, scalability and
assessment delivery efficiency. By leveraging cutting-edge digital technologies like artificial
intelligence (Al) and machine learning (ML), these platforms enable innovative solutions like
testing strategies that cater to diverse educational needs to reduce dependence on traditional,
resource-intensive methods such as in-person interviews and automating aptitude tests
through scalable cloud-based infrastructures. E-Assessment platforms also promote global
initiatives such as inclusion and innovation in order to offer wider access to higher education
and empowering universities to evaluate a larger pool of applicants more effectively and fairly
(Rathore, 2023).

In addition, technological advancements such as cloud computing, Al, big data analytics and
machine learning play a significant role in the development of more dynamic and interactive
e-Assessment environments. Since these technologies allow platforms to deliver real-time,
on-demand, internationally accessible content, breaking down traditional barriers to
assessment and improving the accessibility of e-Assessment for people from all backgrounds
(Mukul & Buylkézkan, 2023).

As education undergoes a digital transformation (Developing digital education assets), e-
Assessment platforms have become integral in streamlining academic operations and

addressing inefficiencies, such as those in university admissions. Campus Ready, an example
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of such innovation, undergoing a developing software (digital education assets) to streamline

the assessment process for international college applicants in Europe (Sembey et al., 2024).

However, cybersecurity threats loom large due to their reliance on web-based infrastructures
and the integration of emerging technologies like cloud computing. These platforms handle
vast amounts of sensitive digital data to make them prime targets for cyberattacks and
exposing vulnerabilities that could compromise user privacy and system functionality (Wei,
2023).

Also, e-Assessment platforms can face significant cybersecurity challenges, particularly with
unpatched software vulnerabilities, which remain a persistent concern for general digital
platforms managing sensitive data in an ever-evolving technical environment, therefore this
issue is not a problem for e-Assessment platforms also for all businesses who is developing

a software for their business success (Rathore, 2023).

Unpatched software refers to systems or applications mean that have not received the latest
security updates to leave them open to exploitation. Therefore, Hackers can target these
vulnerabilities to insert malicious code or gain unauthorized access to confidential information.
For platforms like Campus Ready, which interact with institutional systems and store personal
data from applicants, these vulnerabilities can lead to data theft, service disruptions and
diminished trust from stakeholders. Additionally, given the reliance on advanced digital
infrastructure and Al models, addressing these vulnerabilities is crucial, as any breach could

disrupt operations or compromise sensitive applicant data (Akacha & Awad, 2023, p.1-10).

The urge to remain safe while updating software becomes stronger, as scalability and
functionality tend to take priority at the expense of robust security. Despite how much e-
Assessment platforms contribute to greater efficiency and access, they expose institutions to
threats typical in modern digital settings. These threats, if not managed, can overshadow the
benefits and compromise universities in their efforts to adopt such platforms. Therefore,
cybersecurity must be included in the digital transformation processes (Software Installation
& Upgrades) to allow platforms like Campus Ready to operate securely while encouraging

innovation (Dissanayake et al., 2021).

Therefore, to avoid these cybersecurity problems and allow e-Assessment platforms like
Campus Ready to operate securely while encouraging innovation, the implementation of
robust cybersecurity frameworks is needed. ISO 9001:2015 Quality Management (Bouchetara
et al., 2022) and ISO/IEC 27001:2022 Information Security Management Systems provide

3
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elaborate guidelines that can be used to minimize risks, improve patch management and
improve vulnerability, change and configuration management measures. By adhering to these
universally accepted standards, Campus Ready is able to institutionalize best practices in
quality assurance and cybersecurity in order to secure the platform as reliable and compliant
to universal standards. The incorporation of these frameworks will not only enhance the
security position of the platform but also ease its expansion and the reputation of the platform
in the competitive education technology market, while safeguarding sensitive applicant details
and evading potential cyberattacks (Bouchetara et al., 2022; Proenc¢a & Borbinha, 2018; ISO
27001:2022, 2023).

1.2 Relevance of the Topic

In recent years, cybersecurity has emerged as a crucial element of all-encompassing security
plans. The swift expansion of the internet and globalization, fueled by ongoing improvements
in network technologies, has given people, businesses and governments access to previously
unheard-of opportunities. Information collection, communication, fundraising and public
relations have all changed because of digital transformation (software upgrades &
installations) which influences a variety of stakeholders, including students, hackers, security

forces and adversaries (Fertig et al., 2019).

With the advent of web-based systems which offer increased accessibility, interaction and
efficiency and the digital revolution has completely changed the assessment scene. Users can
interact with academic systems at any time and from any location thanks to cloud-based e-
Assessment solutions like Campus Ready which allow for both live and asynchronous
assessments. These platforms use artificial intelligence (Al) and ML (machine Learning)
techniques to improve their capabilities by delivering sophisticated features including tracking
user progress, automatically analyzing assessments and instantly providing feedback or
results. Traditional evaluation techniques have been drastically redesigned by the
incorporation of digital technology, becoming more user-centric, scalable and adaptive (Alasa
et al., 2022, pp. 1336-1350).

In addition, despite e-Assessment platforms revolutionary potential, they are vulnerable to
system vulnerabilities that, if unpatched, it could be used by hostile actors to interfere with
business operations or obtain unauthorized access to vital information. These vulnerabilities
not only endanger the platforms but also the digital infrastructures they are a part of, such as
the government or other vital sectors. The assessment industry which includes educational
institutions their staff and the digital platforms that enable these operations and it is regarded

as an essential part of the country’s infrastructure (Maatuk et al., 2021, pp. 20-24).
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Examining in depth how software upgrades impact on their system vulnerabilities has become
essential due to the increasing dependence on e-Assessment platforms. In order to keep
these systems safe, dependable and resistant to changing cyberthreats, the cybersecurity
measures are required. In order to safeguard sensitive assessment data and maintain user
confidence and facilitate the broad adoption and success of e-Assessment systems, these
issues must be resolved. If this is not done, the platforms might be left vulnerable to
cyberattacks on bigger and more important networks due to their lack of security (Maatuk et
al., 2021, pp.23-26).

1.3 Research Problem

The rapid adoption of digital technologies in university admissions, particularly through
undergoing developing a software, has significantly enhanced accessibility, scalability and
efficiency in academic assessments. However, this revolution online has been accompanied
by a deluge of cybersecurity challenges, the majority of which are related to unpatched
software vulnerabilities. These vulnerabilities, typically resulting from neglected security
patches or delayed updates, expose digital systems to cyberattacks on sensitive applicant
data, such as integrating academic transcripts and personal information (Al-Ansi et al., 2023,
pp. 1-8). While applications like Campus Ready become more pivotal to
the admission process, software patch vulnerabilities not being addressed can pose risks po

tentially seriously undermining their security, performance and users' trust (Rathore, 2023).

Despite having software patches available, organizations like e- Assessment websites are still
struggling with effective patch management. Detection, release and deployment of patches in
a timely manner remain major challenges lead to systems vulnerable to cyberattacks
(Pulliainen, 2016, pp. 1-5). Sophisticated technologies such as cloud computing, Al and
machine learning complicate security measures are causing loopholes in the platforms'
security architectures. These weaknesses compromise the integrity of the e-Assessment
process and result in data loss, service interruptions and loss of stakeholder confidence (Al-
Ansi et al., 2023, pp. 3-10).

Moreover, there are no studies on how unpatched software vulnerabilities affect e-
Assessment platform security in online university admissions (Ching-Huang et al., 2008, p.
1251). This inability to understand is critical since the increasing sophistication of digital
infrastructures in e-Assessmenplatforms makes it increasingly difficult to monitor and respond
to vulnerabilities in real-time. With the national security concerns posed by the increasing
interconnection of digital systems, there is more need for sophisticated research and
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techniques to safeguard these platforms than ever (GowherHassan & Hassan, 2023, pp. 1-
3).

Hence, the research problem is to understand how unpatched software
vulnerabilities and rapid digital transition (Software Installation & Upgrades) of university
admissions can threaten the security, operation and credibility of e-Assessment platform.
This study will explore the impact of unpatched software on e-Assessment platform security
and suggest solutions in the form  of patch management systems and enhanced

cybersecurity regulations to effectively mitigate these threats.

Unpatched Software: A Gateway to Cyberattacks

Unpatched software remains the most significant web-based system risk like Campus Ready,
as it provides an open window to online attacks. Delays or neglection of patching software is
what makes an attacker utilize established vulnerabilities in the system, creating opportunities
for executing various forms of malicious attacks. These include data-compromising malware
infections to Denial of Service (DoS) attacks that disrupt platform operations to render it
inaccessible to users (Auoissa & Auoissa, 2025). Such security threats to the unpatched
software go beyond the direct security breach; they can have the extended impact on the loss
of user trust, reputation loss, and legal charges resulting from failure to comply with data

protection standards (Antonio, 2017, pp. 1-5).

In order to address these challenges, organization should adopt a proactive stance on
cybersecurity. This includes implementing regular software updates and patches to ensure
that known vulnerabilities are fixed before they can be exploited. Additionally, fostering a
culture of cybersecurity within the organization with a dedicated team to monitor and address
vulnerabilities, is crucial. An organization-wide commitment to cybersecurity, coupled with
automated tools and robust patch management processes which will significantly reduce the
likelihood of successful cyberattacks. Through these measures, e-Assessment platforms like
Campus Ready can prevent data breaches to minimize downtime and maintain the integrity

and security of their operations (Akacha & Awad, 2023, pp. 1-27).

Unpatched software often serves as a gateway for various types of cyberattacks, such as
including: Cyberattacks frequently exploit unpatched software allowing malicious entities such
as viruses and Trojan horses to infiltrate online platforms. These breaches can lead to data
theft, file corruption or even unauthorized modifications to academic records (Habib et al.,
2020, pp. 1-3).
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Several factors contribute to delays in patching such as including human errors, complex IT
systems and limited resources. Addressing these challenges requires a proactive security
policy, automated and methodical patch management and robust organizational cybersecurity

measures to mitigate the risk of ransomware and data breaches (Dissanayake et al., 2022,
pp. 1-12).

While many websites have made significant strides in features, flexibility and accessibility,
progress comes with security vulnerabilities. New features and third-party functionality make
systems more complex and are likely to leave them vulnerable to malicious attacks. This is
the justification for having strict security controls against intrusions on the basis of unpatched
elements or insecure interfacing with external systems (Schmidt & Tang, 2020; Kepuska &
Tomasevic, 2024, pp. 1-15).

In addition to unpatched software, web platform security vulnerabilities frequently result from
"system misconfigurations" and human error. Misconfigurations such as servers configured
improperly to expose private data or firewalls permitting unauthorized traffic to create holes
for attackers. These vulnerabilities usually stem from insufficient knowledge or technical skills
(Mell et al., 2005, pp. 2-7). These weaknesses are all the more severe since such networks
are likely to be connected with upper-level networks and increasing the scale of attacks. This
speaks volumes for the importance of robust defenses (Ching-Huang et al., 2008, p. 1252;
Kepuska & Tomasevic, 2024, pp. 2-19).

Security Misconfiguration Attack — An Example: Scenario: Security Misconfiguration
Attack on Internal Network

One of the examples of Security Misconfiguration Attacks starts with an attacker who gets into
an internal network because of poor outside defenses. While inside the network, the attacker
scans the network for devices that have default passwords. Taking advantage of this
weakness, the attacker is able to get into several devices without needing to penetrate other
security protection. From there, the attacker is able to reach compromised devices and internal
resources such as databases and file servers, leading to unauthorized data exfiltration or
system compromise. This attack highlights the tremendous risk of failing to modify default

configurations is facilitating attackers to exploit these configurations easily (OWASP, 2021).
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1.4 Objective of the Study

The study will examine how susceptible software supports cybersecurity threats in the
Campus Ready e-Assessment system that are connecting these vulnerabilities to broader
issues of digital transformation and education technology. It investigates threats like
unauthorized access and system downtime are placing emphasis on robust practices to
protect stakeholders, including institutions, students and policymakers (Dissanayake et al.,
2021).

This study will utilize the importance of effective patching, vulnerability management, and
configuration management within the process of digital software updating to identify how they
can be utilized to defend against cybersecurity attacks. Using the Campus Ready e-
Assessment platform as the case study, it will analyze risks that may arise from delayed or
inadequate patching, such as data breaches and service disruption. Because Campus Ready
is a new, under-development platform, results of vulnerability scanning and penetration testing
will be utilized to assist in the determination of security vulnerabilities such as misconfiguration
from unpached software. The study will also give recommendations regarding best practices
that organizations can utilize to ensure systems performance and reliability during upgrades
(Dissanayake et al., 2022).

1.1. Research Questions:

The thesis will help to answer the following research questions:
RQ 1: How does unpatched software during software upgrades lead to specific cyber
vulnerabilities in the Campus Ready e-Assessment platform (Software), such as data

breaches and malware attacks?

RQ 2: How can an effective patch, vulnerability and configuration management strategy be
recommended to address and mitigate the risks associated with unpatched software in the

Campus Ready e-Assessment platform, in accordance with ISO/IEC 27001:2022 guidelines?

1.2. Hypotheses

H1: Unpatched software during software upgrades significantly increases cybersecurity
vulnerabilities in Campus Ready e-Assessment platform (Software) and it is making them

more susceptible to attacks such as data breaches and malware infections.

H2: Implementing effective patch, vulnerability management and configuration management

strategies, aligned with ISO/IEC 27001:2022 guidelines, is expected to significantly reduce
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vulnerabilities and enhance the overall security risks posture of the Campus Ready e-

Assessment platform.
1.5 Significance of the Study

The study is relevant in the manner in which it could be utilized in strengthening the security
profile of e-Assessment systems such as Campus Ready. As there is more utilization of online
platforms for undertaking assessments in educational institutions, there are higher possibilities
of cyberattacks exploiting weaknesses in the platforms. Unpatched software is a critical
vulnerability, providing entry points for every manner of cyber threat from data breaches,
ransomware attacks, and system downtime. This research will offer keen insight into the way
that unpatched software leads to such vulnerability, with practical suggestions for mitigation
through proactive patch management, penetration testing and system configuration hardening
(Kiennert et al., 2017).

Through its focus on the Campus Ready platform, the research will add to the body of research
literature on the particular vulnerabilities of e-Assessment systems and the general
cybersecurity ecosystem. It will offer institutions evidence-based guideline on how they can
enhance their defenses, protect sensitive information and maintain continuity of their services.
Additionally, this research will guide cybersecurity best practices for comparable platforms,
providing recommendations that can be implemented by developers and administrators as a
measure to protect user data and provide assurance in online examination systems (ISACA,

n.d.; Souppaya et al., 2022).

During a period when cybersecurity threats are developing at a record pace, this research will
be contributing to the general body of knowledge in maintaining e-Assessment systems
secure so schools can remain a secure and stable place for teaching and learning for both
teachers and students. These research suggestions can ultimately play a role in saving funds
by preventing expensive cyber-attacks, remaining compliant with the regulators and building

trust in digital education solutions (Dimitrios Sargiotis, 2024).
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1.6 Structure of the Thesis

Introduction provides the research scope, aims and significance of cybersecurity in e-
Assessment systems for the purpose of addressing vulnerabilities of unpatched software. Int

roduction also gives the thesis structure.

Literature Review reviews existing research on cybersecurity challenges in digital
platforms/e-Assessment platforms with a focus on unpatched software, vulnerabilities and

mitigation strategies.

Methodology describes the research design and methods used, such including vulnerability
scanning, penetration testing and risk analysis. It also outlines research design
scope, data collection tools and techniques, data collection procedure, data preparation, data

analysis, risk evaluation criteria, reliability and validity and strategy development.

Findings summarizes key vulnerabilities and their severity, along with recommended

solutions for patch management and security improvements.

Implementation (Suggested Actionable Solutions) outlines strategies to address
vulnerabilities in the Campus Ready e-Assessment platform using ISO/IEC 27001:2022
guidelines. It includes patch management, vulnerability scans, secure configurations and

adherence to GDPR and ethical standards.

Validation of Research Questions & Hypothesis verifies how research questions and
hypotheses align with the study findings. It is concerned with ensuring hypotheses derived are
empirically based to determine the impact of unpatched software on cybersecurity

vulnerabilities and efficacy of mitigation strategies based on ISO/IEC 27001:2022 guidelines.

Limitations & Future Research discusses the limitations of
the study and recommends potential future research paths, such as extending analysis to
other e-Assessment sites or enhancing security with automated patch management

and higher-order cybersecurity systems.
Discussion & Conclusion brings together the study's purposes, methods, findings and

recommendations  inan attemptto  emphasize the importance of  proactive

cybersecurity administration for e-Assessment sites.
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2.LITERATURE REVIEW

Technological advancements are paramount to Al-based platforms since they enable them to
manage student data and deliver course content. The fact that they rely on software, however,
makes them target points for hackers and especially if the vulnerabilities go unpatched. Garg &
Sengupta (2021) point out that unpatched software can result in service interruption, data theft
and loss of user trust. To counter such threats, a software requires efficient patch management
practices according to standards like ISO/IEC 27001:2022 (Proenga & Borbinha, 2018).

2.1. E-Assessment Platforms & Cyber Security

Cybersecurity is the defense of information, networks and systems against cyber-attacks,
unauthorized use and destruction. It is processes, technologies and practices implemented to
guard information from malicious actions such as hacking, phishing, malware and data
breaches. Cybersecurity is in place to ensure information is confidential, not damaged and
accessible so cyber criminals cannot take advantage of loopholes in networks and computer
systems. It is equally critical that individuals, organizations, and governments have secure

space and safeguard confidential data in the increasing virtual world (Wei, 2023).

In contrast, e-Assessment platforms are some of the modern learning and delivering
convenience and scalability and are digital systems installed to conduct, administer, and mark
tests remotely. They allow efficient testing, grading and monitoring of performance to avail
benefits such as time and space economy and global reach. However, their growing reliance
on technology reflects the necessity for robust cybersecurity in ensuring the integrity of the

tests and protecting them from cyber-attacks (Khlifi & EI-Sabagh, 2017).

However, e-Assessment platforms face acute cybersecurity threats such as data leakage,
ransomware and exploitation of unpatched vulnerabilities can compromise sensitive
information and disrupt education processes. Other threats are boosted by the introduction of
third-party tools and human errors. Due to this reason, active measures in the form of
vulnerability scanning, penetration testing and strict security policies are essential in a bid to
protect such platforms for maintaining academic integrity and secure virtual learning

environments (Kiennert et al., 2017).
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2.2. The Importance of Cybersecurity in E-Assessment Platforms

Cybersecurity is critical in protecting digital systems against threats that arise as a
consequence of users' irresponsible behavior or system weaknesses. The threats have the
potential to cause significant consequences, such as losses and reputational damage. It
requires both practical and technical expertise to manage risks. Challenges during business
digital transformation are limited resources, data privacy issues and talent shortages (Mdller,
2023, pp. 30-45).

2.3. Unpatched Software

Dissanayake highlights that unpatched software is a major cybersecurity threat, particularly in
the era of digital transformation (Software Installation & Upgrades). Untreated vulnerabilities
can expose sensitive information, provide unauthorized access and disrupt key operations
(Dissanayake et al., 2022). Research highlights that unpatched systems are crucial in
cyberattacks that are demanding active measures for the protection of sensitive information
and maintaining system integrity (Ponemon Institute, 2019). In e-Assessment settings, student
records and course material leakage can lead to severe financial and reputational damages
(Gebremeskel et al., 2023).

Ruan suggested that patch management is important in order to make digital assets secure.
The process is one of discovery, gathering, testing and applying updates to mitigate
vulnerabilities (Ruan et al., 2020). Patch management policies and automated tools make the
process more efficient through reducing errors and making patch deployment standardized.
The literature supports prioritizing high-risk vulnerabilities while less critical patches can be

applied on a more flexible schedule (Jung et al., 2022).

Digital transformations (through software installation & updates) make patching even harder
because companies are combining new technology with existing systems. Such complexity
usually leaves unpatched software that is causing mounting cybersecurity risks. Alsubaie &
Emam (2018) found that the attackers can exploit the vulnerabilities to have unauthorized
access or disrupt operations and particularly during software upgrades. Therefore, Alsubaie
& Emam says that having a strong patch management system is crucial to overcoming such

challenges (Alsubaie & Emam, 2018).

According to ISACA information security framework, effective patch management is compliant
with standards like ISO/IEC 27001:2022 which offers structured means of minimizing risk. The

standard encourages proactive vulnerability management, ongoing monitoring and
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prioritization based on the level of risk. With adherence to such standards, organizations are
in a position to enhance their security position and reduce risk likelihoods of unpatched
software (ISO/IEC, 2022).

Theoretical frameworks like the vulnerability management lifecycle and risk management
frameworks provide conceptual foundations for understanding how patch management
mitigates exploitation risk. The vulnerability management lifecycle highlights stages from
vulnerability discovery to remediation and validation (Scarfone & Mell, 2010). Furthermore,
risk management frameworks highlight the importance of taking into account and managing
risks in an organized way to safeguard assets and maintain operating integrity (Dempsey et
al., 2011).

Although literatures provide information on patch management, there are still areas that are
not addressed. Not much is known about the effectiveness of patch prioritization techniques
and automation of patch management, especially for e-Assessment platforms undergoing
digital upgrades. Further research is needed to explore these areas and particularly in practice
alignment with ISO/IEC 27001:2022 to develop effective measures for vulnerability

management in e-Assessment platforms (Dempsey et al., 2011).
2.4. Risks Posed by Unpatched Software

Unpatched systems pose a significant threat to e-Assessment applications. The attackers will
utilize outdated systems for unauthorized access to sensitive information such as grades and
students' information and can generate the risk of data breach, as well as serious reputational
loss (Habib et al., 2020, pp. 1-5; Ching-Huang et al., 2008, p. 1252). Unpatched devices are
at risk of several forms of cyberattacks, such as having malware infections, data breaches

and ransomware, which can greatly compromise the security of the platform (Dennis, 2018).
2.5. The Vulnerability Lifecycle and Patch Management

Vulnerability lifecycle, or the vulnerability "window of vulnerability" highlights the importance
of patching in a timely fashion in order to limit exposure to cyberattacks. The lifecycle begins
when the flaw is first introduced and reports of the risk rise as the vulnerability is found and
made public. The gap between discovery of the vulnerability and patch installation is a
vulnerable window and timely patching is paramount to remain one step ahead of exploitation
(Brykczynski & Small, 2021, p. 51).
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2.6. Challenges of Patching Systems

One of the key challenges of system security assurance is timely and consistent patching,
particularly in sophisticated digital environments with legacy systems. Insufficient resources,
limited IT staff and concerns about system incompatibility are typically reasons for patching
delays which is leaving the platform more vulnerable to cyber-attacks (Craig S. Wright, 2008,
pp. 471-472). Also, the apprehension of downtime due to system failures or compatibility

issues is common and holds up critical updates (Dissanayake et al., 2022, pp. 11-12).
2.7. Organizational and Human Factors in Cybersecurity

Unpatched software tends to be that way due to a combination of organizational inefficiencies,
human error and technical problems. Lack of awareness, poor training and ineffective patch
management policies are some of the reasons that lead to delayed or unsuccessful application
of patches (Dissanayake et al., 2022, pp. 1-12). Complexity in IT system management also
contributes to the challenge in patching, especially in environments with old or unsupported

legacy systems (Pulliainen, 2016, pp. 4-25).
2.8. Automating Patch Management and Prioritization

Automating patch management is possible to speed up the process and install updates in a
timely and periodic manner. Automation, however, has its own drawbacks, and one of them
is the risk of administrators installing updates that might compromise system functionality.
Prioritization of the patches based on the severity of the vulnerabilities they are meant to close
is also needed so that the most serious threats are addressed first (Tom et al., 2008, pp. 6-
14). The period between the release of a patch and its deployment that has been referred to
as the "patch gap" is a window of exposure during which systems are susceptible to attacks
(Dennis, 2018).

2.9. Configuration Management and Security

Correct configuration management is important to ensure the security of e-Assessment
platforms. It provides that systems and components are securely configured to avoid
unauthorized access. But security settings tend to conflict with the working requirements of
the platform which is turning out to be difficult to implement security and functionality in
balance. This is an issue which is very cutting in multi-IT infrastructure or legacy environment

configurations (Pulliainen, 2016, pp. 61-65).
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2.10. Proactive Security Strategies

Given the increase in cyberattacks and IT sophistication, proactive security features need to
be deployed. These include monitoring in real time, continuous vulnerability scan and
adherence to industrial standards like ISO/IEC 27001:2022. Such initiatives keep
organizations ahead of the emerging threats and make the platform resilient to possible
cyberattacks (Kersten & Schrdder, 2023).

3.METHODOLOGY

This chapter defines the research design and methodology utilized in this case study of the
Campus Ready e-Assessment system. It starts with giving an overall research design overview
and explaining the rationale for following a "Quantitative Research" design (Mohajan, 2021). The
approach has been utilized with the expectation that objective and measurable data shall be
gathered with statistical analysis of determining the platform's security vulnerabilities conclusively.
The aim is to present an evidence-based and systematic report on the security status of the

platform using measurable risk indicators.

Beneath this case study, "Correlation Heatmap Analysis" is employed in order to discover
correlations among numerical vulnerability dataset variables to identify patterns and high
correlations (Rabzelj et al., 2020).. The method assists in identifying how various indicators,
including risk classes and severity scores, are related to one another and can be employed to
detect redundant variables in an attempt to reduce the complexity of the analysis (Rabzelj et al.,
2020). Additionally, Root Cause Analysis (RCA) is applied to investigate the root true causes of

security vulnerabilities within the Campus Ready (Zhou et al., 2007).

RCA extends beyond symptoms since it determines root causes, i.e., resource constraint or
process inefficiencies, or misconfigurations that are yielding information on long-term solutions.
All these methods in combination, thus, can provide a comprehensive, evidence-based
examination in an attempt to systematically determine vulnerabilities, their cause and possible
remedies, all within the context of this case study of the Campus Ready platform (Zhou et al.,
2007).
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3.1. Research Context

Impact of unpatched software on cybersecurity in Campus Ready e-Assessment
platform during digital transformation (software installation & upgrades)

Campus Ready is one area of focus for this study and it is an Al-powered e-Assessment
solution designed to automate university entrance testing. Its platform is riddled with instant
cybersecurity risks, and the problem involves unpached software that can reveal wide
vulnerabilities. Campus Ready is a startup company developing its services based on
sensitive academic data, all under the strain of maintaining data intact and within stringent
cybersecurity requirements (Gebremeskel et al., 2023; Dissanayake et al., 2021). This
research setting is significant in the sense that it portrays the fine line between adopting the
newest Al technologies and staying abreast with the risks associated with cybersecurity,
especially software installations & updates. System updates always reveal new security
vulnerabilities so much so that identifying and handling probable threats in real time becomes

indispensable (Gebremeskel et al., 2023; Dissanayake et al., 2021).

Through examining such vulnerabilities in the Campus Ready platform, the research seeks to
provide actionable understanding of how its security system can be enhanced. Not only will
the findings improve the security posture of the platform, but also user trust and confidence.
In general, this research helps Campus Ready to keep expanding and developing in the
education technology space while meeting high cybersecurity standards (Gebremeskel et al.,
2023; Dissanayake et al., 2021).

3.2.Research Design

This research is founded on a case study of the Campus Ready e-Assessment platform.
"Quantitative Research" study design with the aim of giving a general evaluation of the current
security state of the Campus Ready e-Assessment platform. Quantitative Research study
design will be selected since it enables detailed investigation of the Campus Ready e-
Assessment platform's singular infrastructure and vulnerabilities. Quantitative methodology is
also most suitable for this research with statistical analysis and graphs because it emphasizes
the gathering and analysis of numerical data to enable simple, objective and quantifiable
conclusions. With the use of statistical software, the methodology enables researchers to
discover trends, patterns and relationships in the data hence most suitable to examine such

as vulnerability numbers, severity scores or risk scores (Mohajan, 2021).

Besides, quantitative research enables hypothesis testing and generalizability of findings

which are extremely important when developing actionable recommendations and making
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meaningful conclusions. Its systematic methodological process guarantees reliability and
validity and hence is the most desirable option when dealing with numeric data and evidence-

based conclusions are needed (Mohajan, 2021).

The study will utilize a quantitative method in examining the data gathered with the aim of
comprehending the frequency and effect of unpatched software vulnerabilities on the security
posture of the e-Assessment platform. The first step "Descriptive statistics" will be the first
process in data analysis to summarize the data and provide an insight into its central tendency
and distribution (Lim, 2024). Use of graphs and charts, such as bar graphs, pie charts or
histograms, also enhances better clarity and visual representation of complex data and

simpler communication of findings (Lim, 2024; Mohajan, 2021).

This methodology facilitates a comprehensive comprehension of the existing vulnerabilities
and possible hazards linked to software that is not patched and hence aiding in the formulation
of targeted and implementable suggestions. There are six main phases to the research
process (Souppaya et al., 2022):

Research problem is identified

Problem: Unpatched software

¥

Data Preparation (Resources Ready)

ollecting and organizing the necessary data to conduct vulnerability scanning and penetration testing
(e.g., information about the Campus Ready servers, networks and applications).

Conducting Vulnerability Scanning and Penetration Testing
Using tools like Nmap, OpenVAS, OWASP ZAP to identify security vulnerabilities in the platform.

everity
using Mi

Analysis of Results
s" to analyz
provide a

e an
clea

summarize the frequency, sever
r ova’ew of the findings.
Root Cause Analysis (RCA)

To find underlying real problems behind the findings (challenges)

Implementation (Suggested Solutions)

Implementing the PDCA method and provide actionable recommendations for reducing the identified vulnerabilities.

Hypothesis Testing
o formulate and test research questions and hypotheses regarding the identified vulnerabilities, evaluating their potential exploitabili
and the likelihood of causing harm.
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Figure 1: Processes of Research Design

Source (s): Arthur's own work

3.2.1. Scope: Case Study: Campus Ready GmbH - Startup

The study will analyze the entire Campus Ready e-Assessment platform. Under-going

Campus Ready e-Assessment platform: https://campus-ready.com/

3.2.2. Campus Ready GmbH Overview

Campus Ready is a start-up based at the University of Applied Sciences HNU in Neu-Ulm,
Germany, is an innovative digital e-Assessment platform designed to streamline the
admissions process for German and European universities and they are focusing on
international students from non-EU countries. Traditional admissions methods, reliant on
time-consuming in-person interviews, often leave study spaces unfilled despite high
demand. To address this, Campus Ready offers a scalable and customizable e-
Assessment platform featuring Al-driven aptitude tests that efficiently evaluate
applications in order to handle thousands of candidates simultaneously. The platform
stands out by tailoring exams to each applicant’s academic background, ensuring fair

evaluations aligned with diverse assessment systems (Provided by Campus Ready, n.d.).

In addition, Campus Ready provides preparatory materials to support students, promoting
equitable access to higher education. Campus Readys mission aligns with the UN's
Sustainable Development Goals, particularly SDG 4 (Quality Education), SDG 9
(Innovation)and SDG 10 (Reduced Inequalities). Their future plans include expanding to
other European countries, such as France and Spain while continuing to enhance

inclusivity and innovation in admissions (Provided by Campus Ready, n.d.).

Campus Ready’s Departments and Positions:

The organizational structure of Campus Ready comprises four key departments, each
playing a crucial role in the platform's success. The Design Department focuses on user-
centered design with the Product Designer enhancing user experience. The Marketing
and Sales Department is led by the Marketing and Sales Manager who drives strategic
outreach, marketing campaigns and user engagement. In the Product Development
Department, the Product Manager oversees the product lifecycle to ensure alignment with
user needs and market trends. Lastly, the Technical Operations Department is managed
by the Technical Manager who ensures the platform's technical efficiency and robustness

(Campus Ready, n.d.).
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3.3. Data Collection Tools and Techniques

Comprehensive vulnerability evaluations utilizing industry standard cybersecurity tools will be
used to collect data by using penetration testing and vulnerability scanning techniques. Since
Vulnerability scanning is an automated process that identifies known vulnerabilities in a
system, such as outdated software or misconfigurations, and provides a list of issues ranked
by severity for remediation. It is non-intrusive, cost-effective, and conducted regularly as part
of routine security maintenance. In contrast, penetration testing is a manual and more in-depth
process where ethical hackers simulate real-world attacks to exploit vulnerabilities, uncover
complex risks and assess the actual impact of a breach. While vulnerability scanning focuses
on identifying potential issues, penetration testing evaluates how attackers could exploit those
vulnerabilities in practice to provide a deeper understanding of security risks (Abdulghaffar et
al., 2023).

Utilizing a variety of methods will guarantee a comprehensive assessment of the Campus
Ready e-Assessment platform and addressing vulnerabilities related to the application also
those at the infrastructure level. The studys chosen instruments are as showed in the table 1
at below (Mell et al., 2005):

Table 1: Data Collection Tools & Techniques

Tools Phase Purposes Key Features / Functions
. Performs host discovery, service
Asset Ldsesr;ttliy;nng dnetwork detection, and port scanning. Identifies
Nmap Discover maboing network misconfigurations and vulnerabilities in
y o &% 9 networked systems. Offers scripting for
pology automated scan etc.
aDSeStggtslinng and Conducts comprehensive scans for
OpenVAS Vulnerability vulnerabiglities vulnerabilities, provides detailed reporting
Assessment across networked and prioritization, integrates with third-
systems party tools for risk assessment etc.
Penetration Dynamic
testing application security .
testing tool used for cts as a proxy server, manages traffic
OWASP ZAP finding securit including HTTPS, operates in daemon
Threat vulne?abilitiesxi/n mode, supports REST-based AP etc.
modelling web applications
ISrJ:;enrgaart:joPoarl Provides a structured framework for
ISO/IEC risk information securit defining, assessing and reduce
27001:2022 assessment Y information security risks. Aligns security

management
systems (ISMS)

practices with business objectives.
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Source (s): (Shahid et al., 2022).

Four different cybersecurity tools Nmap, OpenVAS, OWASP ZAP are used in the research
methodology to find and examine vulnerabilities in the e Campus Ready e-Assessment
platform (Shahid et al., 2022).

The goal of vulnerability management is to locate and fix IT system flaws Campus Ready’s e-
Assessment platform. To check for known vulnerabilities in the system and administrators
need to utilize tool like OpenVAS (Ching-Huang, et al.,2008, pp.1252-1253) & (Pulliainen,
2016, pp.5-20).

The platform's server and web infrastructure will be thoroughly scanned using OpenVAS to
identify known vulnerabilities, misconfigurations and unpatched software components (Shahid
et al., 2022). OpenVAS produces detailed reports that classify vulnerabilities by priority with a
focus on unpatched software vulnerabilities that are catastrophic security risks. OpenVAS is
an open-source, full-featured vulnerability scanning tool focused on network security
scanning. OpenVAS boasts an impressive list of features, headed by a regularly updated feed
of vulnerability tests so the latest threats can be added. With its inclusion within the platform
ecosystem, OpenVAS is capable of conducting thorough scans and delivering actionable
intelligence to further enhance the security position of the platform (Greenbone OpenVAS,
n.d.; Sharma et al., 2024).

The technique can be utilized to identify a range of security vulnerabilities within the operating
system or services running on the host. OpenVAS employs a modular architecture and taps
into a massive repository of network vulnerability tests (NVTs) that are regularly updated to
counter emerging threats. NVTs can also be edited and tailored for the target environment to
ensure accurate detection and vulnerability analysis. Scan configuration, scanning results,
and triggering some of the mitigation processes can be performed by administrators via the
Greenbone Security Assistant in order to secure the system effectively (Greenbone OpenVAS,
n.d.; Sharma et al., 2024).

Web application layer will be tested using "OWASP ZAP" which will detect vulnerabilities such
as SQL Injection and Cross-Site Scripting (XSS). These tools will generate reports on
vulnerabilities that contain information on inputs that can potentially be used and types of
attacks that can potentially be conducted via buggy configurations or unpatched software.
Apache License controls usage of ZAP (Zed Attack Proxy), a web application security scanner

by scanning them upon running them. As a proxy server, it gives the user the ability to filter
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any traffic, including HTTPS encrypted communication. It can also be executed in daemon
mode, which is managed by a REST-based API (Shahid et al., 2022, pp.9; Abdulghaffar et al.,

2023).

Lastly, Nmap (Network Mapper) is an open-source security tool for scanning networks
and testing their security. Gordon Lyon developed Nmap, which is widely employed to scan
network devices, host or service availability monitoring and management. Nmap can scan
large networks but also supports scanningon a single host. The utility supports OS
identification, service version identification and scriptable interaction with the target using the
Nmap Scripting Engine (NSE). Nmap's flexibility and capacity to scan for vulnerabilities in
network setup make it a necessary tool for administrators wanting to increase security.
It supports various operating systems, such as including Linux, Unix, Windows and macOS,
and comes pre-installed in most penetration testing distributions (Nmap, 2024; Kang et al.,
2021).

Nmap's scanning and testing tool usage, including OWASP ZAP and OpenVAS, presents
valuable advantage to Campus Ready. By detecting and patching vulnerabilities, the software
fortifies the security position of the platform overall to provide effective defenses against future
cyber attacks. This proactive approach will enable industry standards like ISO/IEC 27001
compliance to fulfill regulatory needs for maintaining credibility (Tenable, 2023; Flavio
Rodrigues Pereira et al., 2023; Greeshma Swapnika Manubolu., 2024). Ensuring sensitive
applicant and institution data protects user trust and stakeholder trust, crucial for an education

platform handling sensitive education data.

Secondly, earlier detection of vulnerabilities and mitigation cut the cost of repairing security
post-deployment, driving up operational costs. Finally, they enable the platform to scale
effectively enough that it can support growing numbers of users without compromising
performance or security (Flavio Rodrigues Pereira et al., 2023; Greeshma Swapnika
Manubolu., 2024). Microsoft Excel for data structuring and cleaning and Python libraries such
as Pandas and Matplotlib will be utilized. Since they can facilitate efficient data visualization
and statistical analysis to assist in proper classification and prioritization of vulnerabilities
(Khadka, 2019).
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3.4. Data Collection Procedure

In this phase, security testing using the selected tools will be conducted to search for
vulnerabilities. Manual penetration testing along with automated vulnerability scanning will be
performed. The tools discussed in the previous phase i.e. "Data Collection Tools and
Techniques "will be used to scan for known vulnerabilities, misconfigurations and security

weaknesses, with manual testing thereafter to exploit and ascertain defences' effectiveness.

There are five steps that will be included in the data collection process to make it a
comprehensive and systematic process of discovering and reporting vulnerabilities in the

Campus Ready e-Assessment system:

Figure 2: Data Collection Procedure Steps

Source (s): Arthur's own work
1.Initial Vulnerability Assessment

Using scanners Nmap, OWASP ZAP and OpenVAS a tentative initial sweep of the
infrastructure and application aspects of the Campus Ready e-Assessment system will be
performed during this phase. The primary aim is to create a baseline of vulnerabilities with
special interest in those caused by unpatched software. Each weakness found will be
recorded along with details about how severe it is and which affected components and

solutions are proposed (Shahid et al., 2022; (Kotronoulas et al., 2023).

In addition to simplification and conformity facilitation while doing data analysis, the acquired
scan and test tool data (i.e., Nmap, OWASP ZAP, and OpenVAS) will be stored methodically
inside an Excel spreadsheet. Since the structured data will facilitate easier structuring,
visualization, and prioritization of vulnerabilities (Shahid et al., 2022; (Kotronoulas et al., 2023).
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Figure 3: Data Collection Method

Source (s): Arthur's own work

2.Detailed Analysis and Classification

Following the initial assessment, the vulnerabilities will undergo a more detailed classification.
Each vulnerability will be categorized based on severity and potential impact. The platforms'
software and system configurations will be scrutinized to determine whether they are
vulnerable to known threats, particularly those caused by unpatched software. The analysis
will also focus on identifying patterns across the platforms various components (e.g., web
applications, network infrastructure and databases).

3.Theoretical Exploitation Risk Analysis

A non-intrusive risk analysis will be carried out using OpenVAS to simulate potential exploits
based on the vulnerabilities discovered. This analysis will help assess the practical risks posed
by unpatched vulnerabilities, without actual exploitation. The goal is to determine the potential
harm that could arise from these vulnerabilities if they were exploited by a cyber attacker. This
theoretical risk analysis will help prioritize which vulnerabilities need to be addressed first
(Shahid et al., 2022).

4.Data Confidentiality

During data collection, all data collected during vulnerability assessments will be securely
stored in encrypted formats. Access to the data will be restricted to authorized personnel
involved in the study. To ensure compliance with data protection regulations, such as GDPR
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and any personally identifiable information (PIl) encountered during the assessments will be

excluded from analysis (Dimitrios Sargiotis, 2024).

5.Contingency Planning

In order to address false positives or tool-specific limitations, the results from each scanning
tool will be cross verified using manual work in an Excel sheet (By Arthur). Discrepancies will
be manually analysed to determine the validity of the identified vulnerabilities. Thus, this will

ensure that only accurate, actionable findings will inform the recommendations.

3.5. Data Preparation for Analysis

Figure 4: Data Preparation Steps

Source (s): Arthur's own work

This phase involves gathering information on the system architecture of the Campus Ready
platform, determining the scope of testing, and setting up the necessary tools and frameworks
to ensure that the testing phase is aligned with the platform's specific configurations and

infrastructure.

After data collection, the data will be prepared by taken these steps at below “Figure:6 Data

Preparation Steps” to next data analysis step:

Data Organization and Structuring

All vulnerability data from the various tools (Nmap, OpenVAS, OWASP ZAP) will be organized
into a structured format (Shahid et al., 2022, pp. 9-10). This may involve categorizing
vulnerabilities based on their type (e.g., network vulnerabilities, application vulnerabilities),
severity (e.g., critical, high, medium and low) and affected components (e.g., server,
application layer, database) (NVD — NIST Home, n.d.) & (Mell et al., 2005, p. 3-2). The
collected data will be thoroughly structured remove any inconsistencies or erroneous results

by using Microsoft Excel (Kotronoulas et al., 2023).

Data Cleaning and Validation

The collected data will be thoroughly cleaned manually to remove any inconsistencies or

erroneous results by using Microsoft Excel. For instance, any false positives or incomplete

data will be flagged and verified using additional manual checks. Vulnerabilities identified by

Arthur for cross-check to ensure the accuracy (Ridzuan & Zainon, 2019). The first phase of
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analysis involves importing the dataset into a Pandas DataFrame which facilitates efficient
data manipulation and organization. During this stage, the dataset is thoroughly cleaned to
address any missing or inconsistent values to ensure the data is accurate and ready for
analysis. Since, cleaning the data is a crucial step to avoid errors in subsequent analyses and

to maintain the integrity of results (Setiyanto & Setiawan, 2022).

Data Categorization

After cleaning, the vulnerabilities will be categorized based on their severity and risk level.
Each vulnerability will be classified according to the Common Vulnerability Scoring System
(CVSS v4.0) to prioritize them, “Table 2: CVSS v4.0 (Version 4.0) Ratings”. Critical and high-
severity vulnerabilities will be identified for immediate attention while medium and low-severity
vulnerabilities will be handled in the long term NVD — NIST Home, n.d.) & (Mell et al., 2005,
p. 3-2).

The table at below provides a detailed ,Structure of Data Categorization” type of cyber security
vulnerabilities from an unpatched software of Campus Ready will be identified during a
security scan and testing. Each row represents a unique vulnerability in servers, networks,
websites and applications. Campus Ready e-Assessment platform itself quietly new online
platform and it is still undergoing development process; therefore, the results of Vulnerability
scans and penetration testing will be enough to define the cyber security vulnerabilities such
as misconfigurations caused by unpatched software. Therefore, only those type of
vulnerabilities mentioned in the below Table 1: Structure of Data Categorization for Data
Analysis going to be analysed to detecting an unpatched software: is a breakdown of each

column in the table:

Vul. ID: A unique identifier assigned to each vulnerability, used for tracking purposes.

Type of Vulnerability: A brief description of the specific vulnerability discovered. This could
range from missing security headers to insecure cookie settings.

Severity Score: A numerical score representing the severity of the vulnerability. This score
typically follows a range based on the CVSS (Common Vulnerability Scoring System). Higher
scores indicate more critical vulnerabilities on Campus Ready e-Assessment Platform.
Severity Level: Categorizes the severity of the vulnerability into levels: None, Low, Medium,
High or Critical. These categories assist in prioritizing vulnerabilities according to their potential
impact on the Campus Ready e-Assessment Platform.

Affected Software/System: Identifies the software, system, or component where the

vulnerability was found. For example, "Web Application" or "Web Server".
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Impact Scope: Defines the potential scope of the vulnerability’s impact, such as whether it

affects the entire system, a specific component, or a limited feature.

Patch Availability (Y/N): Indicates whether a patch is available for the identified vulnerability.

"Available" means a fix has been identified and can be implemented.

Discovery Date: The date when the vulnerability was first discovered during the scan and

testing.

Detection Source: The tool used to identify the vulnerability. Common tools include OWASP
ZAP, OpenVAS and Nmap.

Table 1: Structure of Data Categorization for Data Analysis

Severit . Affected Patch . .
Vul. Type of Severity Software/Syst Imbact Scope Possible Discovery Detection
ID Vulnerability y Level y P P Date Source
Score em ?
Absence of Anti- Web Potential CSRF
L CSRF Tokens 0-10 X Application attacks YES/NO X OWASP ZAP
2 _ Missing Anti- 0-10 X Web Ul redirection YES/NO X OWASP ZAP
clickjacking Header Application vulnerability
Content Security . e
3 Policy (CSP) Header 010 X Web Cross-site scripting  yeg/No X OWASP ZAP
Application risks
Not Set
X-Content-Type- .
4 Options Header 0-10 X Web Risk of MIME-type v g0 X Nmap
S Application sniffing
Missing
Cross-Domain .
5  JavaScript Source  0-10 X Web Potential data YESINO X OWASP ZAP
- ) Application exposure
File Inclusion
Server Leaks Version Information
6 Information via 0-10 X Web Server . YES/NO X OWASP ZAP
, \ disclosure
Server' Header
Strict-Transport- .
7 Security Header Not ~ 0-10 X Web Risk of downgrade v eq/\ X Nmap
Set Application attacks
TCP Timestamps L .
8 Information 0-10 X Network Uptime information v e\ X OpenVAS
. Infrastructure leakage
Disclosure
Weak MAC Potential data
9 Algorithm(s) 0-10 X SSH Server intearity issue YES/NO X OWASP ZAP
Supported (SSH) grity
10 OpenTCPPort 22  0-10 X Web Server Unsecﬁfnaccess YES/NO X Nmap
11 Open TCP Port: 443  0-10 X Web Server Potential YES/NO X Nmap
unauthorized access
12 OpenTCPPort: 80  0-10 X Web Server Potential YESINO X Nmap
unauthorized access
Insecure Cookie . .
13 Setting: Missing 0-10 X Web Risk of session YES/NO X OWASP ZAP
Application hijacking
Secure Flag
Missing security .
14 header Referrer-  0-10 X Web Information leakage v g\ X Nmap
. Application via referrers
Policy
15 ~ ServerSoftwareand . X Web Server Information YES/NO X OpenVAS
Technology Found disclosure
16 Security. bt fle is 0-10 X Web Server Missing security g no X OWASP ZAP
missing contact details
17 HTTP OPTIONS 0-10 X Web Server Pgtentlal method YES/NO X Nmap
Enabled discovery attack

Source (s): Arthur's own work
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The Structure of Data Categorization for Data Analysis will be crucial for effectively analyzing
the vulnerabilities in the Campus Ready e-Assessment platform, especially concerning
unpatched software. By grouping information into clearly defined categories, such as Vul. ID,
Type of Vulnerability, Severity Score, Severity Level, Affected Software/System, Impact
Scope, Patch Availability, Discovery Date, Detection Source and Risk Score, vulnerability
analysis of unpatched software becomes more organized and insightful. This categorization
will allow for an organized approach to understanding and remediating vulnerabilities, with it
being easy to prioritize which vulnerabilities are most critical based on their severity, impact,
available patches and risk score. For instance, the categorization of vulnerabilities based on
severity score and level allows one to ascertain which issues need to be addressed
immediately, while information on affected software/system and impact scope helps to

understand where security must be strengthened.

The Risk Score, as a product of impact and severity, helps to prioritize the vulnerabilities by
their potential risk, so that the team can address high-risk vulnerabilities first. Additionally,
patch availability being incorporated signifies that the analysis also considers whether
remediation possibilities exist. Tracking the discovery date and detection source also helps a
timeline of when and by what means vulnerabilities are discovered which can prove helpful
for making updates and improvements in a timely manner. This structured approach not only
keeps the analysis in order but also helps to make effective decisions for enhancing Campus

Ready's cybersecurity posture and remediating the vulnerabilities effectively.

Table 2: An example of Structure of Data Categorization for Data Analysis:

Affected Patch

Vul. Type of Severity Severit Impact Discovery Detection
yp . y y Software/ P Possibl v
ID Vulnerability Score Level Scope Date Source
System e?
1 Code Injection 8,5 High Internal CRM Integrity  Yes  2024-12-01 OpenVAS

Source (s): Arthur's own work

Data Integration

Data from various tools (mentioned in the Data Collection Tools and Techniques part) and
stages of the process will be integrated into a single database like Microsoft Excel for easier
access and structure of the data which is already mentioned the the chapter “Initial
Vulnerability Assessment”. Tools like Python (with libraries such as Pandas and Matplotlib)
will be used for data visualization, statistical analysis and identification of patterns across the

vulnerabilities (Khadka, 2019).
27



HNLD.

Hochschule Neu-Uim
University of Applied Sciences

Data Anonymization and Security
To keep the data safe and private, any sensitive information (such as IP addresses,
usernames or other personally identifiable details) will be anonymized. Only the necessary

metadata related to the vulnerabilities will be retained for analysis (Dimitrios Sargiotis, 2024).
3.6. Data Analysis

Descriptive Statistics

The study will utilize a quantitative methodology to examine the gathered data with the aim of
comprehending the frequency and consequences of unpatched software vulnerabilities on the
security posture of the e-Assessment platform. The first step "Descriptive statistics" will be the
first step in data analysis to summarize the data and provide information on its central
tendencies and distribution (Lim, 2024).

Severity and Impact Analysis

A severity and impact analysis will then prioritize vulnerabilities according to their potential
impact. Further, the analysis will rate vulnerabilities according to their severity levels based on
the Common Vulnerability Scoring System (CVSS v4.0). High and critical vulnerabilities will
be dealt with on priority basis first as these are the biggest threats to the security of the
platform. Medium and low vulnerabilities will be documented with the suggestions for
mitigation longer term compass (NVD — NIST Home, n.d.) & (Mell et al., 2005, p. 3-2).

Penetration Testing and Vulnerability Scanning

This statistical summary will give the overall security stance of the platform, identifying the
weakest points. After that, a "severity and impact analysis" will determine each vulnerability's
potential impact on the platform's functionality and data integrity. It will prioritize vulnerabilities
by criticality and impacted component so the most severe risks are addressed first. Network
scanning and vulnerability testing will also be conducted using Nmap, a software designed to
discover open ports, detect running services, and map network configurations. By simulating
real-world attack scenarios, Nmap helps to evaluate real-world threats associated with the
identified vulnerabilities. The step gives deeper insight into system weaknesses, enabling the

platform to prioritize remediation effectively (Nmap, 2024; Kang et al., 2021).
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Data Visualization
Afterward, data analysis will be done using Python libraries such as Pandas and Matplotlib
(Khadka, 2019). These libraries will enable proper data manipulation, statistical analysis and
visualization to ensure accurate classification and prioritization of vulnerabilities. For rendering
the data more comprehensible, visualization techniques with Matplotlib and Seaborn such as
bar and pie charts will be employed to represent categorical data such as types of
vulnerabilities and their severity levels, while heatmaps will be employed in representing
relationships among over two variables. Visualizations will help in presenting complex
datasets in a simple way and in an understandable manner and in allowing deeper insights

into the vulnerabilities (Khadka, 2019).

They will be listed all vulnerabilities found and classified them according to severity (for
example: critical, high, medium, low and none) as in Detailed Analysis and Classification with
Python libraries as at shown at below/next page Figure 5 and to illustrate how these
vulnerabilities are spread throughout the platforms many components such as the application
layer, network layer or database (Khadka, 2019; NVD — NIST Home, n.d.).
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1 import pandas as pd
2 import matplotlib.pyplot as plt
3 import seaborn as sns
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reate a DataFrame for the given data
a={

"vul. ID": [1, 2, 3, 4, 5, 6, 7, 8, 9, 1@, 11, 12, 13, 14, 15, 16, 17, 18],

"Type of Vulnerability": [
"Absence of Anti-CSRF Tokens", "Missing Anti-clickjacking Header", "Content Security Policy (CSP) Header Not Set",
"X-Content-Type-Options Header Missing", "Cross-Domain JavaScript Source File Inclusion",
“Server Leaks Version Information via 'Server' Header", "Strict-Transport-Security Header Not Set",
"TCP Timestamps Information Disclosure", "Weak MAC Algorithm(s) Supported (SSH)",
"Open TCP Port: 22", "Open TCP Port: 443", "Open TCP Port: 80",
"Insecure Cookie Setting: Missing Secure Flag", "Missing security header: Referrer-Policy",
"Server Software and Technology Found", "Security.txt file is missing",
"HTTP OPTIONS Enabled", "Cookie without SameSite Attribute"],

"Saverity  Score™: [5s5 53 7455 2y 2455 35 B5u55 2465 2¢65 55 3:5; 33 255 55 255 55 5y 2]

"Severity Level": ["Medium", "Medium", "High", "Low", "Low", "Low", "Medium", "Low", "Low", "Medium", "Low",

“"Low", "Low", "Medium", "Low", "Medium", "Medium", "Low"],

"Affected Software/ System": [
"Web Application", "Web Application", "Web Application", "Web Application", "Web Application”,
"Web Server", "Web Application"”, "Network Infrastructure", "SSH Server",
"Web Server", "Web Server", "Web Server", "Web Application", "Web Application”,
"Web Server", "Web Server", "Web Server", "Web Server"],

"Impact Scope": [
"Potential CSRF attacks", "UI redirection vulnerability", "Cross-site scripting risks",
"Risk of MIME-type sniffing", "Potential data exposure", "Information disclosure",
"Risk of downgrade attacks", "Uptime information leakage", "Potential data integrity issue",
"Unsecured access point", "Potential unauthorized access", "Potential unauthorized access",
"Risk of session hijacking", "Information leakage via referrers", "Information disclosure",
"Missing security contact details", "Potential method discovery attack",

"A cookie has been set without the SameSite attribute, which means that the cookie can be sent as a result of a 'cross-site' r

1,

"Patch Possible?": ["YES"] * 18,

"Discovery Date": ["20.01.2025"] * 18,

"Detection Source": [
"OWASP ZAP", "OWASP ZAP", "OWASP ZAP", "Nmap", "OWASP ZAP", "OWASP ZAP", "Nmap",
"OpenVAS", "OWASP ZAP", "Nmap", "Nmap", "Nmap", "OWASP ZAP", "Nmap", "OpenVAS",
"OWASP ZAP", "Nmap", "OWASP ZAP"]}

= pd.DataFrame(data)

isplay the first few rows of the dataset
nt("Preview of the data:")
nt(df.head())

xample visualization 1: Bar plot of vulnerabilities by Severity Level
.countplot(data=df, x='Severity Level', palette='viridis')
.title("Count of Vulnerabilities by Severity Level")
.xlabel("Severity Level")

.ylabel("Count")

.show()

xample visualization 2: Bar plot of vulnerabilities by Detection Source
.countplot(data=df, y='Detection Source', palette='coolwarm')
.title("Count of Vulnerabilities by Detection Source")

.xlabel("Count")

.ylabel("Detection Source")

.show()

xample visualization 3: Severity Score distribution
.histplot(df['Severity Score'], kde=True, bins=10, color='blue')
title("Distribution of Severity Scores")

xlabel("Severity Score")

ylabel("Frequency")

show()

xample visualization 4: Box plot of Severity Score by Severity Level
.boxplot(data=df, x='Severity Level', y='Severity Score', palette='Set2')
.title("Severity Score by Severity Level")

.xlabel("Severity Level")

.ylabel("Severity Score")

.show()

xample visualization 5: Correlation heatmap

.figure(figsize=(8, 6))

.heatmap(df.corr(numeric_only=True), annot=True, cmap="coolwarm", fmt=".2f")
.title("Correlation Heatmap of Numeric Data")

.show()

Figure 5: Data Visualizations (Structure and Method) in Python for Data Analysis

Source (s): Arthur’'s own work
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Root Cause Analysis

The next step will involve a "root cause analysis" will find underlying real problems behind the
findings, such as lack of budget of resources and investigate the reasons why updates were
not implemented to go deeper into the causes of these vulnerabilities. The purpose of this
analysis is to identify any systemic weaknesses in the Campus Ready regarding patch

management procedures that gave rise to the vulnerabilities (Zhou et al., 2007).

—

Introduction Identify and Immediate Root Cause

to RCA Define the Cause Identification
Approach Problem Identification

Figure 6: Root Cause Analysis Steps

Source (s): (Zhou et al., 2007).

Correlation Heatmap Analysis

A Correlation Heatmap will be conducted using Python Libraries like Pandas and Matplot in
an attempt to provide a visual representation of the numerical variable associations in a
dataset to identify patterns and relationships easily (Khadka, 2019). It indicates strong positive
or negative correlations that can help identify the ways variables influence one another. For
instance, in a vulnerabilities data set, a high correlation between "Severity Score" and "Patch
Possible?" can reveal patterns in vulnerabilities being prioritized or segmented. Also, it can
help identify redundancies by displaying highly correlated variables that contain duplicative

information, thereby simplifying the process of data analysis (Rabzelj et al., 2020).

The objective of this Campus Ready correlation heatmap report is to present further insight
into the patch availability and vulnerability severity relationship in order to better help the
company make informed decisions regarding resource deployment and remediation priority.
By identifying the gap between critical vulnerabilities and patches, Campus Ready can design
a vulnerability management plan that addresses the essential gaps, improves planning, and
secures its e-Assessment platform. This assessment ultimately facilitates data-driven
decision-making, encouraging an adaptive and proactive approach to cybersecurity (Rabzelj
et al., 2020).
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3.7. Risk Evaluation Criteria

The effectiveness of the studys detection and evaluation of exposures to unpatched software
in the Campus Ready e-Assessment system and the feasibility of the

suggested solutions and they are intended to be verified (Mell et al., 2005).

Identification and Categorization of Vulnerabilities

First, the researchs "identification and categorization of vulnerabilities" will be assessed. This
will center on how well the study can identify and categorize vulnerabilities especially serious
ones resulting from unpatched software. Examining whether all notable vulnerabilities were
found and properly categorized in accordance with their severity levels is part of this process
(Shahid et al., 2022, p. 12).

Table 3: Categorization of Vulnerabilities

Severity Description
Represents the absence of impact; no exploitable risk is associated
None with the vulnerability.
Vulnerabilities with minimal impact, often requiring limited attention
Low .
unless in large volumes.
Moderate impact vulnerabilities that may be exploited in certain
Medium . .
conditions but are not critical.
High Vulnerabilities that pose a significant risk and require prompt
[
I remediation to prevent impact.
Severe vulnerabilities that pose an immediate and high-impact
Critical . .
threat, demanding urgent action.

Source (s): (NVD — NIST Home, n.d.)

Risk Scoring

A risk scoring system will be implemented to quantify the risk associated with each
vulnerability. Risk scoring will help in the dataset to compute a composite score based on
factors like severity level. This scoring system will allow vulnerabilities to be ranked and

prioritized effectively to enable targeted mitigation strategies (NVD — NIST Home, n.d.).
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To calculate the Risk Score for vulnerabilities in the table, the study will typically need to use
a formula that combines the Severity Score, the Impact Scope. Therefore, one simple
approach is to multiply the Severity Score with the Impact Score (or a scaled value based on
the impact) (NVD — NIST Home, n.d.).

Where:

Severity Score is a value between 0 and 10 (already provided) (NVD — NIST Home, n.d.)
Impact Scope can be quantified as follows:

¢ None (0.0) — No threat (NVD — NIST Home, n.d.)

e Low (0.1-3.9) — Minor threat or vulnerability (NVD — NIST Home, n.d.)

e Medium (4.0-6.9) — Moderate threat (NVD — NIST Home, n.d.)

e High (7.0-8.9) — Significant threat that requires attention (NVD — NIST Home, n.d.)

e Critical (9.0-10.0) — Immediate threat requiring urgent action. (NVD — NIST Home, n.d.)

Severity and Risk Assessment

Second, the researchs ability to evaluate the impact and associated risks of each vulnerability
on the platforms overall security will be assessed based on two key criteria: the second is the
"severity and risk assessment" which will be closely scrutinized to ascertain the accuracy of

the assessments made during the data analysis phase (Mell et al., 2005 pp.2-9).

After the preliminary evaluation, the vulnerabilities found will be examined and categorized
according to their possible influence on the Campus Ready e-Assessment platform and their
respective severity levels (critical, high, medium and low v4.0 Ratings). Industry-standard
vulnerability scoring systems, including the Common Vulnerability Scoring System (CVSS)
v4.0 Ratings, will serve as the classifications compass (NVD — NIST Home, n.d.) & (Mell et
al., 2005, p. 3-2). Since vulnerabilities related to unpatched software are the main focus of the

investigation and special attention will be paid to them (Mell et al., 2005, p. 3-2):
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Table 4: CVSS v4.0 (Version 4.0) Ratings for Risk Evaluation

Severity ‘ Severity Score Range
None* 0.0
Low
Medium 4.0-6.9
High
Critical

Source (s): (NVD — NIST Home, n.d.)

Feasibility of Recommendations

Third, an evaluation of the "feasibility of recommendations" will be conducted to ascertain
whether the suggested solutions are not only workable but also economical and in line with
industry best practices, all of which increase the probability that they will be implemented
successfully (Mell et al., 2005, pp. 5-2 & 6-1).

Scalability and Adaptability of Recommendations

For making the proposal relevant and applicable for wider scope, the "scalability and
adaptability" of proposed patches would be verified to determine if they would be viable for
similar systems with similar weaknesses. These will collectively serve as the integrated
framework to determine to what extent research has augmented the mechanisms of

cybersecurity in Campus Ready e-Assessment environments (Mell et al., 2005, pp. 4-2).

Metrics for Evaluating Recommendations (Implementation)

Lastly, the study will employ specific measures and metrics in determining the effectiveness
of the proposed measures to mitigate vulnerabilities on the Campus Ready e-Assessment
platform. One of the metrics employed in computing the average time taken to apply patches
for identified vulnerabilities is the "Time to Patch." The lower the patching time, the more
effective the vulnerability management process. In addition, the "Reduction in Vulnerability

Count" would be monitored to calculate the percentage reduction in identified vulnerabilities
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when the proposed controls are implemented. This metric reflects the general impact of the

recommended measures on the security stance of the platform (Roumani, 2021).

In order to maintain harmony with documented standards "Compliance Scores" will be
ascertained by measurement of compliance with ISO/IEC 27001:2022 framework. This will
maintain confirmation of the dependability and industry suitability of the recommendations.
Lastly, "Scalability Ratings" will assess the scalability of the proposed solutions to fit other
systems or environments in a bid to determine their broader utilization. Since these
benchmarks will provide an overall framework for ascertaining effectiveness, sustainability and
compliance with best practices like ISO/IEC 27001:2022.

3.8. Reliability and Validity

The actions listed below will be implemented to guarantee the correctness and
dependability of the results:

The penetration testing and vulnerability scanning tools chosen (Nmap, OpenVAS, OWASP
ZAP) are industry-standard and well-respected tools that are used universally for their
precision in vulnerability detection. Their performance, which will be repeated over several
scans, will be consistent, thereby providing assurance in the validity of the data gathered. For
result consistency, the vulnerability scans and penetration testing will be repeated several
times before and after installation. Cross-referencing the results from various sources and
utilization of various technologies to scan the identical systems will assist in validating the
findings (Shahid et al., 2022).

3.9. Strategy Development

In the Stage of Development of Strategy, wherein strategies will be formulated to eliminate the
vulnerabilities identified and test their feasibility for suggested implementations based on
PDCA approach, patch and vulnerability and configuration management will predominantly be
highlighted and they are consisting short as well as long term approaches. Short-term
suggested strategies might involve emergency patches or quick fixes to mitigate immediate
risks while long term suggested solutions will entail redesigning platform components to
enhance patch management processes and implementing more rigorous testing protocols to

prevent patches from disrupting functionality (Ganiji et al., 2020; Laurence, 2023).

Additionally, automated patch tools will be introduced to streamline the patching. In terms of
change management and risk reduction that is a written plan will be created to minimize

disruptions to users of the platform while prioritizing remediation of high-priority vulnerabilities.
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This could include the design of a system of tiered prioritization of patch release as well as
enabling features such as more advanced user access controls, data encryption, and backup
redundancy to safeguard the platform from attack by unpatched software. The feasibility and
viability of these proposals will be established based on consideration of the cost of
deployment, available staff expertise, and deployment time. The plans will be validated to
guarantee that they can be deployed without disrupting ongoing processes or platform

responsiveness.

The study will focus on the implementation of ISO/IEC 27001:2022 for Information Security
Management Systems. The standards will be utilized to address vulnerabilities, patch
management and configuration policies. Since, through the implementation of this standard,
Campus Ready will institutionalize best practices in cybersecurity and risk management to
make the platform secure, reliable and compliant while promoting its growth and credibility in

the education sector (Proenga & Borbinha, 2018).
3.10. Ethical Considerations

Since this research involves sensitive material, following stringent ethical norms is essential
to maintaining the studys integrity and safeguarding the interests of all those involved. Prior
to starting any vulnerability checks "authorization and permissions" will be carefully sought
from the e-learning platform administrators. To achieve mutual understanding and agreement,
it will be necessary to explicitly define the scope and bounds of the evaluations. This will help

to prevent any ethical breaches that may result from illegal access or activities.

In addition, all study findings will be anonymized in order to remove any sensitive or personally
identifying information (PIl) from the reports in the area of "data privacy and confidentiality."
This pledge of confidentiality will comply with any data protection laws to ensure that any
information gathered throughout the research process is kept and used only for this study

(Mccallister et al.

Finally, the methodology of "non-intrusive testing" is crucial: vulnerability assessments will be
conducted without affecting the platform's regular operations. As part of this, vulnerabilities
will not be actively exploited whereas they protect platform security and data integrity all the
way through the study process. The study seeks to maintain the highest standards of
professionalism and accountability in cybersecurity research within the framework of the

Campus Ready platform by abiding by these ethical guidelines (Zhang et al., 2023).
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4. FINDINGS

4.1. Introduction

Digital transformation in educational technology has highlighted the importance of addressing
unpatched software vulnerability, particularly during the development and deployment of
platforms like Campus Ready. Vulnerabilities arising from outdated/unpatched software
components or weak configurations can significantly compromise platform security,

operational continuity and data privacy.

To evaluate and mitigate these risks the used that vulnerability scanning and penetration
testing techniques were conducted using Nmaps OpenVAS wASP ZAP and O Since these
tools provide actionable insights into the nature and severity of security flaws forming the basis
for this comprehensive analysis (Shahid et al., 2022). The vulnerability scan can include
several important sections to provide the user with an in-depth view of the discovered
vulnerabilities. This allows us to understand the vulnerabilities, assess the potential risks and

prioritize remediation efforts accordingly.

The primary goal of the vulnerability scan and penetration testing is to identify and assess
potential security weaknesses in network infrastructure, servers and web applications of the
target systems on Campus Ready e-Assessment platform. Therefore, the findings (some
vulnerability scanning and penetration testing techniques) have been conducted in
20.01.2025.

4.2. Overview of Vulnerability Scanning and Penetration testing Results

4.2.1. Total Cyber Security Vulnerabilities Identified in Campus Ready
This section provides a high-level overview of the results from the vulnerability scan,
summarizing the overall findings. The table below summarizes the cyber security
vulnerabilities identified during the scanning and testing processes, categorized by their

severity, affected systems and other critical attributes:

Vulnerability scans and penetration tests were done on certain servers, networks and
applications. This section explains the potential vulnerabilities found through these tests.
The vulnerabilities are grouped by their severity with higher severity meaning a bigger risk
of data breaches, loss of integrity or problems with the availability of the targets.

Campus Ready e-Assessment platform it quietly new platform and it is still-undergoing
development process; therefore, the results of Vulnerability scans and penetration testing

will be enough to define the cyber security vulnerabilities caused by unpatched software.
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Below are the total number of vulnerabilities found by severity. Critical vulnerabilities are

the most severe and should be evaluated first.

Table 5: Detected Cyber Security Vulnerabilities on Campus Ready e-Assessment Platform

Vul. Type of Severity Severity SA; f;fvs;?: / Impact Patch Discovery Detection
ID Vulnerability Score Level System Scope Possible? Date Source
Absence of Anti- . C Potential CSRF OWASP
1 CSRF Tokens 5 Medium Web Application attacks NO 20.01.2025 ZAP
Missing Anti- o
2 clickjacking 5 Medium  Web Application Ul redirection NO 20012025 ~ OWASP
vulnerability ZAP
Header
Content Security . _r
3 Policy (CSP) 7,5 High Web Application Cross-site scripting NO 20.01.2025 OWASP
risks ZAP
Header Not Set
X-Content-Type- .
4  Options Header 2 Low Web Application ~ isk of MIME-type YES 20.01.2025 Nmap
Missi sniffing
issing
Cross-Domain .
5  JavaScript Source 2,5 Low Web Application Potential data YES 20.01.2025  OWASP
. . exposure ZAP
File Inclusion
Server Leaks
6  version 3 Low Web Server Information disclosure  YES 20.01.2025 ~ OWASP
Information via ZAP
'Server' Header
Strict-Transport- Risk of downgrade
7 Security Header 55 Medium Web Application 9 NO 20.01.2025 Nmap
attacks
Not Set
TCP Timestamps . .
8  Information 2,6 Low Network Uptime information YES 20.01.2025  OpenVAS
. Infrastructure leakage
Disclosure
Weak MAC . . .
9 Algorithm(s) 2,6 Low SSHServer ~ Fotential dataintegrity - ygg 20012025  ONRSP
Supported (SSH)
10 gzpe” TCP Port: 5 Medium Web Server Unsecﬁfnaccess NO 20.01.2025 Nmap
1 Open TCP Port: 35 Low Web Server Potential unauthorized YES 20.01.2025 Nmap
443 access
12 Open TCP Port: 3 Low Web Server Potential unauthorized YES 20.01.2025 Nmap
80 access
Insecure Cookie . .
13 Setting: Missing 2,5 Low Web Application Risk of session YES 20.01.2025 ~ OWASP
hijacking ZAP
Secure Flag
Missing security Information leakage
14 header: Referrer- 5 Medium Web Application . NO 20.01.2025 Nmap
) via referrers
Policy
Server Software
15 and Technology 2,5 Low Web Server Information disclosure YES 20.01.2025 OpenVAS
Found
16 Security.txtfile s 5 Medium Web Server Missing security NO 20012025 ~ OWASP
missing contact details ZAP
17 HTTP OPTIONS 5 Medium Web Server Potential method NO 20.01.2025 Nmap
Enabled discovery attack
Web Server: A cookie
lacks the SameSite
L attribute, allowing
Cookie without .
18 SameSite 2 Low Web Server cross-site requests YES 20012025 ~ OWASP
Attribute and increasing ZAP

vulnerability to CSRF,
script inclusion, and
timing attacks.

Source: Arthur’s own work
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4.2.2. Cyber Vulnerabilities Breakdown

Table 6: Cyber Vulnerabilities More in Detail

Type of Severity o
Vul. 1D Vulnerability Level Description
"No Anti-CSRF tokens were found in the HTML submission form. Cross-Site Request
Forgery (CSRF) is an attack where a user is tricked into sending an HTTP request to
a target site without their knowledge, making actions happen on the attacker’s behalf.
This happens because the application uses predictable URLs or form actions. CSRF
takes advantage of the trust a website has in its user, while Cross-Site Scripting (XSS)
Absence of Anti- takes advantage of the user's trust in the website. CSRF attacks are not always cross-
1 CSRF Tokens Medium site, but they can be. Other names for CSRF include XSRF, one-click attack, session
riding, confused deputy, and sea surf. CSRF is most dangerous when the victim is
logged in to the target site, authenticated with HTTP, or on the same local network as
the target. CSREF is often used to perform actions with the victim's privileges, but it can
also be used to steal sensitive information. The risk of data theft is higher when the
target site is also vulnerable to XSS, as XSS can allow CSRF to bypass security
restrictions (OWASP, 2012).
Missing Anti- The response does not protect against clickjacking attacks. It is advised to add either
2 clickjacking Medium a Content-Security-Policy header with the 'frame-ancestors' directive or an X-Frame-
Header Options header to prevent such attacks (Mozilla, n.d.).
Content Security Policy (CSP) is an extra layer of security that helps detect and
prevent threats like Cross-Site Scripting (XSS) and data injection. These attacks can
Content Security lead to problems such as data theft, website changes, or malware spread. CSP uses
3 Policy (CSP) High a set of standard HTTP headers that let website admins define trusted sources of
Header Not Set content that browsers can load on a page. This includes content like JavaScript, CSS,
HTML frames, fonts, images, and embedded objects such as Java applets, ActiveX
controls, and audio and video files (World Wide Web Consortium (W3C), n.d.).
The X-Content-Type-Options header, which is used to prevent MIME sniffing, was not
X-C set with the 'nosniff' value. As a result, older versions of Internet Explorer and Chrome
-Content-Type- . . S ;
4 Options Header Low can analyze the response body, potentially interpreting it as a different content t_ype
Missing than the one declared. On the other hand, both current (early 2014) and older versions
of Firefox will use the specified content type, if provided, instead of performing MIME
sniffing (OWASP, n.d.).
Cross-Domain
5 JavaScript L . _ . .
Source File ow The page includes one or more script files from an external domain (Shaikh, 2020).
Inclusion
\S/ervgr Leaks The web/application server is revealing version information through the 'Server' HTTP
6 | ersion ) Low response header. This can help attackers identify potential vulnerabilities in the server
nformation via . .
'Server' Header (Microsoft Archiveddocs, 2010).
Strict-Transport- HTTP Strict Transport Security (HSTS) is a web security policy that tells supported
7 Security Header Medium user agents, like web browsers, to only use secure HTTPS connections (i.e., HTTP
Not Set over TLS/SSL). HSTS is an IETF standard, defined in RFC 6797 (OWASP, n.d.).
e The remote host utilizes TCP timestamps in accordance with RFC1323/RFC7323,
8 Tlmestamps Low which may inadvertently allow an observer to estimate its uptime (Borman, Braden
Information M i Y P ’
Disclosure and Jacobson, 1992; Borman et al., 2014).
Weak MAC
9 Algorithm(s) L The remote SSH server is configured to permit insecure MAC algorithms (Baushke &
ow )
Supported Bider, 2012).
(SSH)
TCP Port 22 is commonly used for Secure Shell (SSH), which provides secure access
for remote system administration and file transfers. However, if left open without
proper configuration or monitoring, this port can become a significant security
10 Open TCP Port: Medium vulnerability. For instance, attackers can exploit outdated SSH implementations to
22 gain unauthorized access. Brute force or dictionary attacks on weak SSH credentials
can also compromise the system. Additionally, enabling SSH with insecure MAC
algorithms or protocols increases the risk of man-in-the-middle attacks (Joost Oortwijn
& Ganfan, 2024; Rashidi et al., 2020).
TCP Port 443 is typically used for secure HTTP (HTTPS) traffic. While it is a standard
configuration for secure web communication, an open Port 443 without adequate
) monitoring or patching can expose services to vulnerabilities. For example, outdated
11 Open TCP Port: Low SSL/TLS protocols or weak ciphers could be exploited, allowing attackers to decrypt
443 sensitive data during transmission. Misconfigured HTTPS services might also leak
server information, enabling attackers to identify and exploit further vulnerabilities
(Joost Oortwijn & Gafan, 2024; Rashidi et al., 2020).
TCP Port 80 is commonly used for HTTP traffic. Unlike Port 443, it does not encrypt
data, making communications susceptible to interception and manipulation (e.g., man-
12 Open TCP Port: Low in-the-middle attacks). An open Port 80 is particularly risky if the associated web server

80

software is outdated or misconfigured. Attackers may exploit known vulnerabilities in
web server versions to launch attacks such as SQL injection or remote code execution.
Additionally, leaving HTTP open can bypass secure HTTPS implementations,
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exposing sensitive traffic to eavesdropping (Joost Oortwijn & Gafan, 2024; Rashidi et
al., 2020).

Insecure Cookie A cookie was set without the Secure flag, allowing it to be transmitted over

13 Sgg';g ll\lﬂalzsmg Low unencrypted connections (OWASP, n.d.).
The response headers are missing the Referrer-Policy HTTP security header and the
Missing security 'referrer’ meta tag is not present. This poses a risk bepause if a user visits a page (e.g.,
14 header: Medium 'http://example.com/pricing/’)  and c||§:ks a link _to_ _another _ site  (e.g.,
Referrér-PoIicy 'https://v_vww.qooqIe.com‘),_the_ browser will s_end the full ongmgtmg URL in Fhe Refe_rer
header if the Referrer-Policy is not set. This URL may contain sensitive information
and could be used for user tracking (developer.mozilla.org, n.d.)
15 Sr?gv'?;cshor]:)\ll‘l:; Low The risk is thqt an e.lt.tacker could Ieve‘rage this information to conduct targeted attacks
Found based on the identified software version and type (OWASP, 2019).
Security.txt file is While the absence of a security.txt file does not pose an immediate risk, it is important
16 S Medium as it provides an official channel for reporting vulnerabilities and security issues (CISA,
missing 2023).
HTTP OPTIONS The primary risk is the potential exposure of debug HTTP methods on the server. If
17 Enabled Medium these methods allow access to sensitive information, such as authentication
credentials or secret keys, they could pose a security threat (Nedim, 2020)
o A cookie has been set without the SameSite attribute, making it vulnerable to
Cookie without transmission in cross-site requests. This attribute is critical for protecting against
18 i?t;?k?ustge Low threats like cross-site request forgery (CSRF), cross-site script inclusion and timing

attacks (West & Goodwin, 2016; Nginx, 2024).

Source: Arthur’s own work

The dataset presented above was used to derive quantitative findings primarily focused
on the Severity Score which serves as the key numerical variable. This quantitative data
enabled an analysis of the distribution and relationships between vulnerabilities based on
their severity. The analysis also evaluated potential correlations with categorical variables
such as Severity Level and Detection Source to gain deeper insights into the patterns and

trends within the dataset.

Visualized Data Using Python: "Pandas and Matplotlib" for Analyzing Findings

The findings of the Campus Ready e-Assessment platform's vulnerabilities were analyzed
and visualized using Python libraries like Pandas and Matplotlib (see Appendix A). It was
achieved through raw data presentation to visualize meaningful insights to make it easier

to identify patterns and relationships within the data (Khadka, 2019).

Pandas has been used for efficient data manipulation and organization (Khadka, 2019).
The dataset was loaded into a Pandas DataFrame and contained data on vulnerabilities,
severity levels, patch availability, and affected systems. This allowed the application of
filters, grouping, and sorting to separate the data into critical vulnerabilities or specific

types of software flaws (Khadka, 2019).

Among these visualization options were bar charts, pie charts, and heat maps for

distribution and correlation analysis, all generated by Matplotlib (Khadka, 2019).
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Bar Plot of Vulnerabilities by Severity Level:
The bar plot shows the total number of vulnerabilities categorized according to Severity
Level(Low, Medium, High) after findings. It emphasizes the fact that most vulnerabilities
in the dataset fall into the Low Severity category(9 instances)after that, Medium Severity(6
instances) and High Severity accounted for the least number ofVulnerabilities(3
instances).This suggests that the vulnerabilities identified don't fall into any most-critical
but present a mixed bag of security issues or vulnerabilities that need attention.
Distribution gives a feel of the risk landscape, where organisations can show and point out
that most vulnerabilities are not exigencies or emergencies but still deserve some

attention.

Bar Plot of Vulnerabilities by Detection Source:

This finding describes the frequency of vulnerabilities detected by security tools such as
OWASP ZAP, Nmap and OpenVAS. The plot shows that OWASP ZAP is the most prolific
tool to use, identifying 10 vulnerabilities of the 18 analyzed, while Nmap and OpenVAS
were able to detect 6 and 2, respectively. This distribution shows the extent to which
specific security tools are applied in vulnerability analysis, thus indicating OWASP ZAP as
more significant towards web application spaces, followed by Nmap and OpenVAS, whose

value lies in detecting network- and server-based vulnerabilities.

Distribution of Severity Scores:

The histogram illustrates the distribution of Severity Scores, revealing how the
vulnerabilities are spread across different severity levels based on their scores (ranging
from 0 to 10). The maijority of vulnerabilities are clustered in the lower to medium range of
scores (around 2 to 5), indicating that most vulnerabilities identified in the dataset are
relatively minor. However, a few vulnerabilities reach higher severity scores, with one
reaching the highest score of 7.5, suggesting that while most vulnerabilities pose lesser
risks, there are still some high-impact issues that could potentially be more harmful if not

addressed.

Box Plot of Severity Scores by Severity Level:

This box plot compares the Severity Scores across the three severity levels (Low, Medium,
High), showing that how the scores are distributed within each level. It indicates that Low
Severity vulnerabilities have the lowest scores, with a range between 2 and 3.5, signifying
that they are less critical for Campus Ready. Medium Severity vulnerabilities have scores
ranging from 3 to 6, indicating a moderate level of risk, while High Severity vulnerabilities

have the highest scores, with one reaching 7.5. The box plot emphasizes that as the
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severity level increases, so does the severity score, highlighting the direct relationship

between the two.

This heatmap illustrates the correlation between the Severity Score of vulnerabilities and
the binary variable "Patch Possible?" This is again perfect correlation, 1.00, being reflected
along the diagonal, representing each variable being entirely correlated with itself. The
values off the diagonal, however, depict a significant negative Spearman's correlation of -

0.77 between Severity Score and Patch Possible.

That is, higher severity vulnerabilities are not likely to have patches readily available and
pose challenges for prioritizing remediation work. Colors indicate this relationship, with
dark red strong correlations (1.00) on one end and shades of blue reflecting negative

correlations.

It is an analysis of the correlation heatmap for Campus Ready, against which relationship
between severity and patch availability is understood fully to aid decision-making in the
allocation of remediation within the organization. This analysis reveals a gap between the
very severity of vulnerabilities when compared alongside patch availability, relevant and
objects further other than just beside sharing informatives. This perhaps led Campus
Ready to a customized design and reorganization of its vulnerabilities management so
that key shortcomings in planning are addressed effectively for the e-assessment platform
to heighten its resilience. All in all, this analysis promotes data-driven decision-making
processes, leading to a stronger, proactive, and adaptive stance toward organizational

cybersecurity.

4.2.3. Key Trends Observed After Findings

Based on the identified vulnerabilities in the table "Cyber Vulnerabilities More in Details"
in the Campus Ready e-Assessment platform, several key trends have emerged that

highlight recurring issues and areas of concern.

Lack of Essential Security Headers
The majority of the security problems are a result of the lack or improper setup of security
headers, including Content-Security-Policy (CSP), X-Content-Type-Options and Strict-
Transport-Security. These are essential in safeguarding against attacks like Cross-Site
Scripting (XSS) and data injection. Their absence indicates shortcomings in the
application of HTTP security best practices to make web applications susceptible to
malicious attacks (OWASP, n.d.).
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Open Ports and Exposed Services
Multiple open TCP ports, including 22, 443 and 80, were detected which expands the
attack surface of the platform. While these ports may be part of expected configurations,
their presence without proper monitoring or regular updates can lead to risks, especially
when associated services are outdated or misconfigured. Such exposure can potentially
allow unauthorized access to applications, networks or sensitive data (Borman, Braden, &

Jacobson, 1992).

Insufficient Cookie Security Configurations

Cookies on the platform were found to be missing critical security attributes, such as the
Secure and SameSite flags. Without these protections, cookies may be exposed to risks
such as Cross-Site Request Forgery (CSRF) and session hijacking, compromising user
data and session integrity. This oversight indicates weaknesses in cookie management
practices (West & Goodwin, 2016).

Vulnerabilities from Missing Files and Protocols

The platform lacks critical files and protocols, such as a security.txt file and Referrer-Policy
headers. The absence of a security.txt file hinders vulnerability reporting, while missing
Referrer-Policy headers could lead to sensitive information leaks during user navigation.
Such gaps reduce the platform’s ability to maintain transparency and protect user privacy
(CISA, 2023; Mozilla, n.d.).

Cross-Domain Script Inclusions

The inclusion of cross-domain JavaScript files from third-party domains introduces
additional vulnerabilities. Without rigorous validation of these resources, attackers could
exploit these inclusions to inject malicious code, undermining platform security. This issue
emphasizes the risks of dependency on external scripts without adequate scrutiny
(Shaikh, 2020).

Exposure of Server Information

The server was found to leak version details via HTTP response headers. This information
could assist attackers in identifying specific vulnerabilities associated with the server's
software versions, enabling more targeted exploits. Such exposure highlights a failure to
minimize information disclosure, a critical aspect of secure server configurations
(Microsoft Archived Docs, 2010).
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Weak Cryptographic Protocols
The SSH server on the platform supports outdated/weak MAC algorithms which weakens
the encryption standards in place. This vulnerability compromises secure communication
and increases susceptibility to attacks like cryptographic downgrade or brute force

(Baushke & Bider, 2012).

Lack of Anti-CSRF Tokens

Forms on the platform lack anti-CSRF tokens, leaving them vulnerable to Cross-Site
Request Forgery (CSRF) attacks. Such attacks could force users to execute unwanted
actions on the platform without their consent, exploiting their authenticated sessions. This

gap reflects inadequate session protection mechanisms (OWASP, 2012).

Improper Handling of Transport Layer Security (TLS)

The lack of HTTP Strict Transport Security (HSTS) headers shows out insufficient
enforcement of secure HTTPS connections. This oversight increases the risk of man-in-
the-middle attacks and data interception during communications, undermining the
confidentiality of sensitive data (OWASP, n.d.).

Recurring Low-Severity Vulnerabilities

Several low-severity vulnerabilities, such as missing SameSite attributes and open ports,
were identified. Although individually these may not pose significant risks, their cumulative
effect can escalate exposure, particularly when combined with other vulnerabilities.
Addressing these issues proactively is essential to minimizing the overall risk (Nginx,
2024).

4.3. Relation Between Observed Cyber Vulnerabilities and Unpatched
Campus Ready e-Assessment Platform

The vulnerabilities identified in the Campus Ready e-Assessment platform are closely
connected to the risks posed by unpatched software. These unpatched systems fail to address
known weaknesses, leaving the platform exposed to various cyber threats. Below is an in-
depth explanation of the relationship between these vulnerabilities and the platform's

unpatched nature (Temizkan et al., 2012):
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Missing Security Headers
Several vulnerabilities, such as missing Content-Security-Policy (CSP) headers and Strict-
Transport-Security (HSTS) headers, were identified as consequences of unpatched software.
These missing headers expose the platform to risks like Cross-Site Scripting (XSS) and man-
in-the-middle (MITM) attacks. The absence of regular updates leaves these protections
unimplemented, significantly increasing the platform’s attack surface and vulnerability to

exploitation (Calzavara et al., 2018; Rashidi et al., 2020).

Open Ports and Misconfigured Services

Unpatched software contributes to misconfigured services, as evidenced by open TCP ports
(22, 80, 443). While open ports are expected for operational purposes, unpatched systems
fail to implement secure configurations, making them susceptible to unauthorized access and
attacks on outdated protocols. These vulnerabilities can be exploited for privilege escalation
or service disruption, particularly when associated services lack the latest security updates
(Joost Oortwijn & Ganan, 2024; Rashidi et al., 2020)

Insecure Cookie Attributes

Vulnerabilities like missing Secure and SameSite cookie attributes indicate the use of outdated
software that does not adhere to modern web security standards. These insecure cookie
configurations allow attackers to exploit session management flaws, potentially leading to
session hijacking or unauthorized access. Unpatched systems exacerbate these risks by
failing to enforce best practices for secure cookie handling (Priyawati et al., 2022; Rashidi et
al., 2020).

Legacy Systems and Outdated Protocols

Unpatched software often supports legacy systems that rely on outdated protocols, such as
weak SSH Message Authentication Code (MAC) algorithms. These weaknesses compromise
encrypted communication channels, allowing attackers to intercept or manipulate data.
Without timely updates, these vulnerabilities remain active, jeopardizing the security of

sensitive communications (Baumer et al., 2024; Rashidi et al., 2020).

Delays in Applying Patches During Digital Transformation

Digital transformation (Software Installation & Upgrades) efforts often prioritize scalability and
functionality, resulting in delayed patching for interconnected components. Vulnerabilities
such as the absence of anti-CSRF tokens and exposed Referrer-Policy headers are indicative

of this challenge. These delays create a window of opportunity for attackers to exploit known
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issues before updates can be applied (Priyawati et al., 2022; Florian Plainer et al., 2020;
Rashidi et al., 2020).

Absence of Proactive Security Measures

Findings such as the missing security.txt file highlight a lack of proactive security planning.
Unpatched systems are less likely to include mechanisms for reporting vulnerabilities, which
delays the resolution of security issues and increases exposure to potential attacks.
Addressing this oversight is essential for ensuring timely identification and mitigation of risks
(Findlay & Abdou, 2022; Rashidi et al., 2020).

Cumulative Impact of Low-Severity Vulnerabilities

Recurring low-severity vulnerabilities, including open ports and minor header
misconfigurations, collectively contribute to a higher risk profile. While individually these issues
may seem negligible, their cumulative effect can be significant when combined with other

unpatched vulnerabilities, creating pathways for more severe exploits (Rashidi et al., 2020).

4.4. Impact of Unpatched Software on Cybersecurity Vulnerabilities in
Campus Ready e-Assessment Platform During Digital Transformation
Processes (Software Upgrades)

Increased Attack Surface During Upgrades

Unpatched software creates significant entry points for cyberattacks during Campus Ready’s
digital transformation (Software Installation & Upgrades). As the platform integrates new
technologies and upgrades its systems, vulnerabilities in legacy software or outdated
components are often overlooked. These gaps can be exploited by attackers, particularly
during periods of transition when systems may be more vulnerable (Divya et al., 2024;
Osborne & Boone, 2023).

Data Breach Risks

Unpatched vulnerabilities, such as outdated libraries and insecure configurations, expose
Campus Ready’s e-Assessment platform to unauthorized access risks. Sensitive applicant
and institutional data become more vulnerable during upgrades, as interactions between
new modules and older systems create exploitable security gaps for attackers to target

personal and academic records (Divya et al., 2024; Osborne & Boone, 2023).
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Operational Downtime

Software upgrades for Campus Ready are prone to temporary disruptions. Unpatched
vulnerabilities can extend these downtimes due to security incidents or system crashes,
reducing the platform’s availability. This is especially critical during high-demand periods like
admissions cycles, where uninterrupted service is essential (Divya et al., 2024; Osborne &
Boone, 2023).

Compromised System Integrity

Unpatched software during Campus Ready’s digital upgrades undermines the platform’s
system integrity. Vulnerabilities such as insecure configurations or missing security headers
provide pathways for attackers to inject malicious code, alter system functionality, or gain
unauthorized privileges, eroding trust in the platform (Divya et al., 2024; Osborne & Boone,
2023).

Financial and Reputational Costs

Campus Ready faces financial risks from cyberattacks exploiting unpatched software,
including costs for incident response, regulatory fines and emergency patch implementations.
Additionally, data breaches or prolonged outages damage the institution’s reputation, reducing
stakeholder trust and affecting future partnerships or user adoption (Divya et al., 2024;
Osborne & Boone, 2023).

Amplification of Vulnerabilities Through Interdependencies

Campus Ready’s digital transformation creates interdependencies between various systems
and applications. Vulnerabilities in one module can cascade through interconnected systems,
amplifying security risks across the platform. This highlights the need for robust patch
management to mitigate cascading threats and maintain a secure operational environment
(Divya et al., 2024; Osborne & Boone, 2023).
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4.5. Root Couse Analysis

Root Cause Analysis (RCA) is a systematic approach that helps to define the underlying
causes of cybersecurity vulnerabilities in the Campus Ready to ensure that issues are
addressed at their source rather than their symptoms. For Campus Ready’s e-Assessment
platform, RCA is essential in uncovering real weaknesses behind the issues has been found
in the “Findings” section, such as delays in patch management or misconfigurations during

digital transformation (Software Installation & Upgrades) (Zhou et al., 2007).

By analyzing why certain vulnerabilities arise, whether due to resource constraints, poor
communication or compatibility issues between legacy and new systems, RCA enables the
implementation of long-term solutions. This proactive approach enhances the platform’s
resilience, reduces repeated security incidents and ensures compliance with cybersecurity
standards like ISO/IEC 27001. Ultimately, RCA helps Campus Ready build a secure, efficient,
and trusted platform, supporting its mission in the educational technology space (Zhou et al.,
2007; 1SO 27001:2022, 2023).

4.5.1. Observed Challenges of Implementing Patch Management in Campus Ready

Right now, as realized that, implementing patch management for the Campus Ready e-
Assessment platform comes with significant challenges, particularly as the platform
evolves during digitalization/software upgrades. Ensuring that all vulnerabilities are

addressed promptly is critical, yet several obstacles hinder effective patch management.

Firstly, one major challenge lies in the team, team members cannot fully understand the
importance of patch management. Non-technical staff can see patches as unnecessary
or burdensome, overlooking their critical role in maintaining security, please check the
point “3.2.2 Campus Ready GmbH Overview”. This lack of awareness is leading to
delayed updates, leaving the platform exposed to potential vulnerabilities (Dissanayake et
al., 2022).

Secondly, resource and budget constraints, both in terms of IT security personnel and
budget pose another challenge because they are quite new startup and looking for
investments or fundings. The Campus Ready team must balance patch management with
other operational priorities. Limited staff availability and lack of awareness and the
absence of automation tools mean that patches may be applied inconsistently or

overlooked entirely (Dissanayake et al., 2022).
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Thirdly, there is a pervasive concern that applying patches could lead to system downtime
or disrupt the platform’s performance during crucial periods, such as university
admissions. Past negative experiences with failed updates or compatibility issues can
reinforce this fear, causing hesitation in implementing patches promptly (Dissanayake et

al., 2022).

Fourthly, the sheer number of patches released by software vendors can be
overwhelming. Prioritizing which patches to apply first especially when balancing critical
security updates with less urgent fixes is a challenge for the Campus Ready team. This is
further complicated by unexpected patch releases which may require immediate attention

and testing (Dissanayake et al., 2022).

Fifth, End-user resistance is another barrier to patch management. Campus Ready Team
may view updates as unnecessary complications, especially when the platform is
functioning well. Without a clear understanding of the risks posed by unpatched
vulnerabilities, users may resist changes that they perceive as disruptive (Dissanayake et
al., 2022).

Finally, Campus Ready currently is not working for applying patches with a proof, please
check the findings which leads to delays in addressing critical vulnerabilities. Without
automated patch systems to prioritize and deploy patches, the platform is prone to

unpatched software remaining active for extended periods (Dissanayake et al., 2022).

4.6. Summary of Findings

The security assessment of the Campus Ready e-Assessment platform identified multiple
cybersecurity vulnerabilities, primarily due to unpatched software, weak configurations and
missing security measures. Using Nmap, OpenVAS, and OWASP ZAP, the study revealed 18
vulnerabilities, categorized into high (3), medium (6) and low (9) severity levels. Common
issues included missing essential security headers (CSP, Strict-Transport-Security), open
TCP ports, weak cookie security, outdated cryptographic protocols and exposed server
information. The findings highlighted a strong correlation between these vulnerabilities and
poor patch management that are leading to risks such as unauthorized access, data breaches
and operational disruptions. Facing issues in implementing patch management included lack
of awareness, resource constraints, fear of system downtime and end-user resistance. During
digital transformation (software upgrades and installations), these weaknesses amplify

security risks, increase attack surfaces and compromise system integrity.
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5. Implementation (Suggested Actionable Solutions)

In this section, this study focuses on providing comprehensive solutions to address the
vulnerabilities identified within the Campus Ready e-Assessment platform. By leveraging ISO/IEC
27001:2022 ISMS guidelines, the study outlines practical strategies for implementing robust patch
management, vulnerability management and configuration management frameworks. It
emphasizes the importance of identifying existing gaps, deploying automated tools and adhering
to industry best practices to mitigate risks effectively. Additionally, the study integrates a metrics-
driven approach to track performance and ensure continuous improvement through the Plan-Do-
Check-Act (PDCA) cycle (Ganiji et al., 2020). This study’s solutions aim to enhance Campus
Ready’s overall security posture, reduce vulnerabilities and establish a resilient cybersecurity

framework for the platform.
5.1. Introduction of ISO/IEC 27001:2022

ISO/IEC 27001:2022 is a globally known standard to manage information security, designed
to protect sensitive data through a structured framework of best practices. Built on the Plan-
Do-Check-Act (PDCA) cycle, it emphasizes continuous improvement and addresses critical
areas like access control, cryptography and vulnerability management. For Campus Ready,
an Al-driven e-Assessment platform, adopting ISO/IEC 27001:2022 is essential for securing
sensitive applicant and institutional data to ensure compliance with regulatory requirements,

and managing cybersecurity risks (Ganiji et al., 2020; Laurence, 2023).

By implementing this standard, Campus Ready can mitigate vulnerabilities such as unpatched
software or misconfigurations, ensuring data integrity and privacy. Certification also builds
trust among stakeholders, enhances the platform’s credibility and demonstrates a commitment
to global security standards. Additionally, the standard supports operational resilience through
robust incident response mechanisms and prepares the platform for scalability, aligning with
its growth objectives. In adopting ISO/IEC 27001:2022, Campus Ready can ensure a secure,
compliant and reliable foundation for innovation and expansion in the educational technology
market (Ganiji et al., 2020; Laurence, 2023).

The ISO/IEC 27001:2022 standard outlines 93 security controls listed in Annex A which are
divided into four categories. Small and medium enterprises (SMEs) may need to prioritize
implementing these controls based on the results of their risk assessments. According to ISO
(2022), the categories and controls in Annex A include (Ho et al., 2024; Atqan et al., 2024):
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e A.5Organizational Controls (Atqan et al., 2024).
e A.6 People Controls (Atqan et al., 2024).

e A.7 Physical Controls (Atqan et al., 2024).

¢ A.8 Technological Controls (Atgan et al., 2024).

Figure 8: Continuous Improvement Cycle (PDCA)

5.1.1. Plan: Adapting to Evolving Threats

The first step in the PDCA cycle involves regularly updating security policies and
procedures. As cybersecurity threats evolve, policies should reflect the latest risks and
incorporate updated standards, such as those introduced in ISO/IEC 27001:2022. This
stage includes reviewing threat intelligence, assessing new vulnerabilities and identifying
changes in regulatory or operational requirements. For Campus Ready, adapting policies
ensures the organization remains proactive in addressing risks associated with its digital

transformation/software development journey (Ganiji et al., 2020; Laurence, 2023).
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Table 7: Plan for Mitigating Risks According ISO/IEC 27001:2022

Severity Severity Management ISO/IEC
Vul.ID Type of Vulnerability 27001:2022
Score Level Area
Control Nr.
1 Absence of Anti-CSRF Tokens 5 Medium Configuration A.8.9,
Management A.8.18
o Co . Configuration A.8.9,
2 Missing Anti-clickjacking Header 5 Medium Management A 818
3 Content Security Policy (CSP) 75 Hiah Configuration A.8.9,
Header Not Set ’ 9 Management A.8.24
4 X-Content-Type-Options Header ° Low Configuration A.8.9,
Missing Management A.8.18
5 Cross-Domain JavaScript Source 25 Low Configuration A.8.9,
File Inclusion ’ Management A.8.18
6 Server Leaks Version Information 3 Low Vulnerability A.8.8,
via 'Server' Header Management A.5.7
Strict-Transport-Security Header . Configuration A.8.9,
/ Not Set 5.5 Medium Management A.8.24
8 TCP Timestamps Information 26 Low Patch A.8.8,
Disclosure ’ Management A.8.19
9 Weak MAC Algorithm(s) 26 Low Patch A.8.4,A.8.8,
Supported (SSH) ’ Management A.8.19
] . Patch A.8.4,A.8.8,
10 Open TCP Port: 22 5 Medium Management A8.19
. Patch A.8.8,
11 Open TCP Port: 443 3,5 Low Management A819
. Patch A.8.8,
12 Open TCP Port: 80 3 Low Management A 819
13 Insecure Cookie Setting: Missing o5 Low Configuration A.8.9,
Secure Flag ’ Management A.8.18
Missing security header: Referrer- . Configuration A.8.9,
14 Policy 5 Medium Management A.8.18
Server Software and Technology Patch A.8.8,
15 Found 2.5 Low Management A.8.19
. S . Vulnerability A.8.8,
16 Security.txt file is missing 5 Medium Management A 537
17 HTTP OPTIONS Enabled 5 Medium  vulnerability g g a 57
Management
18 Cookie without SameSite Attribute 2 Low Configuration A8.9,
Management A.8.18

Source (s): Arthur’'s own work; Jhala, 2014; ISO, 2022).
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5.2. First Step: In Order to Identify the Current State

Understanding the existing vulnerabilities and gaps in the Campus Ready e-Assessment
platform is the first step. This involves a comprehensive assessment of the organization's
security posture, including identifying unpatched systems, configuration errors and
vulnerabilities were found in the findings section along with ISO/IEC 27001:2022 controls. An
accurate inventory of IT assets, software and systems is essential for this phase. Therefore,
ISO/IEC 27001:2022 can emphasize asset management under A.8.1 (Operational planning
and control) which requires maintaining an updated record of all organizational assets (Atgan
et al., 2024).

An effective approach to strengthening the Campus Ready e-Assessment platform should
begin with Asset Discovery where tools like SolarWinds or ManageEngine should be utilized
to create a comprehensive inventory of all servers, endpoints and software within the system.
This step will ensure a clear understanding of the digital landscape, identifying assets that

may be vulnerable or require updates (Sjogard, 2022).

Following this, a Baseline Assessment is conducted, performing a detailed GAP Analysis to
check where the gaps (were already found in the findings section) is against the ISO/IEC
27001:2022 controls. Since this process will identify weaknesses such as unpatched software,
outdated configurations or misalignments with regulatory standards. Once gaps are identified,
the next step is “Prioritization” where vulnerabilities and weaknesses are classified based on
their criticality and potential impact on business operations. This prioritization will help to allow
for focused remediation efforts to ensure that the most urgent and high-risk issues are
addressed first, thus optimizing resource allocation and reducing overall cybersecurity risks
(Atgan et al., 2024; Chiara, 2023).
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Table 8: GAP Analysis to check where the gap is against the ISO/IEC 27001:2022 controls

Severity Severity Management ISO/IEC
Vul.ID Type of Vulnerability 27001:2022
Score Level Area
Control Nr.
1 Absence of Anti-CSRF 5 Medium Configuration A8.9, A8.18
Tokens Management
2 Missing Anti-clickjacking 5 Medium Configuration A8.9. A.8.18
Header Management
Content Security Policy : Configuration
3 (CSP) Header Not Set 7.5 High Management A8.9,A8.24
4 X-Content_-Type-Optlons > Low Configuration A.8.9, A8.18
Header Missing Management
5 Cross-qualn Ja\(aScrlpt 2.5 Low Configuration A8.9 AS.18
Source File Inclusion Management
Server Leaks Version Vulnerabilit
6 Information via 'Server' 3 Low M y A.8.8, A57
H anagement
eader
Strict-Transport-Security . Configuration
/ Header Not Set 55 Medium Management A.8.9,A.8.24
g  TCP Timestamps 2,6 Low Patch A.8.8, A.8.19
Information Disclosure Management
9 Weak MAC Algorithm(s) 26 Low Patch A.8.4,A.8.8,
Supported (SSH) ’ Management A.8.19
] . Patch A.8.4,A.8.8,
10 Open TCP Port: 22 5 Medium Management A8.19
11 Open TCP Port: 443 3,5 Low Patch A.8.8, A.8.19
Management
12 Open TCP Port: 80 3 Low . Paten A.8.8, A.8.19
anagement
13 In_sec_:ure Cookie Setting: 25 Low Configuration A.8.9, A8.18
Missing Secure Flag Management
14 Missing secgrlty header: 5 Medium Configuration A8.9, A8.18
Referrer-Policy Management
15 Server Software and 25 Low Patch A.8.8, A.8.19
Technology Found Management
16 Security.txt file is missing 5  Medum AneraOlY - p g8 537
anagement
17 HTTP OPTIONS Enabled 5  Medium ulnerability g8 a57
Management
18 Coqkle without SameSite 2 Low Configuration A8.9, A8.18
Attribute Management

Source (s): (Atqan et al., 2024; Ho et al., 2024; 1ISO, 2022)

This table 8 is a comprehensive representation of potential vulnerabilities in Campus Ready
system and their alignment with the ISO/IEC 27001:2022 standards for information security
management in order to determining how these vulnerabilities can be managed and mitigated
according to the ISO/IEC 27001:2022 standards. It will help with risk assessment, prioritization
and compliance in order to ensure that a systematic and structured approach to information
security. This ultimately strengthens the security framework of the system and mitigate the

potential for security incidents.
54



HNLD.

Hochschule Neu-Uim
University of Applied Sciences

Configuration Management

8.4 Access to the source code

To ensure controlled access to the platform's source code, preventing unauthorized
modifications and securing the integrity of configurations (Laine, 2024; 1SO,2022).

5.37 Documented operating procedures

To establishe clear guidelines and operational standards for managing configurations
across systems (Ho et al., 2024; 1SO, 2022).

8.9 Configuration management

To directly addresses maintaining secure and consistent configurations across all
components of the system (Laine, 2024; ISO, 2022).

8.18 Use of utilities with privileged rights

To monitor and restrict the use of utilities with elevated privileges to prevent unauthorized
or accidental configuration changes (Ho et al., 2024; 1SO, 2022).

8.19 Installation of software on systems in operation

To regulate how new software is installed or modified in operational environments to avoid
misconfigurations (Ho et al., 2024; ISO, 2022).

8.24 Use of cryptography

Ensures encryption methods align with best practices for securing configuration files and
data exchanges (Ho et al., 2024; 1SO, 2022).

8.8 Handling technical vulnerabilities

To incorporate addressing configuration-related vulnerabilities as part of overall technical
vulnerability management (Laine, 2024; ISO, 2022)

Patch Management

5.37 Documented operating procedures

To provide step-by-step guidelines for applying patches consistently and securely (Ho et
al., 2024; ISO, 2022).

8.8 Handling technical vulnerabilities

To include managing vulnerabilities addressed by patches, ensuring they are tested and
applied promptly (Laine, 2024; 1SO,2022).

8.19 Installation of software on systems in operation

To focuse on the secure deployment of patches and updates to avoid disruptions in
operational systems (Ho et al., 2024; ISO, 2022).
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Vulnerability Management
e 5.37 Documented operating procedures
To establishe a standard process for identifying, assessing, and addressing vulnerabilities
(Laine, 2024; 1SO, 2022).
o 8.8 Handling technical vulnerabilities
To focuse on identifying, prioritizing, and mitigating vulnerabilities through proactive
measures (Laine, 2024; 1ISO, 2022).
e 5.7 Information on the threat situation
To ensure that vulnerability management strategies are informed by up-to-date threat

intelligence (Laine, 2024; ISO, 2022).
5.3. Second Step: An Effective Patch Management Strategy

Patching is essential for addressing vulnerabilities before attackers have the chance to exploit
them. Campus Ready is struggling with timely patching, especially for high-severity
vulnerabilities, and delays or incomplete patching significantly increase exposure to risks.
Therefore, ISO/IEC 27001:2022 can highlight key controls to address this challenge (ISO,
2022; Dissanayake et al., 2022).

ISO/IEC 27001:2022 control A.8.8 will handle technical vulnerabilities emphasizes systematic
identification, prioritization and remediation of vulnerabilities, including timely patch
management. Also, A.8.19 which means Installation of software on systems in operation will
ensure that patching processes are carefully controlled to avoid introducing new risks during
deployment. Furthermore, another control A.5.37 which means Documented operating
procedures will support the establishment of clear, consistent processes for managing patches
effectively (1ISO, 2022; Dissanayake et al., 2022; Ho et al., 2024).

Policy

To boost the security posture of the Campus Ready e-Assessment platform, implementing a
detailed patch management strategy is crucial. Therefore, the first step involves creating a
comprehensive patch management policy. This policy should outline clear timelines for
addressing vulnerabilities based on their criticality. For example, critical vulnerabilities should
be patched within 24 - 48 hours to minimize exposure to severe risks. High-risk vulnerabilities
should be addressed within 7 days, balancing security needs with operational demands.
Medium and low-risk vulnerabilities can be patched within 30 days, allowing time for thorough
testing and resource management (Kemendi & Pal Michelberger, 2024; Jhala, 2014;

Australian Cyber Security Centre, 2010).
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This structured approach has been established at below Table 9 Patch Management Areas

to ensure timely remediation while minimizing disruptions to operations.

Table 9: Patch Management Areas

- Severity Severity Management
Vul.ID Type of Vulnerability Score Level Area KPI
8 T_CP Timestamps Information 26 Low Patch In 30 days
Disclosure Management
Weak MAC Algorithm(s) Supported Patch In 30 days
9 2,6 Low
(SSH) Management
10 Open TCP Port: 22 5  Medium Patch In 30 days
Management
11 Open TCP Port: 443 3,5 Low Patch In 30 days
Management
12 Open TCP Port: 80 3 Low Patch In 30 days
Management
15 Server Software and Technology 25 Low Patch In 30 days
Found Management
Source (s): Arthur's own work
Responsible: 2nd_Level_Support \

Activities

Deploy
installation
package via

SCCM

Record patch Analyze errors of
statusesvia —> incorrect patch —>
report levels

Check progress
—> by running a new ————
report

Client Pacthing
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@—* Troubleshooting

4

Realize
SCCM / MECM

Start —> Client or Server Pacthing?
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Communication
of internal
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Figure 9: Patch Management Process (Procedure)
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—> Sicherheitspatch —>»
es deployen

Coordinate with
the team

Add server to
patch waves

Check progress
via reports

Source (s): Arthur's own work

The patch management procedure outlined in Figure 9, utilizing SCCM (System Center
Configuration Manager) and MECM (Microsoft Endpoint Configuration Manager), should be
implemented to ensure that Campus Ready systems remain updated and compliant with
internal policies, such as ISO/IEC 27001:2022. The procedure begins with recording current
patch statuses via reports and categorizing devices into patch waves based on criticality and
downtime availability. Depending on whether it's client or server patching, appropriate
activities are planned, such as deploying installation packages through SCCM and MECM and

monitoring progress via reports (Cooper, 2023).
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Errors or failures should be analyzed and troubleshooting is coordinated with the 2nd-Level
Support team to resolve issues. Compliance violations are communicated to stakeholders and
progress is verified through updated reports to ensure successful deployment. The process
concludes with finalizing compliance documentation and closing the patch wave, ensuring all

systems meet security requirements (ISO, 2022).

Automation Tools

Automation can play a vital role in streamlining the patch management process. Tools such
as MECM and SCCM can automate the deployment of patches, reducing reliance on manual
processes that are prone to errors. By leveraging automation, Campus Ready can ensure
consistent and timely application of patches across all systems, regardless of their size or
complexity, because this is not only saving time and resources but also enhances the reliability

and scalability of the patch management process (Cooper, 2023; Roumeliotis, 2022).

Validation

Validation is another critical component of the solution. After deploying patches, conducting
vulnerability scans using tools like OpenVAS or OWASP ZAP or Nmap will help Campus
Ready to ensure that the patches have been successfully applied and that no residual
vulnerabilities remain (Shahid et al., 2022; Jhala, 2014). Since, this step is essential for
maintaining confidence in the platform's security. Additionally, tracking patching progress
against predefined Service Level Agreements (SLAs) will help to measure the effectiveness
of the patch management strategy and identifies areas for continuous improvement (Yang et
al., 2011).

5.4. Third: Vulnerability Management Framework

Routine identification and remediation of vulnerabilities are critical to maintaining a secure the
platform. A lack of structured vulnerability management processes often leads to recurring
risks. By leveraging these risks, ISO/IEC 27001:2022 can outline several controls to address
these challenges, such as A.8.8 Handling technical vulnerabilities which emphasizes
systematic identification, assessment and remediation of vulnerabilities to reduce exposure
(ISO, 2022; Laine, 2024).

To support this, A.5.37 Documented operating procedures will help to ensure that vulnerability
management practices are standardized and consistently applied, while A.5.7 Information on
the threat situation highlights the importance of staying informed about emerging threats to
proactively address risks. By implementing these controls, organizations can effectively
mitigate vulnerabilities and maintain a secure environment (1ISO, 2022; Laine, 2024).
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Table 10: Vulnerability Management Areas

Severity Severity Management KPI

Vul.ID Type of Vulnerability Score Level Area
6 'Server ILeaks Version Information via 3 Low Vulnerability In 30 days
Server' Header Management
16 Security.txt file is missing 5 Medium Vulnerability In 30 days
Management
17 HTTP OPTIONS Enabled 5 Medium ulnerability - ah qavs
Management
Source (s): Arthur's own work
Activities Responsible: 1ISO

remediations successful?

. Setting up " Continuous
Start =— anoa.ir.dlnng —> remediation ——3| ™ . ves 3 monitoring _@
Correspondent £
projects

2
c
|

Activities l l

Evaluation, Implement :
prioritisation and corrective = —> V::l?z :t:d
patch deadlines measures

Responsible: IT Correspondents

Figure 10: Vulnerability Management Process (Procedure)

Source (s): Arthur's own work

Vulnerability Management Process (Procedure) has been created in the Figure 10 as
explained more in detail at below, since this procedure is important for ensuring the security,
reliability and compliance of the Campus Ready platform. It provides a proactive, structured
approach to managing vulnerabilities in order to decrease risks and fostering trust among

users and stakeholders of Campus Ready.

Onboarding IT Correspondent

Campus Ready should onboard IT Correspondents by setting up access to tools like Nmap,
OpenVAS or OWASP ZAP, depending on the platform’s requirements (Shahid et al., 2022).
The IT Correspondent should receive training on handling these tools to effectively scan for
and manage vulnerabilities. During onboarding, the Correspondent’s access should be
activated for their assigned location and they should be guided through logging in securely.
This process ensures the Correspondent is equipped to start monitoring and addressing

vulnerabilities across the Campus Ready platform (Shahid et al., 2022).
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Setting Up Remediation Projects
Campus Ready should establish remediation projects to address vulnerabilities identified
during scans. These projects should include a detailed plan for fixing vulnerabilities, specifying
actions such as applying patches, reconfiguring settings or removing insecure software. The
vulnerabilities should be prioritized based on their severity and the criticality of the systems
they affect. Progress on these projects should be tracked using reports generated by tools like
Nmap, OpenVAS, or OWASP ZAP to ensure timely resolution (Shahid et al., 2022; NVD —

NIST Home, n.d.).

Evaluation, Prioritization and Patch Deadlines

The IT Correspondent should analyze the scan results from the selected tool to assess the
vulnerabilities identified in the Campus Ready platform. Vulnerabilities should be prioritized
using a risk-based scoring system, such as CVSS, to focus on the most critical problems first.
A structured approach should be used to categorize vulnerabilities into critical, high, medium,
or minor, and patch deadlines should be set accordingly. For instance, critical vulnerabilities
should have short remediation windows to minimize exposure (Shahid et al., 2022; NVD —
NIST Home, n.d.).

Implementing Corrective Measures

Corrective measures/actions to address vulnerabilities should be implemented based on the
remediation plan. These measures might include deploying patches, reconfiguring security
settings or removing software flagged as vulnerable. Campus Ready should ensure these
actions are performed promptly and efficiently to decrease the risk of exploitation and maintain
the platform’s integrity (Shahid et al., 2022, Ho et al., 2024).

Verify and Validate

Once corrective actions are implemented, Campus Ready should conduct follow-up scans
using the same tool to verify that the vulnerabilities have been successfully addressed. These
scans will confirm reduced risk scores or the absence of the previously identified issues. The
organization should validate that the implemented measures/actions are effective and ensure

continuous improvement in the platform’s security (Shahid et al., 2022, Ho et al., 2024).

Continuous Monitoring

Campus Ready should adopt continuous monitoring practices by leveraging the remediation
dashboards and reports provided by tools like Nmap, OpenVAS, or OWASP ZAP. Regular
scans should be scheduled weekly, monthly or after significant system changes to detect new

vulnerabilities and ensure resolved issues do not recur. This proactive approach will
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strengthen the platform’s resilience against emerging threats (Shahid et al., 2022; Ho et al.,
2024; Jhala, 2014).

5.5. Fourth: Strengthen Configuration Management

The “Misconfigurations” are a common root cause of security breaches in the Campus Ready
Platform. Therefore, Configuration management strategy should be implemented to ensure
that all systems are set up securely and consistently, reducing the risk of exposure. Therefore,
ISO/IEC 27001:2022 can provide several controls to mitigate these risks, such as A.8.9
Configuration management which emphasizes secure and consistent system setup and A.8.4
Access to the source code, ensuring that access is restricted and monitored to prevent
unauthorized changes (ISO, 2022; Laine, 2024; Ho et al., 2024).

Additionally, A.5.37 Documented operating procedures will support maintaining standardized
practices, while A.8.18 Use of utilities with privileged rights restricts tools that could be
exploited to escalate privileges. To safeguard operational systems, A.8.19 Installation of
software on systems in operation can enforce controls on software deployment. The standard
also addresses secure data handling through A.8.24 Use of cryptography, ensuring data
protection and A.8.8 Handling technical vulnerabilities, which calls for proactive identification
and mitigation of vulnerabilities (ISO, 2022; Laine, 2024; Ho et al., 2024).

Table 11: Configuration Management Areas

Severity Severity Management

Vul.ID Type of Vulnerability Score Level Area KPI

1 Absence of Anti-CSRF Tokens 5 Medium configuration sy ovs
Management

2 Missing Anti-clickjacking Header 5 Medium i)/lonflguratlon In 30 days
anagement
Content Security Policy (CSP) : Configuration

3 Header Not Set 7.5 High Management In 7 days

X-Content-Type-Options Header Configuration In 30 days

4 . 2 Low

Missing Management

Cross-Domain JavaScript Source File Configuration In 30 days

5 . 2,5 Low

Inclusion Management

7 Strict-Transport-Security Header Not 55 Medium Configuration In 30 days
Set Management

13 Insecure Cookie Setting: Missing 25 Low Configuration In 30 days
Secure Flag Management

14 Mls.smg security header: Referrer- 5 Medium Configuration In 30 days
Policy Management

18 Cookie without SameSite Attribute 2 Low Configuration In 30 days
Management

Source (s): (ISO, 2022; Laine, 2024; Ho et al., 2024).
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Campus Ready requires a robust and streamlined
configuration management procedure to address
evolving cybersecurity challenges and maintain a
secure and compliant infrastructure. The process
detailed with

standardized practices, automation and monitoring

integrates procedural steps

to create a comprehensive framework.

Analyze Change Requests

All configuration change requests should be
analyzed to ensure alignment with Campus
Ready’s security objectives and operational needs.
This step evaluates potential impacts on existing
systems to ensure minimal disruption and
adherence to security protocols (ISO, 2022; Ho et

al., 2024).

Dependency ldentification and Impact
Analysis

Dependencies between Configuration Items (Cls)
are identified to assess how changes might affect
other components. If new Cls are required, they
should be created and documented. This analysis
will ensure seamless integration of changes and
reduces the risk of unintended consequences
(Tawo & Ajayi, 2025).

Figure 11: Configuration Management Process (Procedure)

Source (s): Arthur's own work
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Define and Standardize Processing Sequence
A clear sequence for processing configuration changes is established. Standardization is
achieved through the adoption of CIS Benchmarks, which provide best practices for
configuring servers, databases, and applications. For example, mandatory HTTPS usage and
disabling unnecessary services minimize vulnerabilities and create a consistent security

posture across the platform (Kepuska & Tomasevic, 2024; Laine, 2024).

Cl Creation, Maintenance and Documentation

Each CI (Configuration Item) is created or updated as needed, ensuring relevance to the
Configuration Management Database (CMDB). Proper documentation of configurations and
their dependencies ensures that all changes are transparent and traceable (MEDUPE,
2009).

Quality Assurance and Approval

Before releasing updates, a quality check of CMDB entries ensures adherence to security
baselines and operational requirements. Once verified, changes are approved and released,
updating the CMDB to reflect the new configurations (MEDUPE, 2009).

Automation for Consistency and Efficiency

Automation through Infrastructure as Code (laC) tools such as Ansible, Puppet or Terraform
ensures secure configurations are deployed consistently across all environments. For
instance, Terraform can enforce critical SSH settings like disabling password-based login,
reducing manual errors and accelerating implementation (Baushke & Bider, 2012; Hasan et
al., n.d.).

Continuous Monitoring and Drift Detection (Incident Management)

CMDBs and drift detection tools continuously monitor configuration states, identifying
unauthorized or non-compliant changes. For example, if an unapproved service is enabled
or a port is opened, the system can alert administrators or automatically revert to secure
settings. This ensures that configurations remain aligned with Campus Ready’s security
baselines (MEDUPE, 2009).

Reporting and Tracking

A configuration report should be generated to document changes, enabling ongoing tracking
and accountability. Since, this supports compliance efforts and provides a clear record for
audits and reviews (MEDUPE, 2009).
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5.6. Fifth: Establishing a Metrics-Driven Approach (KPIs)

To measure the success of implemented strategies, Campus Ready needs to track key
performance indicators (KPIs) that align with ISO/IEC 27001:2022 objectives. Since this will
help Campus Ready to ensure that the strategies are effective and facilitates continuous

improvement (Kemendi & Pal Michelberger, 2024).

Defining Metrics

Firstly, one critical KPI is the Percentage of Systems Patched Within SLA (Service Level
Agreement). Since this metric evaluates the timeliness of addressing vulnerabilities by
measuring the proportion of systems updated within agreed timelines, such as patching critical
vulnerabilities within 48 hours or high-risk ones within 7 days or Medium and Low risks within
30 days. Meeting these timelines is crucial for minimizing exposure to potential exploits in
order to ensure that Campus Ready’s e-Assessment platform remains secure during
digitalization/software upgrades (Kemendi & Pal Michelberger, 2024; Jhala, 2014; Australian
Cyber Security Centre, 2010).

Another vital metric is the number of critical vulnerabilities found and remediated within
timelines. Since this KPI reflects the organization’s efficiency in detecting and resolving the
most pressing security risks. Tracking this number will ensure that critical vulnerabilities are
not only identified but also effectively addressed, reducing the likelihood of data breaches or
service disruptions (Kemendi & Pal Michelberger, 2024; Jhala, 2014).

A third metric, frequency of configuration drift and time taken to rectify, assesses how often
systems deviate from their secure baseline configurations and how quickly these deviations
are corrected. Frequent or unresolved configuration drift can introduce vulnerabilities, making

it imperative to monitor and mitigate such instances promptly.
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Table 12: KPIs For Patching Durations

Severity Severity ISO/IEC
Vul.ID Type of Vulnerability 27001:2022 KPI
Score Level
Control Nr.
1 Absence of Anti-CSRF Tokens 5 Medium A.8.9,A.8.18 In 30 days
2 Missing Anti-clickjacking Header 5 Medium A.8.9,A.8.18 In 30 days
Content Security Policy (CSP) :
3 Header Not Set 7,5 High A.8.9,A824 In7days
4 X-_Co_ntent-Type-Optlons Header 2 Low A8.9, A8.18 In 30 days
Missing
5 Cross.-Domaln JavaScript Source File 25 Low A8.9, A8.18 In 30 days
Inclusion
6 Server Leaks Version Information via 3 Low A.8.8, In 30 days
'Server' Header A5.7
7 gg;ct-Transport-Securlty Header Not 55 Medium A.8.9, A.8.24 In 30 days
8 TQP Timestamps Information 26 Low A.8.8, A.8.19 In 30 days
Disclosure
Weak MAC Algorithm(s) Supported A.8.4,A.8.8, In 30 days
9  (ssH) 2.6 Low A.8.19
10 Open TCP Port: 22 5 Medium AS4ASS  Ind0days
11 Open TCP Port: 443 3,5 Low A.8.8, A.8.19 In 30 days
12 Open TCP Port: 80 3 Low A.8.8, A.8.19 In 30 days
13 Insecure Cookie Setting: Missing 25 Low A8.9, A8.18 In 30 days
Secure Flag
14 II\D/IcIJTiiI;Q security header: Referrer- 5 Medium A.8.9, A.8.18 In 30 days
15 Eﬁ;\:]edr Software and Technology 25 Low A8.8, A8.19 In 30 days
16 Security.txt file is missing 5 Medium A.8.8, A.5.37 In 30 days
17 HTTP OPTIONS Enabled 5 Medium A.8.8,A.5.7 In 30 days
18 Cookie without SameSite Attribute 2 Low A.8.9,A.8.18 In 30 days

Source (s): Arthur’'s own work; Jhala, 2014; ISO, 2022).

Reporting

Regularly publishing security performance reports for internal and external stakeholders can

reinforce transparency and accountability. These reports should include trends in KPI

performance, for example, the percentage of timely patches applied or the frequency of

configuration drifts rectified. They also provide an opportunity to showcase progress, highlight

lessons learned from past vulnerabilities and demonstrate a commitment to continuous

improvement. For Campus Ready, these reports can foster trust among users and partners,

showing that the platform prioritizes security and resilience (ISO, 2022).
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Benchmarking
Benchmarking is another important solution for Campus Ready’s performance against
industry standards and peer organizations allows for meaningful comparisons. For instance,
industry benchmarks may indicate a 95% patch success rate within SLAs, serving as a target
for Campus Ready to achieve or surpass. In addition, benchmarking will help to highlight areas
where Campus Ready excels and identifies opportunities for adopting advanced tools or
refining processes. It will ensure that the organization’s cybersecurity efforts align with best
practices and remain competitive in the educational technology sector (Kemendi & Pal

Michelberger, 2024; Jhala, 2014; Australian Cyber Security Centre, 2010).
5.7. Sixth: Continuous Improvement Cycle

Maintaining a robust security posture requires a commitment to ongoing refinement and
adaptation. ISO/IEC 27001:2022 advocates the Plan-Do-Check-Act (PDCA) cycle which is
a structured framework for continuous improvement. This cycle can help Campus Ready to
ensure that security strategies evolve in response to emerging threats and changing business
requirements, reinforcing Campus Ready’s ability to safeguard its e-Assessment platform
(Ganiji et al., 2020; Laurence, 2023).

5.7.1. Do: Implementation and Tracking

The "Do" phase has been created in the Table 13 at shown below which focuses on
executing remediation measures and closely monitoring their effectiveness. This involves
deploying updates, addressing vulnerabilities identified during audits and training staff on
updated protocols. Tools such as automated patching systems or configuration
management solutions can enhance implementation efficiency. Tracking the outcomes of
these measures ensures that solutions are delivering the intended security improvements,
enabling Campus Ready to protect sensitive data and platform functionality (Ganji et al.,
2020; Krisztian & Cism, 2013; Cohen,2012).
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Table 13: Categorization of Vulnerabilities by Management Area and Recommended Actions (Measures)

Severity Severity Management ISO/IEC
Vul.ID Type of Vulnerability 27001:2022 Recommended Actions
Score Level Area
Control Nr.
. ) . Implement Anti-CSRF tokens
1 Absence of Anti-CSRF 5 Medium Configuration A8.9,A8.18  tosecure HTML submission
Tokens Management
forms.
Implement the Content-
Missing Anti- . Configuration Security-Policy or X-Frame-
2 clickjacking Header 5 Medium Management A89,A818 Options header to safeguard
against Clickjacking attacks.
. . ) . Set up CSP headers to protect
3 Content Security Policy 7.5 High Configuration A89 A824  against XSS and data injection
(CSP) Header Not Set Management attacks
. g _ Configure the X-Content-Type-
X Cpntent Type Configuration Options header to 'nosniff' to
4 Options Header 2 Low A.8.9,A.8.18 . e
Missi Management avoid MIME-sniffing
issing ey
vulnerabilities.
Cross-Domain Confiquration Restrict external JavaScript
5 JavaScript Source File 2,5 Low M 9 A.8.9,A.8.18 sources and validate their
) anagement ; :
Inclusion inclusion.
. Eliminate or obscure version
Server Leaks Version - h C
A - . Vulnerability A.8.8, information in server response
6 Information via 'Server 3 Low
Management A7 headers to reduce exposure to
Header
targeted attacks.
Strict-Transport- _ ) Activa_te HTTP Strict Transport
7 Security Header Not 5,5 Medium configuration A89 AB24  Socutly (MSTS) Lo ensure the
Set anagement use of secure
connections.
) Disable TCP timestamps to
8 TcP T'”?eSta’.“pS 2,6 Low Patch A.8.8, A.8.19 prevent uptime information
Information Disclosure Management .
disclosure.
Weak MAC Reconfigure SSH settings to
9 Algorithm(s) Supported 2,6 Low Patch A84A.88, disable weak MAC algorithms.
(SSH) Management A.8.19
Restrict access or apply
10 Open TCP Port: 22 5 Medium Patch A84A88, updates to secure services
Management A.8.19 .
running on port 22.
11 Open TCP Port: 443 35 Low Patch A88 A819  Monitorand secure services
Management running on port 443.
12 Open TCP Port: 80 3 Low Patch A88 A819  Monitorand update services
Management running on port 80.
Insecure Cookie Configuration Set the Secure attribute for
13 Setting: Missing Secure 2,5 Low M 9 A.8.9,A8.18 cookies to ensure encrypted
anagement .
Flag transmission.
Missing securit Configuration Add Referrer-Policy header to
14 9 . 5 Medium 9 A.8.9,A8.18  control sensitive URL
header: Referrer-Policy Management ) . .
information sharing.
Regularly update server
15 Server Software and 2,5 Low Patch A.8.8, A.8.19 software to prevent exploitation
Technology Found Management L
of known vulnerabilities.
. o - Include a security.txt file to
16 Security.ixtfile is 5 Medium Vulnerability A.8.8,A537  establish a dedicated channel
missing Management f . L
or reporting security issues.
- Disable unnecessary HTTP
17 HTTP OPTIONS 5 Medium Vulnerability A.8.8, A57 methods to reduce attack
Enabled Management
surface.
Include the SameSite attribute
Cookie without Configuration in cookies to protect against
18 SameSite Attribute 2 Low Management A89,A8.18 cross-site request forgery

(CSRF).

Source (s): Arthur's own work; Jhala, 2014; ISO, 2022).
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Lack of Anti-CSRF Tokens

The lack of Anti-CSRF tokens, which carries a medium severity score of 5, exposes the
Campus Ready e-Assessment platform to cross-site request forgery (CSRF) attacks. As
part of Configuration Management and in line with ISO/IEC 27001:2022 controls A.8.9 and
A.8.18, Campus Ready should integrate Anti-CSRF tokens into HTML submission forms
to validate and authorize requests, thereby reducing this risk (OWASP, 2012; Laine, 2024;
ISO, 2022; Ho et al., 2024).

Missing Anti-clickjacking Header

This vulnerability, with a medium severity score of 5, indicates insufficient protection
against clickjacking attacks. Aligned with ISO/IEC 27001:2022 controls A.8.9 and A.8.18
under Configuration Management, Campus Ready should add Content-Security-Policy or
X-Frame-Options headers to prevent malicious framing of the platform’s web applications
(Mozilla, n.d.; Laine, 2024; ISO, 2022; Ho et al., 2024)

Content Security Policy (CSP) Header Not Set

With a high severity score of 7.5, this critical vulnerability increases the risk of XSS and
data injection attacks. As a Configuration Management issue aligned with ISO/IEC
27001:2022 controls A.8.9 and A.8.24, Campus Ready should configure CSP headers to
restrict executable content sources, significantly reducing exposure to these attacks
(World Wide Web Consortium (W3C), n.d.; Laine, 2024; ISO, 2022; Ho et al., 2024)

X-Content-Type-Options Header Missing

This low-severity vulnerability, scored at 2, exposes the platform to MIME-sniffing risks.
Falling under Configuration Management and aligned with ISO/IEC 27001:2022 controls
A.8.9 and A.8.18, Campus Ready should set the X-Content-Type-Options header to
"nosniff," ensuring browsers respect declared content types (OWASP, n.d.; Laine, 2024;
ISO, 2022; Ho et al., 2024)

Cross-Domain JavaScript Source File Inclusion

With a low severity score of 2.5, this vulnerability exposes the platform to risks from
unvalidated external JavaScript sources. Mapped to ISO/IEC 27001:2022 controls A.8.9
and A.8.18 under Configuration Management, Campus Ready should restrict and validate
external JavaScript sources to minimize exposure to malicious scripts (Shaikh, 2020;
Laine, 2024; 1SO, 2022; Ho et al., 2024).

68



rINU

rIMt

Hochschule Neu-Ulm

University of Applied Sciences
Server Leaks Version Information via 'Server' Header
This low-severity vulnerability, scored at 3, provides attackers with version information that
can be exploited. As a Vulnerability Management concern aligned with ISO/IEC
27001:2022 controls A.8.8 and A.5.7, Campus Ready should remove or obfuscate server
header version information to reduce this risk (Microsoft "Archiveddocs", 2010; Laine,

2024; 1S0O, 2022)

Strict-Transport-Security Header Not Set

With a medium severity score of 5.5, this vulnerability leaves the platform without enforced
HTTPS connections. Falling under Configuration Management and aligned with ISO/IEC
27001:2022 controls A.8.9 and A.8.24, Campus Ready should enable HTTP Strict
Transport Security (HSTS) to ensure secure browser communications (OWASP, n.d,;
Laine, 2024; 1SO, 2022; Ho et al., 2024).

TCP Timestamps Information Disclosure

This low-severity vulnerability, scored at 2.6, exposes server uptime information. As a
Patch Management issue mapped to ISO/IEC 27001:2022 controls A.8.8 and A.8.19,
Campus Ready should disable TCP timestamps to limit reconnaissance opportunities for
attackers (Borman, Braden and Jacobson, 1992; Borman et al., 2014; Laine, 2024; 1SO,
2022; Ho et al., 2024).

Weak MAC Algorithm(s) Supported (SSH)

With a low severity score of 2.6, this vulnerability compromises encryption strength. Falling
under Patch Management and aligned with ISO/IEC 27001:2022 controls A.8.8 and
A.8.19, Campus Ready should reconfigure SSH settings to disable weak MAC algorithms,
strengthening the platform’s security (Baushke & Bider, 2012; Laine, 2024; ISO, 2022; Ho
et al., 2024).

Open TCP Port: 22

This medium-severity vulnerability, scored at 5, could allow unauthorized access. Aligned
with ISO/IEC 27001:2022 controls A.8.8 and A.8.19 under Patch Management, Campus
Ready should restrict access and ensure updates are applied to secure services running
on this port (Joost Oortwijn & Ganan, 2024; Rashidi et al., 2020; Laine, 2024; ISO, 2022;
Ho et al., 2024).
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Open TCP Port: 443

With a low severity score of 3.5, this vulnerability poses potential risks if services are
outdated. Falling under Patch Management and aligned with ISO/IEC 27001:2022 controls
A.8.8 and A.8.19, Campus Ready should monitor and secure services running on port 443
to prevent exploitation (Joost Oortwijn & Ganan, 2024; Rashidi et al., 2020; Laine, 2024;
ISO, 2022; Ho et al., 2024).

Open TCP Port: 80

A low-severity vulnerability, scored at 3, may expose services to risks if improperly
managed. Under Patch Management and aligned with ISO/IEC 27001:2022 controls A.8.8
and A.8.19, Campus Ready should regularly monitor and update services running on this
port (Joost Oortwijn & Ganan, 2024; Rashidi et al., 2020; Laine, 2024; ISO, 2022; Ho et
al., 2024)

Insecure Cookie Setting: Missing Secure Flag

This low-severity vulnerability, scored at 2.5, exposes cookies to risks during transmission.
Falling under Configuration Management and aligned with ISO/IEC 27001:2022 controls
A.8.9 and A.8.18, Campus Ready should set the Secure attribute for cookies to ensure
encrypted transmissions (OWASP, n.d.; Laine, 2024; I1SO, 2022; Ho et al., 2024)

Missing Security Header: Referrer-Policy

With a medium severity score of 5, this issue risks sensitive URL information exposure.
Under Configuration Management and mapped to ISO/IEC 27001:2022 controls A.8.9 and
A.8.18, Campus Ready should add the Referrer-Policy header to control information
sharing and enhance user privacy (developer.mozilla.org, n.d. ; Laine, 2024; 1SO, 2022;
Ho et al., 2024).

Server Software and Technology Found

This low-severity vulnerability, scored at 2.5, is related to outdated server software. Falling
under Patch Management and aligned with ISO/IEC 27001:2022 controls A.8.8 and
A.8.19, Campus Ready should regularly update server software to prevent exploitation of
known vulnerabilities (OWASP, 2019; Laine, 2024; ISO, 2022; Ho et al., 2024).

Security.txt File is Missing

This medium-severity vulnerability, scored at 5, hinders the reporting of vulnerabilities.
Aligned with ISO/IEC 27001:2022 controls A.8.8 and A.5.37 under Vulnerability
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Management, Campus Ready should add a security.txt file to facilitate responsible
vulnerability reporting (CISA, 2023)

HTTP OPTIONS Enabled

With a medium severity score of 5, this vulnerability increases the attack surface. Falling
under Vulnerability Management and mapped to ISO/IEC 27001:2022 controls A.8.8 and
A.5.7, Campus Ready should disable unnecessary HTTP methods to reduce exposure
(Nedim, 2020; Laine, 2024; 1SO, 2022).

Cookie Without SameSite Attribute

This low-severity vulnerability, scored at 2, risks CSRF attacks. Falling under
Configuration Management and aligned with ISO/IEC 27001:2022 controls A.8.9 and
A.8.18, Campus Ready should set the SameSite attribute for cookies to safeguard against
cross-site request forgery (CSRF) attacks (West & Goodwin, 2016; Nginx, 2024; Laine,
2024; 1SO, 2022; Ho et al., 2024).

5.7.2. Check: Evaluation through Audits

Regular internal audits and penetration tests should be conducted by Campus Ready (IT
security specialist) during the "Check" phase to evaluate the security posture and uncover
new risks. Since, these audits can provide a comprehensive review of implemented
strategies, verifying compliance with ISO/IEC 27001:2022 and ensuring that identified
vulnerabilities have been mitigated or not. Also, Penetration test should be used to
replicate real-world attack scenarios and uncover potential vulnerabilities which can offer
Campus Ready actionable insights into areas needing further attention (Ganiji et al., 2020;
Krisztian & Cism, 2013; Cohen,2012).

In addition to internal measures, external audits and penetration testing should form an
integral part of Campus Ready’s security strategy to ensure comprehensive risk evaluation
and compliance. However, external audits can be conducted by independent third-party
professionals to provide an objective assessment of the platform’s adherence to ISO/IEC
27001:2022 standards. Therefore, these audits validate the effectiveness of implemented
strategies, identify overlooked vulnerabilities and ensure that all security measures align
with industry best practices (Ganji et al., 2020; Krisztian & Cism, 2013; Cohen,2012).

Penetration tests can be performed by external security experts, simulate real-world attack
scenarios that go beyond traditional assessments. These tests can reveal potential

weaknesses in the system that internal teams may have missed, offering actionable
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insights for improving the platform's resilience. For Campus Ready, penetration tests will
be particularly valuable in identifying exploitable vulnerabilities in unpatched software,
misconfigurations and integration points during software upgrades processes (Ganiji et al.,
2020; Krisztian & Cism, 2013; Cohen,2012).

Since the combination of external audits and penetration tests can help Campus Ready
maintain a robust and proactive security posture. These measures complement internal
reviews, fostering continuous improvement, stakeholder trust and alignment with global

security standards (Knowles et al., 2016).
5.7.3. Act: Refining Strategies

The final stage, "Act," involves updating and refining security strategies based on findings
from audits and lessons learned. This iterative process will help Campus Ready to ensure
that any gaps or inefficiencies identified are addressed promptly. For Campus Ready, this
stage should involve revising patch management timelines, enhancing staff training or
adopting new tools to streamline wvulnerability management. By embedding this
adaptability, the organization will build resilience against both current and future threats
(Ganiji et al., 2020; Krisztian & Cism, 2013; Cohen,2012).

Table 14: Refining Security Strategies in the 'Act’ Phase

Stage Description Key Actions Outcome
Analyze audit findings and Improved and more
lessons learned from effective security
incidents. strategies.
Identify gaps and areas Enhanced alignment
needing improvement in with security
existing security controls frameworks and
and procedures. standards.
Update security policies, Strengthened
Updating and refining procedures, and organizational
security strategies configurations resilience against
Act based on findings from accordingly. evolving threats.

audits and lessons
learned.

Communicate changes
and provide training to
relevant stakeholders.

Increased awareness
and adherence to
updated security

measures.

Monitor the effectiveness

of implemented updates

through ongoing testing
and audits.

Continuous
improvement in
security posture and
compliance with
standards like ISO/IEC
27001.

Source (s): Arthur’'s own work
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6. Validation of Research Questions & Hypothesis

6.1. Research Questions

The thesis will help to answer and prove the following Research Questions and
Hypohesis:

RQ 1: How does unpatched software during software upgrades lead to specific cyber
vulnerabilities in the Campus Ready e-Assessment platform (Software), such as data

breaches and malware attacks?

According to founded results (check the section Findings section), it is clear to see unpatched
software significantly contributes to vulnerabilities across multiple dimensions. The Campus
Ready e-Assessment platform’s software upgrades processes exacerbate this issue as older
software components interact with newer systems and introducing exploitable gaps.
Vulnerabilities such as the absence of security headers (e.g., Content-Security-Policy, Strict-
Transport-Security) and open TCP ports (e.g., 22, 443, 80) provide entry points for
unauthorized access and data interception. These vulnerabilities expose sensitive data to
threats like session hijacking and cross-site scripting (XSS) and directly correlating to risks
like data breaches and malware propagation. Moreover, legacy systems supporting weak
cryptographic protocols (e.g., outdated MAC algorithms) further compromise secure

communication channels and creating additional risks for sensitive data and system integrity.

RQ 2: How can an effective patch, vulnerability and configuration management strategy be
recommended to address and mitigate the risks associated with unpatched software in the

Campus Ready e-Assessment platform, in accordance with ISO/IEC 27001:2022 guidelines?

The implementation of a structured strategy (Please check the implementation section)
leveraging ISO/IEC 27001:2022 controls is vital for mitigating these risks. The study suggests
prioritizing patch management through tools like MECM and SCCM to automate and optimize
the patching process, ensuring prompt resolution of high-risk vulnerabilities. Configuration
management, guided by standards such as CIS Benchmarks to ensure consistent security
across servers, applications and databases. Vulnerability management tools like OpenVAS,
combined with regular scans and audits to ensure proactive detection and mitigation of risks.
Utilizing metrics such as patch SLA adherence and tracking configuration drift rates provides
actionable insights for continuous improvement. These strategies, underpinned by ISO
controls like A.8.8 (Handling Technical Vulnerabilities) and A.8.9 (Configuration Management)

to enable Campus Ready to address vulnerabilities holistically.
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6.2. Hypotheses

H1: Unpatched software during software upgrades significantly increases cybersecurity
vulnerabilities in Campus Ready e-Assessment platform (Software) and it is making them

more susceptible to attacks such as data breaches and malware infections.

The analysis of this study’s results supports this hypothesis approach. For example,
unpatched software was identified as a root cause for issues such as absent security headers
and open ports. These vulnerabilities amplify the risk of advanced threats like cross-site
scripting and man-in-the-middle attacks, making the system more vulnerable to data
breaches. The correlation between high-severity vulnerabilities and unpatched systems

further emphasizes the critical role of timely updates in mitigating risks.

H2: Implementing effective patch, vulnerability and configuration management strategies,
aligned with ISO/IEC 27001:2022 guidelines, is expected to significantly reduce vulnerabilities

and enhance the overall security risks posture of the Campus Ready e-Assessment platform.

The findings (Findings Section) validate this hypothesis. The suggested implementation
section of ISO-compliant management frameworks focusing on automation, standardization
and continuous monitoring addresses the identified vulnerabilities effectively. For example,
enabling HTTP Strict Transport Security (HSTS) and regular audits ensure secure data
transmission and compliance with best practices. Metrics-driven approaches, such as tracking
patching within SLA, demonstrate measurable improvements in security and aligning with
ISO/IEC 27001:2022 objectives.
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7.LIMITATIONS AND FURTHER RESEARCH

7.1. Limitations

One of the main constraints of this study is the absence of real-time implementation and
evaluation of the proposed strategies. While the study provides a detailed roadmap for patch,
vulnerability and configuration management aligned with ISO/IEC 27001:2022 guidelines,
these strategies were tested in a simulated environment rather than a live operational context.
This restricts the ability to observe long-term impacts, operational challenges and unforeseen
outcomes that might arise during practical deployment. Additionally, critical factors such as
user compliance, system downtime during patching and actual threat mitigation could not be

fully assessed and leaving a gap in validating the effectiveness of the recommendations.

On the other hand, the study was conducted within the constraints of limited resources which
impacted the comprehensiveness of the analysis. Campus Ready, being a startup, has
restricted access to personnel, funding and advanced security infrastructure. Therefore, these
constraints influenced the depth of testing, the scope of data collection and the ability to
simulate complex attack scenarios. Furthermore, the lack of automation tools for vulnerability
management and the absence of a dedicated cybersecurity team resulted in delayed
processes and manual interventions, potentially skewing the findings. This
limitation suggests that solutions need tobe scalable and capable of being applied in settings

with limited resources.
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7.2. Further Research

Future studies should concentrate on implementing and assessing the proposed strategies in
practical environments specifically within Campus Ready’s operational systems to assess
their effectiveness, identify operational challenges and enable iterative improvements.
Expanding the study to include other threat vectors like phishing, insider threats and third-
party integration risks would provide a more comprehensive understanding of security issues.
Additionally, exploring the use of automation through Al and machine learning to increase
patch management and vulnerability detection could improve response times and reduce

human error.

Besides, implementing vulnerability, patch and configuration management strategies to
mitigate the risks, also other kind of vulnerability strategies can be also implemented such as
Security Incidents Handling, ITIL-Based Change Management and Continuous Vulnerability

Scanning (Amalka Peliarachchi & Janaka Wijayanayake, 2023).

Assessing the impact of user training programs on reducing cybersecurity risks would also be
valuable in strengthening Campus Ready’s security culture. Integrating other frameworks,
such as NIST and GDPR, alongside ISO standards could improve compliance and provide
more robust protection (Ngalim, 2023). Examining how emerging technologies, like cloud
computing and blockchain affect cybersecurity in the context of digital transformation
(Software Installation & Upgrades) will help the platform stay adaptable. Lastly, conducting a
cost-benefit analysis of the proposed strategies will help prioritize resources effectively to

ensure optimal security within financial constraints (Mishra & Saikat Gochhait, 2023).
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8.DISCUSSION & CONCLUSION

In this research, it was analyzed the effects of unpatched software vulnerabilities on Campus
Ready's e-Assessment platform's cybersecurity in software installation & upgrading in digital
transformation. Findings affirmed that unpatched software heavily boosts threats such as
including data breaches and functionality disruptions are validating the hypothesis (H1). Further,
vulnerability scans identified problems like insecure cookie configuration and absence of anti-
CSREF tokens etc., and root cause analysis identified challenges in patch management due to the

unavailability of resources and complex IT infrastructure.

To fix the aforesaid issues, the study provided and implemented ISO/IEC 27001:2022-compliant
solutions such as Patch Management to automate patches and patching high-impact
vulnerabilities and secondly, Vulnerability Management for applying CVSS v4.0-scored risk
decisions and active scanning and thirdly, Configuration Management for developing hardened
baseline configurations and lastly Continuous Improvement for incorporating a PDCA cycle for
continuous improvement of security. These steps adequately stifle risks and advance the

cybersecurity position of the platform.

This research recognized the importance of proactive cybersecurity to e-Assessment platforms.
Unpatched applications create risks to data security and platform stability. The implementation of
ISO/IEC 27001:2022-compliant methods, such as the adoption of automated patch management

and proper configuration practices, is a great step in reducing such risks.
The above findings are informative to Campus Ready and other such platforms to prioritize the

importance of structured cybersecurity interventions to digital transformation (Software

Installation & Upgrades).
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APPENDIX A

Appendix A: Result of Python Analysis

1 import pandas as pd
2 import matplotlib.pyplot as plt
3 import seaborn as sns

1 # Create a DataFrame for the given data with both "YES" and "NO" for "Patch Possible?"

2 data = {

3 "vyl. ID": [1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18],

4 "Type of Vulnerability": [

5 "Absence of Anti-CSRF Tokens", "Missing Anti-clickjacking Header", "Content Security Policy (CSP) Header Not Set",
6 "X-Content-Type-Options Header Missing", "Cross-Domain JavaScript Source File Inclusion",

7 "Server Leaks Version Information via 'Server' Header", "Strict-Transport-Security Header Not Set",

8 "TCP Timestamps Information Disclosure”, "Weak MAC Algorithm(s) Supported (SSH)",

9 "Open TCP Port: 22", "Open TCP Port: 443", "Open TCP Port: 80",

10 "Insecure Cookie Setting: Missing Secure Flag", "Missing security header: Referrer-Policy",

11 "Server Software and Technology Found", "Security.txt file is missing",

12 "HTTP OPTIONS Enabled", "Cookie without SameSite Attribute"

13 1,

14 "Severity Score": [5, 5, 7.5, 2, 2.5, 3, 5.5, 2.6, 2.6, 5, 3.5, 3, 2.5, 5, 2.5, 5, 5, 2],

15 "Severity Level": ["Medium", "Medium", "High", "Low", "Low", "Low", "Medium", "Low", "Low", "Medium", "Low", "Low", "Low", "Medium
16 "Affected Software/ System": [

17 "Web Application", "Web Application"”, "Web Application", "Web Application", "Web Application”,

18 "Web Server", "Web Application”, "Network Infrastructure", "SSH Server",

19 "Web Server", "Web Server", "Web Server", "Web Application", "Web Application",

20 "Web Server", "Web Server", "Web Server", "Web Server"

21 1

22 "Impact Scope": [

23 "Potential CSRF attacks", "UI redirection vulnerability", "Cross-site scripting risks",

24 "Risk of MIME-type sniffing", "Potential data exposure", "Information disclosure"”,

25 "Risk of downgrade attacks", "Uptime information leakage", "Potential data integrity issue",

26 "Unsecured access point", "Potential unauthorized access", "Potential unauthorized access",

27 "Risk of session hijacking", "Information leakage via referrers", "Information disclosure",

28 "Missing security contact details", "Potential method discovery attack",

29 "A cookie has been set without the SameSite attribute, which means that the cookie can be sent as a result of a 'cross-site' r
30 1

31 "Patch Possible?": ["NO", "NO", "NO", "YES", "YES", "YES", "NO", "YES", "YES", "NO", "YES", "YES", "YES", "NO", "YES", "NO", "NO",
32 "Discovery Date": ["20.01.2025"] * 18,

33 "Detection Source": [

34 "OWASP ZAP", "OWASP ZAP", "OWASP ZAP", "Nmap", "OWASP ZAP", "OWASP ZAP", "Nmap",

35 "OpenVAS", "OWASP ZAP", "Nmap", "Nmap", "Nmap", "OWASP ZAP", "Nmap", "OpenVAS",

36 "OWASP ZAP", "Nmap", "OWASP ZAP"

37 ]

38 }

1 df = pd.DataFrame(data)

2

3 # Display the first few rows of the dataset
4 print("Preview of the data:")

5 print(df.head())

v Preview of the data:

Vul. ID Type of Vulnerability Severity Score \
2] 1 Absence of Anti-CSRF Tokens 5.0
1 2 Missing Anti-clickjacking Header 5.0
2 3 Content Security Policy (CSP) Header Not Set 7.5
3 4 X-Content-Type-Options Header Missing 2.0
4 5 Cross-Domain JavaScript Source File Inclusion 2.5
Severity Level Affected Software/ System Impact Scope \
2] Medium Web Application Potential CSRF attacks
1 Medium Web Application UI redirection vulnerability
2 High Web Application Cross-site scripting risks
3 Low Web Application Risk of MIME-type sniffing
4 Low Web Application Potential data exposure

Patch Possible? Discovery Date Detection Source

2] NO 20.01.2025 OWASP ZAP
1 NO 20.01.2025 OWASP ZAP
2 NO 20.01.2025 OWASP ZAP
3 YES 20.01.2025 Nmap
4 YES 20.01.2025 OWASP ZAP

1 # Example visualization 1: Bar plot of vulnerabilities by Severity Level
2 sns.countplot(data=df, x='Severity Level', palette='viridis')

3 plt.title("Count of Vulnerabilities by Severity Level™)

4 plt.xlabel("Severity Level")

5 plt.ylabel("Count")

6 plt.show()
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<ipython-input-4-f74c0597315b>:2: FutureWarning:
Passing “palette’ without assigning "hue’ is deprecated and will be removed in v0.14.0. Assign the “x° variable to "hue’ and set "1¢

sns.countplot(data=df, x='Severity Level', palette='viridis')

Count of Vulnerabilities by Severity Level
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0 »
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1 # Example visualization 2: Bar plot of vulnerabilities by Detection Source
2 sns.countplot(data=df, y='Detection Source', palette='coolwarm')

3 plt.title("Count of Vulnerabilities by Detection Source")

4 plt.xlabel("Count")

5 plt.ylabel("Detection Source")

6 plt.show()

<ipython-input-5-d3457c@90d6e>:2: FutureWarning:
Passing “palette’ without assigning "hue® is deprecated and will be removed in v@.14.0. Assign the "y  variable to "hue’ and set "1¢

sns.countplot(data=df, y='Detection Source', palette='coolwarm')

Count of Vulnerabilities by Detection Source
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1 # Example visualization 3: Severity Score distribution

2 sns.histplot(df['Severity Score'], kde=True, bins=1@, color='blue')
3 plt.title("Distribution of Severity Scores")

4 plt.xlabel("Severity Score")

5 plt.ylabel("Frequency")

6 plt.show()
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Distribution of Severity Scores
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1 # Example visualization 4: Box plot of Severity Score by Severity Level

2 sns.boxplot(data=df, x='Severity Level', y='Severity Score', palette='Set2')
3 plt.title("Severity Score by Severity Level)

4 plt.xlabel("Severity Level")

5 plt.ylabel("Severity Score")

6 plt.show()

<ipython-input-7-b47a50af3399>:2: FutureWarning:

Passing “palette’ without assigning "hue’ is deprecated and will be removed in v@.14.0. Assign the "x  variable to

sns.boxplot(data=df, x="'Severity Level', y='Severity Score', palette='Set2')

Severity Score by Severity Level

Severity Score

T T
Medium High Low
Severity Level

1 # Create DataFrame

2 df = pd.DataFrame(data)

3

4 # Encode 'Patch Possible?' as a binary variable (YES = 1, NO = 9)

5 df['Patch Possible?'] = df['Patch Possible?'].map({'YES': 1, 'NO': @})
6

7 # Create a correlation matrix for 'Severity Score' and 'Patch Possible Numeric'
8 correlation_matrix = df[['Severity Score', 'Patch Possible?']].corr()

9

10 # Plot the heatmap

11 plt.figure(figsize=(6, 4))

12 sns.heatmap(correlation_matrix, annot=True, cmap="coolwarm", fmt='.2f")
13 plt.title("Correlation Heatmap of Severity Score and Patch Possible?")
14 plt.show()

“hue’

and set

"1
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Correlation Heatmap of Severity Score and Patch Possible?
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